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1- Introduction

The Internet of Things (IoT) has garnered significant attention in recent years by enabling
communication and data exchange between diverse devices and systems. A critical application
of this emerging technology is in the healthcare sector. IoT-based health systems can enhance
medical services, predict diseases, manage patients, and improve the quality of healthcare.
These systems are particularly vital for providing remote monitoring services to elderly,
disabled, or contagious patients. The importance of remote care has been underscored during
pandemics, such as COVID-19, by minimizing physical contact, especially for healthcare
workers who are at higher risk and whose incapacitation could exacerbate public health crises.
Remote Medical Care Systems (RMCS) ensure the continuous provision of routine care and
regular remote assessments for patients without associated risks.

Security and user privacy are paramount in healthcare due to the sensitive nature of personal
data, including medical history and treatment records. Radio Frequency Identification (RFID)
technology is a crucial tool for addressing security and privacy challenges in loT-based RMCS.
Leveraging RFID solutions offers numerous advantages, including service continuity, reduced
supervisory costs, accurate record-keeping, preventive care, and enhanced service quality.
Features like non-contact operation, wireless communication, and unique identification facilitate
the rapid deployment of RFID in RMCS.

A typical RFID system comprises tags attached to identifiable objects (patients/equipment),
readers that read/write data from/to tags, and a backend server that stores sensitive patient
information. While wireless data transmission via radio signals is convenient, it can introduce
critical security and privacy vulnerabilities.

Recently, Shariq et al. [5] proposed a novel RFID-based authentication protocol for RMCS,
designed for scenarios like the COVID-19 pandemic. While highly efficient, this paper
demonstrates that, contrary to the authors' claims, Shariq et al. protocol is vulnerable to tag
tracking attacks. Consequently, this paper proposes an improved protocol that addresses this
vulnerability while maintaining high efficiency.

2- Objectives
The principal objectives of this research are:

* To perform a comprehensive security analysis of the recent RFID authentication protocol
proposed by Shariq et al. [5], with a specific focus on investigating its resilience against
tracking attacks.

» To design and propose a robust, enhanced RFID authentication protocol that effectively
mitigates the identified tracking vulnerability in the original scheme.

» To conduct a formal security verification of the proposed protocol, demonstrating that it
fulfills all essential security requirements for Remote Medical Care Systems (RMCS),
including mutual authentication, forward secrecy, and resistance to known attacks.

» To evaluate the performance efficiency of the proposed protocol by analyzing its
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computational and communication overhead, and to benchmark its performance against
other state-of-the-art, secure RFID authentication protocols to establish its practical
superiority

3- Achievements and Proposed Method

The main achievements of this work are as follows:

* Identification of Vulnerability: We successfully identified a critical vulnerability in the
Shariq et al. protocol [5]. The protocol's design implicitly assumes the reader-server knows
the shared secret (a;) of the authenticating tag beforehand, which is impractical in large-
scale systems. Addressing this by sending a; in plaintext would make the protocol trivially
traceable.

* Proposal of an Improved Protocol: We developed an enhanced authentication protocol
based on the structure of the Shariq et al. protocol. The key modification involves the
introduction of a new parameter, x5, to securely and obliviously transmit the tag's secret a; to
the reader-server in an encrypted form.

4- Results and Analysis

After proposing an enhaced RFID authentication protocol for RMCS, we provide formal
security proofs, demonstrating that the improved protocol achieves security properties such as
confidentiality, mutual authentication, and forward secrecy. We also proved that the proposed
protocol is secure against impersonation, replay, Denial-of-Service (DoS), tracking, and man-in-
the-middle attacks. Our key achievement is resolving the tracking vulnerability present in the
Shariq et al. protocol. We also analyzed the performance of the proposed protocol and compared
it with other existing secure RFID authentication protocols in terms of computational and
communication costs. The results demonsterate that the proposed protocol is more efficient than
other existing fully secure protocols like [12] and [26]. In terms of the communication costs, the
provided analysis demonstrates that protocols presented in [9] and [12] have slightly lower
communication overhead compared to our protocol at the cost of lacking forward secrecy in [9]
and being computationally far less efficient in [12].

5- Conclusion

This paper analyzed the security of a recently proposed RFID authentication protocol by Shariq
et al. and identified its vulnerability to tracking attacks. An improved protocol was proposed,
incorporating a novel mechanism to securely transmit the tag's secret. Security analysis confirms
that the proposed protocol provides confidentiality, mutual authentication, forward secrecy, and
resilience against a wide range of attacks. Performance comparisons reveal that the proposed
protocol offers significantly higher computational efficiency than other fully secure protocols,
making it a superior and practical choice for secure and efficient authentication in IoT-enabled
remote healthcare systems.
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