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ABSTRACT

Android-based mobile devices are widely used due to their ease of use among users. Individuals perform
various tasks on their mobile phones, such as banking activities, social networking, and diverse business
systems, thereby exposing considerable personal information to risks due to the vulnerabilities of the An-
droid operating system. The rapid development of Android malware has rendered many traditional mal-
ware detection methods less accurate over time. Research indicates that machine learning is an effective
approach for detecting malware. The rapid evolution of malware contributes to the degradation of accuracy
in trained models over time. Moreover, the collection of malware-related data from Android devices jeop-
ardizes users' privacy. To address these issue, this paper employs federated and incremental learning. Re-
cently, federated learning has been introduced for training machine learning models on decentralized de-
vices with the aim of preserving privacy. This study utilizes a Multi-Layer Perceptron (MLP) within the
framework of federated learning. Stacking, a type of ensemble learning, is employed for incremental learn-
ing. The CICMalDroid 2020 dataset is utilized in this research, using static data to develop the final model.
The outcome of this study is a model with an accuracy of 96.49%, demonstrating significant improvement in
computational time complexity along with maintaining the quality of learning and model accuracy com-
pared to existing methods.
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#Initial algorithm configuration

1. Create server and clients
Divide train data among clients and placing validation and test data in server
Preprocessing
Feature selection
. Make random weight and send it to clients
#Federated learning on existing data

1. Repeat

1.1. Train the nodes with the weights received from the server.

1.2. Send trained weight of models to server

Vs W

1.3. Calculate weighted average in server
1.4. Broadcast averaged weight to clients
2. Until number_of_iterations=predefined_number_of_iterations
# Completion of the initial federated learning phase
1. Save final weights of clients on server
2. Make modelin server
#iFederated learning on new data
1. Repeat
1.1. Train with new data on the nodes containing them with the weights received from
the server
1.2. Send trained weight of models to server
1.3. Calculate weighted average in server
1.4. Broadcast averaged weight to clients
2. until number_of_iterations=predefined_number_of_iterations
#Completion of federated learning on new data and start incremental learning
1. Save final weights of clients on server
2. Append calculated weights for the nodes with new data to the final weights of other nodes
#Incremental learning
1. n-wise calcucate average of final weights
Broadcast averaged wights in previous step to clients
Multiply each line of data by received weights to make new data
Send new data to server
Multipy test data by weights calculated in step 2 to make new test data
Train final model in server

oA W

Sl 6250k (g, oS 4t (V) JSh




1FeF Hle o) oylosds oo s Jlw ¢ (5w g (Sopig Sl widlay”

\Y#

Ay aslass S 18 e ragin (ol yo oS Sl oSy
[¥A V] ain bl é oolsacgame ol )3 b S

03l gl CIlo 50 il ools usgs T-F sy j0 a5 jobolen
Cdl o goleiinn () lasl ssbied ol jgate Bo
s 39290 (5loo, T 51 SO ey wax laosls a5
23S 0,5 ;8 (G5, pgoad 488 lai 00 5 A il ol
S92 o Wools onile Bl .0gd co 00ls 1,3 aosls JS oo
Sl Ol B wisbios pead (Sglane O jgods gaz 05 4

Sgad oolatwl Jol > Sbj)

s 39290 50,5 10 ax glaosls 4 35 pgs Cl> (o
P 5y sl 00 38,5 115 50 (B390T (gl 0)5 A ot
S e 8 Lnasls S e o8 5, lno 8 ol 51
oS et ol 0 33 epys o ) pliia Koo b
o oly8 ools saile BU 5l cawd S5 ;2 (59, p g 0o ]
o8 rlo plp g3 08 ca al sl o8 90 K Sle 408
G50l ad> o j3 losls )1 51 o 45 axiwn ools sl o
S5Ol o (Bl g Tob al>ye )3 ;K0 (o 5 adds) (D

28,8 algs )8 eolawl 0,90 sy gloosls b zol5dl

A0 58 SRS by 59 soleiiay () S bl skiien
N JOUNEE NEENPINERNE I I NP
-9y ©y9mots o 5 Gl L (Bl (5 Sl bl o
Sl i 3> gy 5—ds 03l (ijsel ST slo
2l 6 Fols jomam (ygi 5 0dd mjs O jgo (S
St sl ot 8 Lirl ) s, ol 51 5o o
CITBIA P PR o I BICR PUCHE NAYCPIPPIR IO
ol ames [¥alecil ons acubne” K 0,5 (m Slo
Joaz o as abbge Lzl )LV e o bajlas (ol lade (5 Sile
eSS Laas ol el S8 a4 03Y Cunl 0al ools LS (V)
G Sl slrools (golpaiog by, 2U3)l 5o deosls i o
solio g oads ©p0 b Jas slagsy o el slrosls aiilen

sl 0335 Loyl Sl o

30 GSoln ol e oo 0aoline (V) Jgaz j0 a5 lioren
Ol Joo adloe yiion lahy) plo S (oledin
&5 2 Oygods 9 bl S 69, olej (pl &5 Cul (pl
o=l sol idu (a8ly Jow S o Lol saslons iolesl oo

Precision
Accuracy
F1_score

Recall

Confusion matrix

[ NV R N VI 8]

i3 gl ek 6318 ey ) b b F 9 48 lh e il g WA B W

8 e a0l Wy WL

S5y 0 el 6Tl anT B (ST aales () S
ol

=2 Ll e Glies aSd jo Jlo )l Jb plie 205 6l
o0 b goags b 0, Ve b gty ol o e 10,5 S 5
30 s 1y aBo rals g wiais Jlw)l g oodad F Sl
Iy Loo, 5 slasd les oo Lo yie oS 5 olass (gl .cdlai
Jle sly 0ged G a8l 1) Cuondz 13 90,5 Vo ool
Gl oS 5 g5kl g el V Gglls sae 0,5 ALY
Llhla;s L YLY Wb g cal caslio dae Y oae YA L Y-
O l) 5 Aol e )0 S gy (nl 95 oS 5 e
500 ol par

Gilweoly wlize O-F

Intel o3l shls 45" 6 FoelS (59, 2 solering (B3,
5 CcolRI VY Lol aladls (35,0l X.5 ¥/O Core i7-7500U
LS ¥ LNVIDIA GeForce 920MX  S81,8 oussls
el 0030 5 1>l Lol aladl>

FY ase i V) jeaing s oolaiwlsge Jele i (pizren
er)yd_ob).) QL‘) )| salazw! l) GQLQ»-‘“-‘-‘ J..\A ! 0dg LS"“)
saosls ysigal S g ogh dasme ;0 9 YN aSeus gl

L]
g byl

&l,— CICMalDroid 2020 oolsdcgazo 5l i oyl 4o

Ol ol 0ais ool ul goli g by, S g Ghjga]
ol sl S35 DIYYA L digei VIOAA ol oolacgome
e L] oSl ol S50 0457 5| JSiie b S
5 ool 60 LS (mgiteliyy Salady g ool

! Application programming interface



VYV Ol 5 ol ledame ¢ (oil38l g AW 6 puFoly 31 ool b i3Iy (aniis
97 Loagle) b )0 (pnizred 0gd oo pand o )5 rn e
065 96.49 sl ot 433 S A 4 5

R

(93]

95.86
9 95.6
95.5
oo 9491 94.88
94.5 I I
94
0 10 20 30 40

QA eols glls sl 0,5 ws o

aaz ool ghils sl 0 5 sl loges (F) JSCB

A > gl 0gd g0 cdmline B> oo S sl ]:.Jt; ) J5&
B o8l el YT oue U oo, S olawy ioli8l (S ol @y
Lo, 5 50 bosls 9,5 w395 b s so lis ol el o0
pleslly 6,50k cdo Hlan b cwsl jold J155 15 oo 5L« 5 i
0,5 YYE 0 annlxe oy g oSl Jb malS gl uisren a0
(3 slo sy ;o oad 4uaS (el 3ubb ( SLL al> e (o
Jlaw)l Lao, 5 ay g oaias F (Sl U aw b aw oy

g g0

97.5 97

97 96.49  96.6

96.5
a2 96
3 g5 95.3

95

94.5

94

6 10 16 24

ua)f slaws

o,S slawd o 5 B0 (O) S5

)l gy (o Sbs g oleiig (g, 8 (V) Jgo 5o
Lo iogin Joaz ol yo ailoads auglie ;50 SYlEe (o ouds
=1 O 4O LAQT as, S Wil ool (gasudd, slacds wluly
8o (golgiing (g, 09l 0 0030 4 jebolen 39 o 00y
o0 mis gy sllye 3l eizmen 9 0051 Cews ] ormslis
= S 6 ol Jds 4 cogdledy S o oolaul o2
sleolaiwl Jds any (e imen 00 o Jra> o )5 Loga>
o S @3liiy g Slr) (S (Sabemy

335 e Joe b solering by, 9,8kes anulia (1) Jgux

Ml 5553

oloj | sl | Sleib | cme | s

0y

VoS WE | Y| AT [ Y | Je—
35 o
V0s AVE | VY | AYTY | Ay | Sl
Nt
s aF/fa | ag/fe alr | B | gaSele
T
e

Iy 29 So—tp «oBo i 5l goleiing g, (V) Jgor b
a2 Sz ool ety Wilgi oo S g, opl iCewl 00 gad ol
3 29,5 oole dxy 0,5 )18 oolanwl 0,90 s iuldl (ol
Yooxo Loog )5 (pl oo 0580 5,8 daz ools (lgicdy oo )5
a3 3 ko Lol glao,S slass 5l (gao o b o & jgo 4
chOT 85 ol yadr 4y baaus,s ol 5l golaws (F) UK )0 05 s0
B0 YL aS 0g b e o SO ol jo el oals (83
Shls 0,5 lgieas oo 5 5l ooy Vo aS T o s 4 Siloj
Bleo, 5 Caren Cand ) o gl ad T L 5 wuas oold
B L Corexr Slasin 0yl a5l S5 508 o1 Lo
MMHL&O; OAJLALSBL u—";”ﬁ)L‘ Q)afgs.a r:l;u‘ Ls_‘llf
ol 5l eads (6 S oslail polas 35U cwuaz sleo 5 wsjo il
U P L L RPN W Y 4| PV-SLNEDE g LV YK

U P




1FeF Hle ) oylosds oo s Jlw ¢ (5w g (Spig Sl wdlay”

YA

w‘ o0l oalaziw! Ll9J 6u;fs

Rl aris gl (9090 wnail Sl ol Sen 5 ey
L B s L8] alos 57 soli ol oy aaSUll S5 ogm
03l dcgazme (59, ,m Holoal |z iy ,sNl (6,5 LSO
1) 38l aus ,0AA/F cds b wilauslys CICMalDroid 2020
5 o0 g luooly aiysSl aias Lanseds bapieSell bl )
dile ola Sy 5l g Sl 75 peie oo SI S Wlie ()

sl oauzd eslaul L;....:‘)B‘ (_g)ﬁf.)Ll 9 L;‘A""é’)?’

Cewd @y (§3dan ) 3l 6y <83 Sl b la gy ()
onliiul —zoldl o 3l (6,uSoly 5 S Lol cailos ]
5 oS Jds an Joe <8 s L e b ol ply ailes ;S5
plasil ol 51 6 pSols wis Lol b Jas col dal8la
olie 5l 1y Laools wilgs o 1,0 ba gy ol izman aams
ol 45 S 2l pseial wug,nl 60,8 sbaasl slall wiie
yob an ol pe slayali laools 5l oslaiwl b anslin jo g,
9y Crl b 1398 oo Lmosls ;5aS 55 Sl painne
Rl do S ) it Slbasil ag ool o golering

Syl b iogh,

G35 A T
595859) W)l alisee eloil caiadon ol yem (3l (118
G ) sy ol 55 A A 5 Gyl 3
Sl ool ol Ly U 58y mese a5 gl —tlisl = Dl
Goosb ol 51 S Sllpe el ot oolial Liwy) sla S5
Jo 4 s s il 331 285 Gl Jols 055 00 ol
b 9) 35 e (Glawlne gl 4 L5 (AalS conis @598
S35 S50l ploml 4 s 4Ll )L el g (4o tals
Syemo 40 Al odsliie yuizrad ol lal 5l Laools ples
Loo, 5 auo,o Ve Oll cagaz ools ey g, ol 5l oolaswl
cremizma sl e Ll Sy —tgl53) oSl sl
8 ogyis 5| 0585 oafiles 5 Lo, olass (2l 0 canlis
YE L Lo, 8 olaw il 5 onts cds _als el Jlo,l 5l
A9y ol Olgiss nlpli amo e lBlpe 1) 2o (>0 S
iRy 5o 0y e a8l janis sl iyl (o, 1)
slaosls ;LS j0 Lgy (slaosls 3l eolatwl b los g0 cais] (slo
Bl andeid (g ydan 1) Lajlihan 5l g iday glel !
b ;8 g 0adan e Oygmodn Jue lwosly b eizen
o 50l co 5l s (2L s S0 Glgee (A

Cls

O(N/K) 4y ( N=(s yiiuo olaxi) O(N) 5l o 365 (sl sog,
el a8l zalS (K= o )5 slaws)

g, sl b soloidan (g, <88 auglin (V) Jguz

4y b 95
> WiFs @i, b33
; o 7] 658 5 ol
A AA oo Ls'u'b.nélq:
[F]
s AAY o2 9 pluology
[¥¥]
\ af/s oo g SUBGT
(7]
Y AA/D oo 9 Slu i
[F¥]
\ 14/f4 [¥e] oK g il
Y aAF [??] oo g (wgyo

o f

SlaSed p e gunaiib gy 5 [FY] o) 5 plbegs
gy Loyl s S sslinal Jil aits sl 315 smce
Drebin 4 CICMalDroid 2020 slaoslsacgozxe 59,1, 595
ANFA 5 oo, ANY slacds 4 cud i 4 aS wio)S Liale;]
omal3s Do L adilis (sl emaren oy oo

iols slpiiey cawolss Wae laaSis St el ;X!

Joae S a5 1, ADAM pb 4y Jue [FF] o)) Sen 5 Slo s
dxwgs |y sl S TensorFlowlite ,; oo (pedile (5 50k
SPlan s i Gl eaas oras a0 S ool asols
sodlodcgazma 59y = byl L Loyl Jus .ass,S oolawl

el 00, AAB s 4 CICMalDroid 2020

S5l o e pasis Jae SG [F0] o)) Kes g il
oot g oo § S0l Lo by, bl p A 9o il
Ll (55) = 098ls, Ddlex b wilosls slpsiay (glaniy
WASS (gl 5 (e (S e SE0 L 1) gyl alelige
CICMaldroid 2020 yiog5— oyl ;0 eadoslaswl osloac goze
O 0 |y Cde s o, 9,71 Clo b gl ool ool

Y




\va

lSan 5 (6 ldl Ledama t oudul33] o SN (g S0l 31 ool by 513810 ansidd

[16]

(18]

[19]

[22]

(23]

[24]

[26]

(27]

statistics (accessed 12/7/2023, 2023).

P. Faruki et al., "Android security: a survey of
issues, malware penetration, and defenses," IEEE
communications surveys & tutorials, vol. 17, no.
2, pp- 998-1022, 2014.

J. Gama, 1. Zliobaité, A. Bifet, M. Pechenizkiy,
and A. Bouchachia, "A survey on concept drift
adaptation," ACM computing surveys (CSUR),
vol. 46, no. 4, pp. 1-37,2014.

R. Pari, M. Sandhya, and S. Sankar, "A multi-tier
stacked ensemble algorithm to reduce the regret
of incremental learning for streaming data,"
IEEE Access, vol. 6, pp. 48726-48739, 2018.

L. U. Memon, N. Z. Bawany, and J. A. Shamsi,
"A comparison of machine learning techniques
for android malware detection using apache
spark," Journal of Engineering Science and
Technology, vol. 14, no. 3, pp. 1572-1586, 2019.

M. Kumar, "Scalable malware detection system
using big data and distributed machine learning
approach," Soft Computing, vol. 26, no. 8, pp.
3987-4003, 2022.

A. Joshi and S. Kumar, "Stacking-based

ensemble model for malware detection in
android devices," International Journal of
Information Technology, vol. 15, no. 6, pp. 2907-
2915, 2023.
U. S. Jannat, S. M. Hasnayeen, M. K. B. Shuhan,
and M. S. Ferdous, "Analysis and detection of
malware in Android applications using machine
learning," in 2019 International Conference on
Electrical, Computer and Communication
Engineering (ECCE), 2019: IEEE, pp. 1-7.

"Static Analysis of Malware and Benign apps
2017." https://www kaggle.com/goorax/datasets
(accessed 3/9/2024, 2024).
M. Chen, Q. Zhou, K. Wang, and Z. Zeng, "An
Android Malware Detection Method Using Deep
Learning based on Multi-features," in 2022 I[EEE
International ~ Conference  on  Artificial
Intelligence  and  Computer  Applications
(ICAICA), 2022: TEEE, pp. 187-190.
M. Schuster and K. K. Paliwal, "Bidirectional
recurrent neural networks," IEEE transactions on
Signal Processing, vol. 45, no. 11, pp. 2673-
2681, 1997.
H. Javaheri, H. Akbari, and E. Shaghaghi,
"Improvement in the Ransomwares Detection
Method With New API Calls Features,"
Electronic and Cyber Defense, vol. 8, no. 4, pp.
107-118, 2021.(in
Persian).https://dor.isc.ac/dor/20.1001.1.2322434
7.1399.8.4.9.5%20:DOR
M. Hesabi and M. Deypir, "An Improved Method
for Malware Attack Detection in Cloud
Computing  Using  Collective  Learning,"
Scientific Journal of Electronical & Cyber
Defence, vol. 10, no. 4, 2023. (in
Persian).https://dor.isc.ac/dor/20.1001.1.2322434
7.1401.10.4.4.4
A. Ezzatneshan, T. F. S. Kamel, and R. Ghaemi,
"Presentation of a New Solution to Botnet
Detection in a Markov Chain-Based Network,"
2021.

M. Mosleh and M. Karami, "Presenting a

(1]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

R. Taheri, M. Shojafar, M. Alazab, and R.
Tafazolli, "FED-IIoT: A robust federated
malware detection architecture in industrial IoT,"
IEEE transactions on industrial informatics, vol.
17, no. 12, pp. 8442-8452, 2020.
K. Liu, S. Xu, G. Xu, M. Zhang, D. Sun, and H.
Liu, "A review of android malware detection
approaches based on machine learning," IEEE
Access, vol. 8, pp. 124579-124607, 2020.
S. Wu, P. Wang, X. Li, and Y. Zhang, "Effective
detection of android malware based on the usage
of data flow APIs and machine learning,"
Information and software technology, vol. 75,
pp. 17-25, 2016.
R. Jin and B. Wang, "Malware detection for
mobile  devices using  software-defined
networking," in 2013 Second GENI research and
educational experiment workshop, 2013: IEEE,
pp. 81-88.
A. Wang, R. Liang, X. Liu, Y. Zhang, K. Chen,
and J. Li, "An inside look at IoT malware," in
Industrial IoT Technologies and Applications:
Second EAI International Conference, Industrial
IoT 2017, Wuhu, China, March 25-26, 2017,
Proceedings 2, 2017: Springer, pp. 176-186.

P. Dahiya, "Malware detection in IoT," in
Internet of Things: Security and Privacy in
Cyberspace: Springer, 2022, pp. 133-164.

S. Qing, "Research progress on Android

security," Journal of Software, vol. 27, no. 1, pp.
45-71, 2016.
M. T. Ahvanooey, Q. Li, M. Rabbani, and A. R.
Rajput, "A survey on smartphones security:
software vulnerabilities, malware, and attacks,"
arXiv preprint arXiv:2001.09406, 2020.
A. Souri and R. Hosseini, "A state-of-the-art
survey of malware detection approaches using
data mining techniques," Human-centric
Computing and Information Sciences, vol. 8, no.
1, pp. 1-22,2018.
D. E. Garcia, N. DeCastro-Garcia, and A. L. M.
Castafieda, "An effectiveness analysis of transfer
learning for the concept drift problem in malware
detection," Expert Systems with Applications,
vol. 212, p. 118724, 2023.

D. Arp, M. Spreitzenbarth, M. Hubner, H.
Gascon, K. Rieck, and C. Siemens, "Drebin:
Effective and explainable detection of android
malware in your pocket," in Ndss, 2014, vol. 14,
pp. 23-26.

Y. Zhou and X. Jiang, "Dissecting android
malware: Characterization and evolution," in
2012 IEEE symposium on security and privacy,
2012: IEEE, pp. 95-109.
Y. Mirsky, A. Shabtai, L. Rokach, B. Shapira,
and Y. Elovici, "Sherlock vs moriarty: A
smartphone dataset for cybersecurity research,"
in Proceedings of the 2016 ACM workshop on
Artificial intelligence and security, 2016, pp. 1-
12.

C. L. f. Cybersecurity. "CICMalDroid 2020."
https://www.unb.ca/cic/datasets/maldroid-
2020.html (accessed 12/23/2023, 2023).

D. Curry. "Android statistics (2023)."
https://www.businessofapps.com/data/android-


https://dor.isc.ac/dor/20.1001.1.23224347.1399.8.4.9.5%20:DOR
https://dor.isc.ac/dor/20.1001.1.23224347.1399.8.4.9.5%20:DOR
https://dor.isc.ac/dor/20.1001.1.23224347.1399.8.4.9.5%20:DOR
https://dor.isc.ac/dor/20.1001.1.23224347.1399.8.4.9.5%20:DOR
https://dor.isc.ac/dor/20.1001.1.23224347.1399.8.4.9.5%20:DOR
https://dor.isc.ac/dor/20.1001.1.23224347.1399.8.4.9.5%20:DOR
https://dor.isc.ac/dor/20.1001.1.23224347.1399.8.4.9.5%20:DOR
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4

VEF o o) 0 lo e o Jhoo & (g s v g Sorig Sl widlay”

Y.

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

Data Computing, Intl Conf on Cyber Science and
Technology Congress
(DASC/PiCom/CBDCom/CyberSciTech), 2020:
IEEE, pp. 515-522.

S. Mahdavifar, D. Alhadidi, and A. A. Ghorbani,

"Effective and efficient hybrid android malware
classification using pseudo-label stacked auto-
encoder," Journal of network and systems
management, vol. 30, no. 1, p. 22, 2022.

K. LIU, et al. A review of android malware
detection approaches based on machine learning.
IEEE Access, 2020, 8: 124579-124607.

S. Bhagwat and G. P. Gupta, "Android malware
detection using hybrid meta-heuristic feature
selection and ensemble learning techniques," in
International Conference on Advances in
Computing and Data Sciences, 2022: Springer,
pp- 145-156.

G. Padmavathi, D. Shanmugapriya, and A.

Roshni, "Performance analysis of unsupervised
machine learning methods for mobile malware
detection," in 2022 9th International Conference
on  Computing  for  Sustainable  Global
Development (INDIACom), 2022: IEEE, pp. 201-
206.
R. Yumlembam, B. Issac, S. M. Jacob, and L.
Yang, "lot-based android malware detection
using graph neural network with adversarial
defense," IEEE Internet of Things Journal, 2022.
I. Atacak, K. Kilig, and 1. A. Dogru, "Android
malware detection using hybrid ANFIS
architecture with low computational cost
convolutional layers," PeerJ Computer Science,
vol. 8, p. ¢1092, 2022.
S. Tripathy, N. Singh, and D. N. Singh, "ADAM:
Automatic Detection of Android Malware," in
International  Conference on  Information
Technology and Communications Security, 2021:
Springer, pp. 18-31.
S. S. Shafin, M. M. Ahmed, M. A. Pranto, and A.
Chowdhury, "Detection of android malware
using tree-based ensemble stacking model," in
2021 IEEE  Asia-Pacific  Conference on
Computer Science and Data Engineering
(CSDE), 2021: IEEE, pp. 1-6.
A. Droos, A. Al-Mahadeen, T. Al-Harasis, R. Al-
Attar, and M. Ababneh, "Android Malware
Detection Using Machine Learning," in 2022
13th International Conference on Information
and Communication Systems (ICICS), 2022:
IEEE, pp. 36-41.

[33]

[34]

[36]

Malware Detection System by Implementing
Hardware Counters Based on the Multi-Layer
Perceptron Neural Network (MLP) and the
Dragonfly Optimization Algorithm," 2021.

R.-H. Hsu et al., "A privacy-preserving federated
learning system for android malware detection
based on edge computing,”" in 2020 15th Asia
Joint  Conference on Information Security
(AsiaJCIS), 2020: IEEE, pp. 128-136.

R. Gélvez, V. Moonsamy, and C. Diaz, "Less is
More: A privacy-respecting Android malware
classifier using federated learning," arXiv
preprint arXiv:2007.08319, 2020.

B. Lak, V. Yadegari, and A. Matinfar,
"dentifying Zero Day Android Daily through
Neural Networks," FElectronic and Cyber
Defense, vol. 11, no. 3, pp. 49-55, 2023. (in
Persian).https://dor.isc.ac/dor/20.1001.1.2322434
7.1402.11.3.5.0
M. Ghanavati Nasab, M. Ghazvini, and F.
Ghasemian, "Mobile botnets detection using
deep learning techniques," Electronic and Cyber
Defense, vol. 11, no. 2, pp. 31-43, 2023. (in
Persian).https://dor.isc.ac/dor/20.1001.1.2322434
7.1402.11.2.3.6

E. Bastami, H. Soltanizadeh, M.
Rahmanimanesh, and P. Keshavarzi, "A
Malware  Classification =~ Method  Using
visualization and Word Embedding Features,"
Electronic and Cyber Defense, vol. 11, no. 1, pp.

1-13, 2023. (in
Persian).https://dor.isc.ac/dor/20.1001.1.2322434
7.1402.11.1.1.2
S. Mahdavifar, D. Alhadidi, and A. A. Ghorbani,
"Effective and efficient hybrid android malware
classification using pseudo-label stacked auto-
encoder," Journal of network and systems
management, vol. 30, pp. 1-34, 2022.

S. Doraisamy, S. Golzari, N. Mohd, M. N.
Sulaiman, and N. I. Udzir, "A Study on Feature
Selection and Classification Techniques for
Automatic Genre Classification of Traditional
Malay Music," in ISMIR, 2008: Philadelphia,
PA, pp. 331-336.

S. Mahdavifar, A. F. A. Kadir, R. Fatemi, D.
Alhadidi, and A. A. Ghorbani, "Dynamic android
malware category classification using semi-
supervised deep learning," in 2020 [EEE Intl
Conf" on Dependable, Autonomic and Secure
Computing, Intl Conf on Pervasive Intelligence
and Computing, Intl Conf on Cloud and Big


https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.5.0
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.5.0
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.5.0
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.5.0
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.5.0
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.5.0
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.2.3.6
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.2.3.6
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.2.3.6
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.2.3.6
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.2.3.6
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.2.3.6
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.1.1.2
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.1.1.2
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.1.1.2
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.1.1.2
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.1.1.2
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.1.1.2
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.1.1.2
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.1.1.2

	1. مقدمه
	2. مفاهیم پایه
	3. پژوهشهای پیشین

