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ABSTRACT

With the advancement of science and technology, the popularity of the Internet, particularly email,
has increased significantly. Email spam has become one of the most prevalent forms of cyberattack, pri-
marily used to disseminate malicious content, including commercial advertisements, computer viruses, and
misleading information. Cyber attackers often target systems and servers with various types of malware
and viruses to compromise or gain unauthorized access to systems or email accounts. This paper presents
an improved flow direction algorithm for feature selection and a k-nearest neighbor algorithm for email
spam classification. The Flow Direction Algorithm (FDA) typically faces challenges such as getting stuck
in local optima and lacking population diversity. To enhance the FDA's capabilities, chaos operators have
been introduced to promote population diversity and expedite convergence. The proposed method employs
two types of chaos: circular chaos and logistic mapping. The performance of the proposed model was eval-
uated using the Spambase dataset, which consists of 4601 samples and 57 features. The results demonstrate
that the accuracy of the proposed model, particularly with logistic mapping, is higher than that of other
methods.
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1 Define FDA with parameters (maxiter, 1b, ub, dim, fobj, alpha, beta)

alpha=Number of flows
beta= Number of neighborhoods
2 :Primary population production

3 While (Iter<Max_Iteration)
4 Boosting primary population production by chaos
5 «Calculate the initial fitness of each flow.

7 Initialize velocity parameters Vmax and Vmin.

8 :For each iteration:

8.2 For each flow (i from 1 to alpha):

8.2.1 Produce and evaluate neighborhoods.

8.2.2 For each neighborhood position (j from 1 to beta)
8.2.3 .Generate random position within bounds

8.2.4 Calculate new position based on delta and W
8.2.5 Apply boundary conditions

8.2.6 Calculate the fitness of the neighborhood position

8.2.8 Move flow towards better positions or global best.
8.2.9 Apply boundary conditions and update fitness.
8.2.10 Update the best flow if a better solution is found.
9 Display current best fitness.

10 The best feature vector

11 End while

12 Classification: KNN

14. End

6 :Sort and select the best results, setting Best_fitness and BestX.

8.1 Update weight W: Update weight W based on iteration count and random factors

8.2.7 Sort and update flow position if the better neighborhood is found.

13 Evaluation criteria: Precision, Recall, F-Measure, Accuracy
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