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ABSTRACT

Traffic classification is a crucial network monitoring process with wide applications in security, quality
of service, and network management. With the increasing complexity and variety of network traffic, new
challenges arise, including the lack of labeled training data. To address this challenge, this paper presents
a traffic classification mechanism that combines unsupervised and semi-supervised machine learning algo-
rithms. This mechanism uses a limited set of labeled training data to improve classification accuracy. The
proposed method represents each traffic flow as a feature vector containing the statistical characteristics of
that flow. The number of features generated for each sample is reduced using principal component analysis.
DBScan clustering is employed to determine the correct traffic type for each untagged traffic stream. Final-
ly, the gamma classifier model is used to separate the new traffic flows. The efficiency of the proposed
method has been evaluated using real data sets. The results show that the proposed method can classify
traffic flows with an average accuracy of 95.12%, representing at least a 7.03% improvement over previous
approaches.
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FPR=0.01% ISCXIDS2012
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Accuracy = 84.25%, NSL-KDD Multi ABC BLSTM | Y:Y. | [40]
FPR (Normal= 25.7%,

DoS =1.52%,Probe = 1.15%,

U2R =0.09%,R2L = 0.91%), and DR

(Normal=97.5%,

DoS = 87.55%,Probe = 85.76%

Accuracy = 98.42%, Precision = 98.5%, | KDDCup 99 Binary | Bat algorithm (BA) CNN Yoo | [8Y]
and Recall =97.9%

NSL-KDD (TPR = 0.86, FPR = 0.088, | KDDCup 99, Multi | Pigeon  inspired | - Y Ye | DA
accuracy = 88.3%, optimizer (PIO

and Fl-s};ore = 0.§82) NLS-KDD P (F10)

’ UNSW-NBI5
DR =96%, and FAR =0.03 NLS-KDD Binary | Grey wolf SVM YaYY | [EY]
optimization(GWO)

of NSL-KDD(Accuracy = 97.8%, CICIDS 2017, Binary | GWO + Crow DL Yo | [EY]
precision= 97.8%, recall = 98.2%, UNSWNBIS, Multi search  algorithm

F1-sore =97.8%) NSL-KDD (CSA)

Accuracy = 89.18% NSL-KDD Multi GWO SVM Yoo | [£4]
Accuracy = 95.03%, DR =95.23%, and | KDD Cup 99 Multi Cuttle fish SVM Y| [ge]
FPR = 1.65% optimization (CFO)

NSL-KDD (DR =99.26%, FAR =0.07, | NSL-KDD, Binary | Grasshopper SVM Yo | [E7]

_ KDDCup 99 optimization

and accuracy = 99.89%) algorithm (GOA)

Accuracy = 99.7%, precision = 98.95%, CICIDS-2017 Multi Golden jackal | BILSTM | Y.Y¥ | [£V]
recall = 98.95%,,F1-sore = 98.95% optimization

algorithm

NSL-KDD (Accuracy = 86.79%, NSL-KDD, Binary improved  Harris DNN YAYY | [¥A]
precision = 89.46%,F 1-sore = 87.56%), Multi Hawk

KDD Cup 99 (Accuracy = 94.03%, lljb]?S])WCIillg 1959’
precision = 93.78%, F1-sore = 92.24%), B

UNSW-NBI15 (Accuracy= 81.92%,

precision = 82.75%, F1-sore = 81.63%)
Accuracy = 97%, precision = 94%, CICIDS2017 Binary | honey badger BILSTM | Y-YY | [£4]
sensitivity = 95%%, specificity= 90% CIC DoS

Accuracy = 85.23%, precision = 78.72%, | NSL-KDD Multi breeding DL YaYY | [o4]
recall = 98%%,F1-score = 85%
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01: Solution),s; = X;ana

02: fit),s; = fitness(Xrang)

03: for it =1 to XMax;g

04: idx,=select dim from Solution,, is 0
05: idx;=select dim from Solution;,is 1
06: Rg= one rand from idx,

07: R;=one rand from idx,

08: Solutione,, = Solution,s

09: Solution,,,[Ry] =1

10: Solution,,,,[R;] =0

11: fit,e, = fitness(Solutione,,)

12:  if fitgew < fitjas Oor 13 >0.95

13: Solution;,g = Solutiony, ey,
14: fitlast = fitnew
15: End
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00:start

01: Solution, = Xipew

02: Solution, = Xpest

03: pointl = one random rand of 1-dim

04: Xnew, = hstack(Solution,[1: pointl]Solution,

[pointl: dim])

05: Xnew,; = hstack(Solution, [1: pointl],

Solution, [pointl: dim]))

06: if(rand >0.1)

07: point2 = one random rand of 1-dim

08: Xnewgy[point] =1 - Xnew, [point2]

09: Fity, = fitness(Xnewy)

11: Fit, = fitness (Xnew;)

12: Fitjpew= fitness (Xinew)

13: Xipew= min of {Fit,, Fit, Fitinew}

14: end
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Input size (100,100,3)
Batch size 128
CONV2D filters 4
CONV2D kernel size (1,1)
Permute(dimes) (3,1,2)
CONV2D filters 128
CONV2D kernel size 2,2)
CONV2D filters 32
CONV2D kernel size (1,0
Fattern dropout 0.2
Fattern dense 512
Fattern activation RELU

Fully connected dense
Fully connected 2
activation SOFTMAX

1 convolutional neural networks
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