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Network traffic classifiers play a critical role in network monitoring
systems by detecting anomalies in network flows based on
communication features. This is particularly significant for
managing and monitoring Internet of Things (IoT) networks. In this
study, a novel method for network traffic classification is proposed,
leveraging a combination of deep learning models tailored for loT
traffic. Experimental results demonstrate that the hybrid
CNN+RNN-2 model achieves an accuracy of 83.58%,
outperforming standalone and other hybrid models. By combining
local feature extraction through Convolutional Neural Networks
(CNN) and temporal dependency analysis via Recurrent Neural
Networks (RNN), the proposed model effectively identifies
complex patterns and improves detection accuracy. Furthermore,
the results indicate that the CNN+RNN-2 model surpasses
traditional supervised, semi-supervised, and unsupervised methods
without requiring manual feature engineering. The use of deep
learning, with its capability for automatic feature extraction and
learning complex patterns, provides a significant advantage over

conventional artificial intelligence techniques.
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