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Cyber security information is rapidly growing on the internet and
cyber attacks are increasing daily. Attackers mostly target the
military, government, and corporate departments, because these
contain sensitive and classified information that requires
appropriate defense strategies. Cyber threat information extraction,
i.e., extracting entities, relationships between them, and events in
cyber texts, is one of the important steps for detecting cyber attacks,
harmful events, and mitigating them in real time if they occur.
Extracting valuable information from cyber threats can help security
professionals to make informed decisions and develop strong
defense strategies. It is also a fundamental solution for improving
the performance of systems such as text summarization, machine
translation, and question-answering. Although information
extraction has been an active research topic over the past four
decades, its accuracy is still not acceptable and there is no accurate
computational model for it. In this paper, first, the entities in the
text are extracted with high accuracy using the latest vocabulary
embedding method, the Bi-GRU bidirectional recurrent network,
the attention mechanism, and the knowledge representation; Then,
expressions related to the entities are recognized by calculating the
importance and weight of each feature and considering all the
necessary criteria in decision-making. The entities relationships
were extracted by a graph-based neural network and a heuristic loss
function. The KVP deep network based on the attention mechanism
has been used for accurate detection and security events prediction
which can identify the correlation between two elements that have
different positions in the input sequence. Extensive simulations
have been carried out to check the performance of the proposed
method. According to the simulation results, the proposed method
has achieved 89.8% and 93.4% F1 scores on CoNLL-2012 and
OSINT datasets, respectively.
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2 Hidden Markov Model

* Support Vector Machines

* Conditional Random Fields
° States

¢ Actions

" Reward

8 Punishment

Ol ile S8 L s wledbsl 1 sl 5lge 51 (g kenn 135

LS J}LJ{@
oils b Gioledsl g Bree (5 S0k 5l eolaiul (CTI (slaosls
a4 o.A.:.;Se)L:’::l 9 M‘j u|)Lc ‘LbOLQJ ua.~.7h~.: =\J.>).A B |
gyl By 8, YU el aS 30,8 sl 56 ) o]
G =tS ool SiSS Lo 09 o0 (B BB o b Dl
Mh‘ L: U)5 9 Lﬁb‘;).g 9 LQ)L.M r:Lo.: ‘)»..J cdw:dj‘)‘ G)L.&o.x.}
0 sl S an aly ol )le olwlis jo 55 Lagy]
d9>g0 sl g, 4 Cand (6 5YL CBo L aS Cel oias
e—as a0 g Gl il il 5l culgs o asleadzl ]
5 ales o Ly, 330 gl il sl KVP' 5 G5 0 s
(oils Giolassl .l sadoolainl ool sboosls sl aslayg,
230 s G FsmelS Slaptu ;o (25 053 Sla s,
O 9 s GUI (g5l g8 ils Gialedsl pll I Gos
zlpesl sles 51 S5 e o sl (Rl sl o]
L ol LS 50 waimlesn Laashly a5 gloj .l Sledlol
e 4y il iolessh s wsjle o SVl 4 Ll sl
rinbolizly 5 5 (s ndyolide 5l (56 slas)lgbo
L gils Graloadsle 5l ooleimtion (hg),0 &Sl Juds 095 (o0
@LP 9 L;’L""" “(S9oo 6‘59—;.! ‘Lg).f.iLu Sdxo éng.o )" oolaiwl
SleMb| zl el O i a5 Cewl (pl (ono,S ool
Ol asalol o sl o BB iils milie ol 5l oolanwl b Lagd
J> lpoadand 551 50 Joe paw i3 )3 5 03,5 (swyn )
L) @lwand mls p)laz i 50 oS o0 s |) aless
b ole Giolesl «SaSs ol (w31 byl sl S oo 51,
5 oadplodil , s glaosls o CTI (slaosls dcgaze 3l oolazul
el ool aslie (e aid iy sl oo b solpring Jow
sle o L aolin ;o golpiing Jow gy p cde puzmon

W PRI K C)'“" S 990

e 59, el 4 Loz (b oS obj Gla B e e
ol Jo slaie, 2, LS el sasabul Sledlol ] Seil
Ol a8 lassTan ol onp i (J58 LB 0o 4y e alis
OF Y5 5l (S el Jlb il g90590 S, ot alis
S99 dliws (nl slp (A0 Glwbre Joo gep oS Sl
51 Lagos [A] 5 [V] Gledlbl 2l peel wpam slas Sug, -0 0
ool wl (g8 (5553 9 Feoe 6Tk 2 e Lo,
o=l o Gl 8 Slewle Juw wilaiislgs Ll aiss’ o

! Key-Value-Predict Attention Networks


https://fa.wikipedia.org/wiki/%D9%85%D9%82%DB%8C%D8%A7%D8%B3%E2%80%8C%D9%BE%D8%B0%DB%8C%D8%B1%DB%8C

Yo Ol 5 e jom s (10 (g lod 3l 9 Guos (6 S OL I oolisul b (g b Olag gy iledbl =l yoeiw!

5 Ges SRSk LSl bgs Lasly 5 (ool e sl
ot B B Shs (nl Sl eadglZiul [Soss O jsoa
lsoage o Al bawgy Ol )l ol segghe S0 4o
lolid 53 (5B 53 laoles e Sledlbl (5385 ki3
g Lo S ples (28, 5,500 izmen )l byl 2l el
llae dasles (3L sl bap 51 SG 52 Coeal Glie b (39
gy 9stp 5 535 3B )T o B g laoles & atly
s a5l sslizul sl s esdle 5 yls Sledb 2l Sl
5 B e omae A (5L a i Wl (Beee
o dls gl 5o o8B 3L 5 il talesil

Syl olayg ) o ol

§O Ly 09y -V

P9y s (639)9 (e LSSl A lal 2B (ol o
Pl 5 il mbis 5l oslaiwl by g ouliosls GRU aig>go
5@l sloJob L ol Oljle jislash g laolys g5
Sy el b9y b e Wgd oo gl Al (6399 e
Laolys (glm oaiz! Bl comwl @l jle ouisasl)l o Lrodiz
a4 Lgh e Ngd o0 gORCuglsl Al
Lol as sauSe il ol )le g baoles o abasl, 815 5 e
3 ol s, el s Sl ogt o gl e o

RO PR WX K u“-‘L“ o) JS...Q

ol Olyle g ol zl zw! -)-Y

LS5y aesd il anolS T ol D i a Sl (5,3 L
s o {xg, X1} &ys0a |, ROBERTA Lags ozl o]
aJlss (6l pbed) Gilodsb abre sl e =5 (0
S il 4 4y (1-0) Llgy ek 1y (53ly 4 < Lol
azly po 0l aas 4 S g byles oS 0 G, Bi-GRU
5 (Zt) Slowyigyam ojlge L oS g0 Juli t S, GRU
el () Slassb

1 = 0(WrxXe + Wiphe—q) M
7y = o(Wyexy + Wyphe_y) M
he = tanh(Wye 2ty + Wi (e © he—y)) ")
he=2zQh_1+(1—-2)0Oh, )
x¢ = [heg1.heoq] ()}

he s o>y 1o sl Jos slaytall W () abal) 5
SpSe ilate w5 0 el by ol als Gley S
gy gm0 iy y25 0(X) = 1/(1 + e7%) & jgodny a5 (il
Ay yais 0o O g o o olis |, GRU » cyz oe[—1,1]

! Span representation

(o § 5ol lasuSs 5 (NLP) (cxb 5 55l0
gl an bo o SISt Jo jo 1) (sloolall 358 Jomily
IYe] slosls olas Jlsle am sie slosls 5l laslys Lulg,
0y pa3 oy Sl il eSS (g Akl oo SLSS ()
-00ls dcgoze gl 1, Lmdi 5 & jg0lo Wosls 5115 Lalg, o el
Il ol S aslis CTT slaools wiile Ly s ooumme sl
SICTT ooy sl alayl,y g oled zlyeinl (gl 092 90 S SSSS
95 Spdgoelaie pace (o5 EB dlexjl Cudgisme oz
N psr ) S RN et

lold bwgs (e )0 g2 ge (gol Slle ba g, (nl 5
Wb oo glFinl Gree T3k L 5 b Sy 5055
lolid gz 9 s alisie 430 @lg5 a5 b e
o=l i oo gl e ledbl Zl sl g aly ol e cw o
Ole 6 pS ol o e sla by 4 Caid L g,
St ploy Ll was oo Slsz 2 Sz slaoslagss,
5l 5k s xS0k sl

zl el a8 s ;53 5 dedde Sy ,0 a5 45 les
G Bes (6 S0l LSl cod il a3l 5 A Sledlbl
gl [MV-YF] ool o Ll gl sl ol
[¥a-¥V] aslBass oledbl gl s ul o [¥7 YY) Laslass,
oabie p 4 i ] g e dxwgy Lol el sabadl)|
el 00 0, g 59 « pabal dous (e daz 3l drosls
gl (95 e ;0 (oo 4 g8 e (nl e
ol wliass ws,5 pzgiz slrosls 5l 5Lis g0 Dledl!
30 (ot L Algd oo (g pay Dledol 39331 4T el ool
clais, 181l s Lal ledlbl ]l al )
Ly, s Lasly gl alflas & goa; oledlbl 2l 5ol
Gh93y0 cnl plis aled ;S 38 e aolaygy gl il b Loyl o
g 03ld gy O)lge oyl pled Cowl oald xw (golpiioy
Ol balyy 5 Lol an aly ol e ol 7l
Alas oyl jo oS Cunl (69,10 dox 3l laolay szl eiwl (pioren
o dzg b peizmed Sl 0a b g (o) p S0 D900
ool W KVP 5 G5 1 e res sloases b
ol gz Sledbl sl e jo ol 5l eslatul ISl
P9y Sl 00l Sl aS SIS S92y S Dgo g g
gl gloaiz ples S92 50 slagts; 4 o (3kiny
5 Gk 3l OlaSien wonl 2 odle ams il 1) LoD
) (Sl bt Al wlie 4 soleiian B9,
2,5 ookl 35 e cpl jo ol 5l g sl

gl g oledlbl gl Zoual aliecs o sl ooleiiny (b,
Sl leslaiwl cadlie ol j0 (6w Slagags Sledlbl
sl oo Gl (il alie 5 0 Laenin (6 S o
SLaSie b lajloe (53lop i 5B 50 sl Groe s 250L



1FeF Gliwal oY o,lols A 0,90 AF+F Jlu &g mlw 9 (Suig usIl widlay”

\i4

5 Ll e sloul gl e ) 4 Sledbl plas oS
osdsonlil 315 mlie 29,5 S 5wl |y ] slos «(6)
Sl cl oaliosls 7,0 (F i) siluancs mls jisu jo
L 9 aly L (599 (ool &)le Sz Glalae s 5o
slois, Ly il s 31 salies slayils o o jle
Joe 53 et 5 (Sl Sz 58 gl Ol e i
L pe il zlyseil ol ' slas, s le gl 5l solgriny
slolast € G obaw ;o sl o> jsba g0 colainl
maidy b sl o glal ST el Slals” 51 (e o sle!
el oo b o lidw o 1 ol sl s SlalS allss 5 ol
Sl SlalS plos et (65,25 5eSilee L 1) £ B! ol s
gaib " el " s 58 e sl oS oo 55555 <]
L (" sagmme SaSs " S e ealitl 1 L") obas
Ol lawgi | abasly ol gl 8l il pie 5o g
Sl o 03l (haled M pegma’! 5SS SlolS e
g o0l Gl pa s oyl Giolessb g 91 OladS Alss ci> o
cloail ceslie (il b s oo Jol> gi.g) IS Ltaledsl
K, Lty oo ol (uils acgame @ SlolS” allss (gl y 098
Oygmot b e by Aalesil Mg 55l 4 e oo LA
Joe o Sl ged Jusle pléol gl el kg g.Ko g, sk s
i (0L Olati 45 e 909, (Al (Rl L oleiinn
0l o old slaais; jo lag] i a5 Jl> )0 w,ls 392
72 O b DlalSTadlis 6l (St cnl U sl s
5 s 555 e dnslime (VF 5 1Y) Ly, Lasss ke, € K,
Bl oo awds (V0) abayl) lawsgs

ePrs WY

"o Yiejex, e o
Bi = NNg([gi.9}.k]) 0%
;= VO
0g! k;(Si w,. k, QI
F(s1.57) = fu(s) + fin(s7) + fe(si.5)) %)
fm(s) = NNm([gi. 0g:1) Ov)
fe(s. s7) = NN, ([g{, 0g!> 95 > 0g1:9i © gj:0g, oM

© °9§-])

Loolys 4 iy Slylus (ared T

L:u.)}: 4.4.....\.:‘5 ‘Sg)):MPOM AJAJ[Su‘)Ls 6‘)})})MA}

Sy S5 ise S s 03

7 String Match

el Bi-GRU (g0 Glodl 29,5 X .ol 0,0 50 pate
s o 00litwl Jiwe GRU S 3l alaz 12 (gl

SaS b olgen |y ool Oyl (0ulS 5 pie 40dS) | o dalS
SeaS L o] paens b oS aizyo 0,91 cano @Yéjyé Sy
as Loyl ylss oo WordNet o a33,8/0lly ol pealdos i3l
S — pls )os)k‘;__.a S hos 5 IS sloar _wo
Cewl ransomware . 415" famous ransomware problems
Sg—i s Ja software olixe aiwd a4y pesi 5y a5
3ol wl b golpriny Jow (g9 S iou 5l oolainl gloa
A Lol e 1y e a8 (28l ais [F2] Taz g p5lse

ay = Wg. FFNNg (x}) *)
exp(a)
4, = ew@) %
T T e o
X END(i
X = Zt:sr(/l&er(i) Qg - X N

gl () akaly Gialadil i olals adlis sl culedye
Slymme) sl g ol xE‘ND(i) 9 x;TART(i) C)—‘ 245 dgd o0
SLsl sla o555 B(1) «lols adlis ass () 5 o
e Gl T g (G e 50 &5 SN alesil)

Ll 493 054318

9i = [Xsrarr @) Xenp(@),%i> 9(0)] @)

Oimbosslh ol wledbl 5 Slez ledlbol 33,5 oy (ol
OV=V ) Lalyy o wgi i Slals adlss gl g7 Ll 550

R
gi=Y,0(€E).e’ )
ei(t) =X, QG € Ey. g Q3D

Titir(i=k).Q(k€E) j<i
QUEE)=1{pki =6 j=i O
0 j>i

[ ool O)lie a5 ol ol il Qi € Ej) (VY) alal, o
A5 e 58 (ol Sjle ;ST aBL T Sl L bl
e;(t) (3,00 559 35 ol m pSlos il ails 55>

Sl b ley 5o ol S Aaledsl
sS4 dily Dbl 5 ol Slle 335 (antis sl
e 5l onlial (gl S oo oolil calise 2ils asbis |
FE 0 S )8 R OleSh S b S ) g il

3 omey el bl Sl Flal" Sbas O jgods cadaid 5

"' Head

% Syntactic Parses

3 Attention Mechanism
* Head

> Tail

¢ Relation



vy O 5 e jom | ons £ 10 (g lod 3l 9 Guos (6 S OL I oolasul b (g i log gy iledbl &l yoeiw!

Lol s Il gl

T T

GBS 5y e grac A0S

e
% £570 %’ # % h

4

— @ -}

virirrs 000 (000 @O

o 28l o 4, e OSINT
e« CVE
o APT
e MalwareTextDB
o Gmbe slaslyg,

s gohio ksl

laoles 5 b 5 mels 2l 5

Sledb!
Lo Coss>ge
- "A‘" -—=

i st M M M

Sl

Siln G

Bi-LSTM-GRU

ROBERTa (55ly acoes [ mmmm | [ ot o [ |

Jsl aals s aals oln asls’

olerion by, llos()) JSCb

D5 on drloe ) g0y g g yl0 i o
. e . . .9’1 1 Tz e Tin
O lassSan b wy e,y (ol 0 i Shg (39 Al M= ga|T1 T2 - T %)
sl gole 5 laly, a5 Wgd 0 r" .
m2 mn

_ gm Tm1
TaWy + Wy + o+ 1wy, = 4wy
Wy + ToaWy + -+ 1wy = 4w, Siofi el ool Ole iulaisb g's (V) alaly e S5l yo
- L el (S sl S8 o5 oadgl el Jlade 1y 5 gl

Sy dawel Lo Sihe 3l SO o Caed] e b tyig o]l
Fo Wy + TogWy + oo+ T W = A, 53] ¥ Lo Sy 5l e e Ceeal Gl b (39 e



VEeF oyLoali ¥ oyl Y 090 AFF Jluo 6 b 9 Sdg i1 aidlay”

YA

A i g S 5ol ol Sialeal lolas acgeze
D9 s0 By ) D )90l e

Die = {j|vij < vej} =] — Ske
. YA)

Die = {j|vij > vej} =] — Ske
odxel O)le 93 (o Bl (aFLE e Cal slaaslys 5l S
sk o)l Wb (V) all) il (Cre) (Siplor Lo asl=e
aS ola,lae 39 ez 5l o] Jlocke g oo s awglio e &)l
Slaie ol e cas o g e Ole 4 cans k Ojle
Wil S0P Vo a Jlade cplaz e wwl Vg 0 o Jlre o)
Sylseliale Ojle 4 cawi kK ol i ozl @

Cre = Z w'j (Y2)

N z:wlj oyl b ;...QLQA o rle JuSid 3
Sl oyl a5 il cmpo g ple SO e pile (ol 050
L el ol slaaslys 51 S 2 el ol Sl Ls
et oml jlaie 098 oo 0aeli &)le 90 (o By poe

los s 4 alay

DV — Ve

dye = ¥

"€ Vi = Vel

W 5la (Cre) Siplon (azlis dwlow 0556 g gz al> 0 4o
At G815 At (ol 6l e e SG Al e 5o
sols plis € L g aieb o (Somlon ailinl 1) o1 45 55 o
Sialod o pile Slaailyd (65 (eSles I Jladie (nl 355 o0
adal, 5l (Saalon ailinl Jlade Lol ob) 4wl ge Covd @

c=l‘ii% )

Ciblgo ailiw] jloie ana>gil (F) Solon bals L sle
rkoyle @p il C ol 555 Cre 51095 g0 JeS25
e Oylee pkole Ojgo tnl 0 el JeS ke o)ls
Oy by Sl ks w5l ol glaasl,s 1 sl s 5

Ty

1 Cu=C } )

fie = {0 Cro < C

O g oo oS3 F asile (G) (Konleals balis s 5o
G5 Sl 5l (d) Sealaal Al lade b laxl jglaie
e (L2l Gl 4 0sd dsle (Sialosl e yle slaayo

SO dee
d=22m (9

=le=1

D en dlme (V) kil 5.l (o F59) Lo axLis (5
n
1
Wj =ZZTUWL' ] = 1,2, wn (Y\)
j=1

ol s e (YY) alasl, & jmts |, 55 <¥olae olSzu
M.w=Aw (YY)
059 oo d g o9 )00 Wipnanad e ile M (YY) abai], o
205 (9558 Wy deloe Sz Sl Sl A Sl 51

ol 2y Oygods ohg
g g0 osls LS M oyl )
g ge 03l LS5 (M- AL) g ilo Y
Golms 00,5 Al |y (M= AD) ooy ilo Glieis Y
Dgd oo dawlbe 4 yolie gools )8 a0
(YY) alaly yo 1, o1 g paslios Amax 1 4 (25555
g oo dolme L Wy 0lie g 0ols )3
(M- Ay ])-W=0 o)
abul; Gob oS Slle lp o Sy o amaloe 5l
Sled b og b 5ogr ape @8 (o) p Sz Sl (355 (V)

D9 g0 (Slwyigyd Hais g0
/ Tjwj

Y o T
3 peem Sl JoS25 5l e 1 S Ol )le guiad,
Sl gl gl aquils lile da Sy lade 5 059 arlons
o9y 3l Shlas (ganad) g Wigd (ganand) Hlaisge
) O y9—0dms g [FV] ELECTRE o,lasoiz (6 S puoas
g g0 onlazwl

Sla iy b Glp sdoe lidie (o ool e Sle
ke Sold 03 p0ml 9 S e Sl SRy & sans
oolaiwl (YO) alaly swaddl o5 5l (6 S pmoai sloosls
oS o

Ty

o)
/2{21 %

olie (g el o plo 0y 5l (39 enal e il (e
A (Al ML’XA 3% )‘Q).g uj‘ﬁ) .]a...uy as LQ)LM O)9 9 03D

ni]- =

Al oo Caws

vy=wixn; i=12,..,m j=12,..n %)

;&J@uwdid_ﬂxﬁuwj%lo@?}:e Sole @

g sa By 05 Djgeds ol S 4 GAle g
Ske = Ulvij = vej}

. xY)
Ske = Ulvkj < vej}



ya Ol 5 e jom s (10 (g lod 3l 9 Guos (6 S OL I oolisul b (g b Olag gy iledbl =l yoeiw!

(h6)
exp(l;™7)
P(rileh!et) = s ) (f\)
r'€PrU({TH} exp(lf ™)
L =- Z log(P(1;| epn.er) (fY)
TEPr
(h,t)TH
exp lf
L, = —log( ( )(W ) (£
ZTIENTU(TH} €xp (lf )

L=L +L, (FF)

Iy glataly oo Jolo T ;510,08 0529 T acgazs slaslys
aied g, Np € R ate slo WS el JIB Pr il
sladal) s Jolo T 5105 s 0g2g Laslgd oy a5
oles (e yd Lailgy oy pad Aty j &6 3k Np = R ails

ooty ards ~1-F

KVP 5roe aSe 5l (ol glodlamg; pande 5 cvger
ao g slapplSe (28,5 L5 o b aSid ol el oaoslial
WSS e Lolag ) 385 (A )0 60k SIS (S 9
dzy Oy Sz sl Ky ploll 4 ey slaaY
Loy g atze) slajloy jlHlaaY pl aiS' o S5 Jlgies
48 ais 93 (e (e Sy o0 g Wload LSS 4z
A5 ololid 1) ails (6059 dlds S o (Jolie slacaadse
iy A5 sl 00iiS A o S Jold de Hlo
oL 5 Selils [Y] 08 oy jo 1, 4535 la | S5
Sl |y am g p3lSe 5 wamidu sgge |, 9,505, cnl [FY]
Soaal) e2ep slajley a5 Wi S slpiiny LSTM s
bl (pl S e xSt (R Su g Jlaie G allS
i oo gt S Sl SIS 5o o (S i
Sl KVP Gee (omas a0l 5l 59,509, o0l 5l Lo

20,5 oolaiul baslay g, zlPeinl 5 (o yion
«wl GRU 25,5 o5 L 5l slazsu 5 ¥y = [he_p o heq]
Wl t Slejojls (o293 Gleisb by 5 (795 wmk oS
dloe 15 Ojsmodn (gan Sl sl v Jleix ms

D95

[ ] — ht c R3k (f&)
= QW ke_p, . keq] + (Whk,) € REL (%)

a, = sotmax(wTM,) € R fv)
7y = [vp_p . vi_q]a” € R¥ (fA)
hi = @[W'r, + W¥p,] € R* ()
vt = sotmax(W*h} + b) € R )

wk e RV g wx e Rk Wwr wh w¥ Yy, Ly, o

beRPL 355 o] LB s,y w € RE 550] L clo g ile

az o (die) Solosl Lasls jlade b Hlo a5 465 lar
mkole gin Sabeal ol lnjconl g adly a8
Wil ;585 (d) ) dieasilis 0S o o lye o)le
ol 0,8 il s0 (15l Gl e 5 005 by el e

Dl oo drlore 133 O 904 G e yile slaasl o

1 dre > d
= \Ri
Gke {0 dke < d } ( )

ool Shle ole blud dlasl ) [ Slis o jlo () ge 2
SO oy ) (H) ol blas e e Sl el
B9 oo Jol= G o F il slaaslye
adlie WS oo Gl ) el hle i Sl 5 H w 5le
45 s blie adlhe 95 10 a5 058 00 SG I (s poh
Oile pk Sjle g5 adl ) plp Nedoo 0 o0
4 Sl Je3 LB (5)90 ,0 Albe g @lge > 90 2 3
35 o e g 039y st (Saalon ailiwl a5l ol 6 5
allS e 5 oy bl 1eS  Sialasl wlin] us
bl oo 3k 5 ganad; Hs 50 oo b (Siuly o
g g gl
hie = fre- Gre o)

ol oy dulgy auwsis V-V

Om gy wbole o 4wy Sl g basles gl Feal 5l
Gros (gras aS0S 5l dlis (nl > sl 0gd lolid Lasles
Srs Mroblinlny moge eolial SIS 5 e
“Jld axls a4 6359 Dypen (VF) abal) @b oaizl Sl
g g0 03l (55l

hB = Xy (hie) ¥'%)
hk—l
k= oW, Z ﬁ + Bhk™1) where k V)
=1,..k—1

3,0 5925 alolre cpl (gl al> o 40

el VoS (BGlies plad (625 (o S0lee Jol 4l 5

W, E YA
N()

oo B b L as cunlvio )8 (L3 aY aiss pgo al> o

So Labal g el (2550l BB ()9 (Lo Sy o5 sl 00

Lol V0,5 gl ddl> 095 (g5l Jled

Bihy™ ()

5 gn ol o 33 (53, 45 ol bt Sl b G

ai @8lg o aS 0l o Jlocl (F2) alaly ST aY jocculedye

Sl B luos zoz 5l Y K 5l oy

= hk (f+)

Giigl Sl g a5 25 6,0l e &b 5l ol

A ool Jae



1FeF Gliwal oY o,lols A 0,90 NF+F Jlu (5w 9 (Suig usIl widlay”

Loy oledbl zl sl 0l b ase (ol Jawg .ol (ol
Dehse St 5 pls laosls I 6 pale el 4

L s yo g YV oo ol ae ol d[F0] o iils ae
el 00 (5,08 iz s D jgo &S el (6l ol
oKL 4 [¥£] MalwareTextDB ol il l38lay uils ae
Sl gl sloosls Jalis [FY] () Kan 5 s, Lisls
Sl e 5l glise wledbl a s ccul jldlay slo 158
e mlin 5l oL (pl jo 0SSyl lislay slac LB
5 Sl gl Gee iz 9im e o]
Sl oadoslaiwl l38lay

(_g).:.A_»u.._w] ools ol L Jolis Laosls )l OSINT: sloosls
o 5l Sluags Gl 5,155 (el sbadsy CVE
@UA_M: yHaa. Lgsl} 03 W}JWB 4.LA> \YYPY Juch
LfA] el

el slos iyl 5l ot 08 CVE: YCVE ils s
Lfa] Wloasladl cogac & g0t 45 conl slailyl,

Slaclg g wYlio APT sl o35 APT: slo 5,135 ools oL
b by g o p slacalled 4 by je &5 st pges s 5
[6+] aen APT 5 slaacgomo b lacylojles

il mls jheads S3VL o aS (6l Liils mle 5 ogdle
3 olgiiin g, e 0,V Cgr 3 oy e lise
el odoolatnl calize laala>

oy ©Mex LJB s By usls Conceptnet o @ 8 e il
B Sose B kil pbeiil 5,0l sd o 055 (anbo
ool bl sleolaul oo aigs is, 09wl ISlin
Oged (omlie jl (Al Gz il S (b L)
ol osdiee J5S g Sl yigm Gl ey plae jsbas
(ol )l8la) Jloplsicas ol gbaw o oo ol ae
plos ((sogd S_uSS S o oolatl (28 10) g (o040 6
o=l o sl ead et te s O jgeds e ol o dailg,
45 Cwl ool (F 51 5YL) YU Lasl b slo obaw allis
4 4S5 Gugtend I @l pogdle oulidol; sla S s
(9= sl e wlin by la Sy i o)lil lag]
&ly Q)M‘Aomdi}.?d el oadand § a0 0 o
)l_f a w‘ Ql)Lt.c dod 6‘)‘.’ [WVSWET ™ ‘_g)‘..\.?l.? olass ..S..Jy

(@baw ©)goa) by Gl 5055 jsbay Wlgi oo oS 35,00

" Common Vulnerabilities and Exposures
8 Parser

awanhy o2 il Jdia a B 5 ubL o
D g0 o (Pr) S § W) Slade (k) oS Cand
Ve 5 9lS Glemsan ke o Slus; @i S e, sl P

g oo olaiwl az gl 0305 Jlade lgiea
RS L Lt (Slej Al o 0S5 aslis Sl az g5 w9
559 Oiledil 59551 Cesd @ (512 (e 45 25 g dmslona
Dgii oo solaiwl laoJs Q_il L bo,w polas jing € Rk
0js az s Gleish (b pé coS 5 The ol palessl
Lo g go e P (g0 Slygy @565 ()15 50, 9 Ty
oolaiwlyy leolaiwl b goe olay, Jloiz! i &l

g s
Silwand s -F

s Sk Glaaa il goleiay by i (5o
S9y Legiolojl .l oot avslio b bs, plo b g aud 51,8
Core 17- ouijls 5, 9 GPU GeForce RTX-2080 L gazed aslyl,
python jl581 s 5 5l eolasul b 35,286 FF- - 5l5 3L, 9700K
A a0yl o YO GRU ey slaay ceul sadalssl
oSt Sl am Voo b leiy a¥s ol glaasg) (orae
CONLL- ax—wgs sloo S 59, soldion Joo Gooe (mae
lag s g +/F T Bolas Ba> 4 ' ,1,S5 14 L OSINT 42012
Aé_“éo pebaid P a o ojlail 5 Vi) g T fL;ﬂ?alﬂ

ol 7 4y eadeslatul il mlie ailoals
3 oledbl ol aie ol ¥ 6 b slaslagy, (iils aie
e L VAT Jl sl gomle Glaslag, 9550 50 pges o yws
Sz 5 5> Sl S eeeal Gl s Sl 595!
b slaslins; 4 auly 5 6555l Co IS wle
soisolom! a3¥ ail sl o 55l slaosls (lais a3, G b
95 = b ol L0935 laSuSS jl ae (ol )0
3l 5 6yslez 6l Ol bwg (s sanailb
ool plo 5 acSlg ol 605 slacalu gyl 5l Laosls
e 4S5 Cul sadoslaiul panss

L) po—s am o
DS o 9,4 dilale Wools asms oo )8 Coudjse 5 olulil
sl Sty Sl oSl Jele 9590 50 Sldbl
o ol leadzl sl sl obaw aies g0 Caws 4y alex>

(8l
ol slaegome Lot amie opl FF] CASIE _iils aie
Ciol alom £ iy (gl 00l mgia il colo Vel

! Dimensions

2 Epochs

* Dropout
*Learning Rates
> Fine-Tune
®Cyber Events



M Ol 5 e jom s (10 (g lod 3l 9 Guos (6 S OL I oolisul b (g b Olag gy iledbl =l yoeiw!

el 00 YU diey ol jo 1y goleion g,y <80 30 ol S
oYL e 5 A e3lei g 5l wm Sige 9 ole et
WSlgi e s gy 59 (rl S L FL 4 bgyye olie
O 5o Gl 3 s oil Laoly jaseis ly cmlio (oo,
o) e pleil aiile) sled £65 10 sl (Sile> 3L 9 <ds polis
Sl 4Tyl g awle aslSlas jgboas (Lalejlw o
e Al gle 5l eoleitig (A58 ils Gl
51 Lol gzl 3l odle solgidiy s, sianl onioslinul
G890 3 98 sosls I ledlbsl 2l 5wl ;o CTI (slaosls
5 ROBERTA (LS55 arss 35,5 15 5 Ly a8 o Jos
i LB 50 (6 (gl Ol ol Dl jle Sl
sy pb S panseis 33 6 3VL (Ul s 5 423,518
G g 8 LSl g (ioren 0SS e o
Lo o sl 4t g s faie sla g oudedl)|
A3 slaghy) )3 45 alagn b ogdor Sl 5 oadl 5kl
Wgd aid )8 LAl o colpaion g, ,0 wiloadaid 8 oayol
9y Sl Lasled (s baly) (a i3 £55 (V) Jgoz 5o
CEAF4, o [val B3 [ov] MUC (la e 5-b soleiing
955 oele) AVEFL 5 Sles 3l g cds polie lawes [66]
L (0)-0F) by, 3—b (CEAFg4 3 B3 MUC Lo 4
[05] sols oL (55, ledbl zlFoul oz 5 ke slass,
39 (B33Sgm MUC |Lise Cul 00 duslie CONLL-2012
Sl 29005 Lot by S L) K00S0 4 aly ol
)9 s (529, Loy, (G aiS 0 5 ol ol
PS5 o plaS WS po i 5 a)S A o ) b))
s e plnil | 553 Slowlos oy ] (slive 1 5 ol Cans ol
sl 2 0900 S B 2 sln ]y Gl sk g <8 BY L
6ol o L5 s (et 4 g 05 (o0 dlone y2me Oy g0y
L sl laslyd o ks ;o MUC e[S
Ly GLs) CEAF py Jlxe cl 00,5 J> 1, 0L slags »
Sl 5 s g slosled o St Sy L ol
Ao e pll b

oleidn (g 9bse odaliva (1) Jyu ;0 &5 joblen
 FL jlade 5015 650 95790 slagts; 5 bo)las aee 3.l
099y S ¢ J=¥o el as8lboggy ao 0 VIV i
A GlaSee oz slagiy, e 4 Cand oliing
5 A LSl a5l onliiul  oomsl Sl Le DL (45 5
aouls oljle (585 (suanas; g ROBERTA oussbjgel i
by oizmen 0,5 o)Ll o lasdin ganad; Joo by
ol Gliee (235 5185 )3 9 la Sy 4 385 (o83 (339 W)
4 dly Slile adgi g0 )lmeniz (5 S peeal Al e 50 o]
A S 65Vl Cdoay ol anilys (goloiday by, iy
33 i 8l A (LYo 51 s (Kol cews iy, ple

Slms Jlade Jols slass Shg oS adgs Lo slaosls (6l
ol lis ‘5)‘».\_;L"> L;J"ﬁ o o> Slp lade p g o,he
95 5 5 O e e g Il D90 0 a5 (gl
= ,nl_; Jl_.m 6‘)—:‘ D9 oo solat ] Comui> ;f5 6‘):‘
Sl 45 3530 Tz (5 5 pex e "l S
Mo S2") 5 (pez s Mle Sa") sla sbaw ) Gioles
Foara ass,o 0gd oo ooliinl (L5 (s luils § Coni>

n

Dyl e w8 Sl s (gl

L ol olime iils s slaman sl V] Slime il
Los SGg oL SleMbl o gariwl cauSany jo0 5l oolaul
Cead L1, Sy sload ales g mdges 41555 1, ¥ oSS!
oSy s 5o gl (o,led bl &l T o159)
d@am) s dilo) bl )l Jad S Jad a5 Ko o jsril
‘69—‘59"’ 9 (0)‘}5) so—S ww O PR (@s) Sl
e cpl o Cam o bl Jleist ol o olowl "nsubj” ad
g g0 dawle (BY) alaly 3.l uils

Count,(p,a)

P(alp) = @Y

Count,(p)

5 4 Count,(p,a) s Count,(p) (BV) a—lal, o
OloesS T 1535 cian g p L dix 4 siten opl easmolis
ey Lol ol jo osla ils oy >g7 alal, o (@)
(pr,a) sLaw g Count,(p,a) > 10 4 P-(alp) > 0.1 a5
S_sSS" msubj MeoglT BB (Jlieloreds 0uid S a5 o )
&l L')l_a;)] —0,l35 cax FOVF g VWV VF Lli cui i

.Zewl dobj ¢ nsubj
oledbl sl 1o pae Jolio 51 (S ol (S8 a5 jsbjles
Job L shle 5l acul (Sew 15 coal iz sloJsb L
Do oolaiwl el e b el sldSG 4y oLl (gl calisee
S aole panseis a3 (s3lidn b9y 2B (owin <oz
Wl saioslii_ul English Gigaword [6Y] ssls oL
Sl jlacie cacl sabools (L (V) S 0 oS aigS jlen
S35 5 slahs, b alie o oleiing N, ! AveFl
I3 sl a8l0gugn 9o )0 PIFY e 4 o0l oL (0l
Ghisel Gt by Jawgs (Sb sladae I soleiiny g0
Sleslaiul e wl ools J1 3 i LS| 0 1) oem
an oauSo Ll wlyle 5 calizes ils aylie olgs laws Sl

! Predicate
% Argument



1FeF Gliwal oY o,lols A 0,90 AF+F Jlu &g mlw 9 (Suig usIl widlay”

AY

sy Do GYsb  Sly el g45 cpl 4 s LSTM
&y alg oo SIS (e (ras SladSil S (oo o e
wloz gl 6l 5 0 Joe |y jemme SIS 5 je2me 05
—as Al Wb o oolaiul sunaa s 5 sbwl gaalig>
Al ¢ Joars cwaddl sloosls wilgs so Laid (CNN) iory
i slmosls sl ol OA [oss 3l 1) e g polas
S oo a8 (LASuCald) (A1 gl (ol

wemas 4S5l oolawl cails ol s Laslgy Cawyo 2l 5]
Ssl a5 Ceulondichy o Sl anje @b g SIS 5 (e
loigy plaw a Cod oYL B0 b oolys oy Laslgy ool

9 gl el 39290
ol (e basly) Eliel gl aalie 390 sl bs, 50
omas a0 el oolaiul sioxy g iSL eas gloaslls
S Vel sla Sily o pae gl RNN) i85k
W@yl 1y el Vgl slaas > JSie Lol g so oolizul

100
90 — o
) 80 T — — — —
0 70 :'_:: E E I E A e E
|5 BEE = § = = ® =2
: T — —_— R _— i
S a0 L — — i — — =
. e — — T — — T —
O = = = = HE
T — — i — — e —
10 _.:_. — — _.:_. — — ,'_'.E_'. —
0 R e R 2 = 7 o
solerin ) ¥ conle 5 ol DV coplo s pse - NV pple s Sy [F] b ]
dF1 87.82 81.2 76.7 60.55 75.53
£ Recall 81.5 753 71 54.7 69.21
= Precision 95.2 88.1 83.4 67.8 83.12

English Gigaword ¢,S; (59, boles anseis &5 :(Y) JSb

ol SSTCONLL-2012 jislo;l 0,55 (59, Woles o dauly, aseis ae; 0 F1 awslie () Jgu

v9) mMuc B3 CEAF_g¢,
Prec. | Rec.| F1 | Prec. [Rec.| F1 Prec. |Rec.| F1 | Avg.Fl
[v1] M YD | AIE | YYIY | 210 YIA | PANIY [ BYIN | FYIE | VY.
[vo] AOIE | YYIQ | ANIS | YYIR | #2IS| YYIV | Y-8 | 251V | AT | YYIA
[v#] AYIE | AYIS | AYL | YYIY Y2 | YSIV | YYIY [ YA YVY | YRR
[v¥] ASIY L AYIS | AYID | YRIO | VS| YOI | YENN [ #AL VYA YRR
olering b, VY [AVIE | ARY | AVA [ABIY | AYE | YA [ASE[ YRS | AF

slwools 51 golu s jlade 3l dasl wsS oo IS al> 10 50 ;0 BERT
09y 4 |y Lo Gluledil B oS e eolitnl oz (90
J=3 51 Joe s 0,50 0k el in ol @ o jllas g0
od._iddb)‘a_a—l slaosls 51 o5 Jlaids 5l ool l L 0du3 s394

b LS5l Aoy alisie Lo gy S5 lie (o) 1
olyiin, bs, o,Skee ,» XLNet § BERT .ELMo ROBERTA

iloass awglae K08, L CoNLL-2012 0,5y

dnngi 0 (59; Alie (5ly 4 (bl s (V) Jguer

g o e e , ‘ CoNLL-2012
.)._:lyu’_,z ‘o.x_.;bc;)UaJ el LgUb)LY r:[zu\ 6‘):‘ 0000 ) mn> Ave. Fl A
) ) D9 ol 380 O jgoa o3ly dunns (solpiin Jow .
s Gy oo S Vgl ol Jds 99 BERT gy o ,Shes (ROBERTA
i ple s MLMY) ()b (idgy Jow slapl a4 sa XLNet o3l dss M Y1\
SV BERT js5el (slm dogs .ol ools &1l (NSPY) (gum alo> BERT o5y x5 VAIY -0
MLM .l sadsoolainl Y Slawlrs &,08 g ools (g0l slass ELMO o3y apees Y&/ A

doe (ol e (S 1) e 5l 48590 (5 50k (Sl

! Masked Language Model
% Next Sentense Prediction

S sl Ja 5l ogs Lizle ;0 ELMo bg, .ol g Sl



AY O 5 e jom | ons £ 10 (g lod 3l 9 Guos (6 S OL I oolasul b (g i log gy iledbl &l yoeiw!

5 (OV) Laslg; b laslanyy, glil e s Slos 5k g <o

L oS el jasein (V) S0 a4 a5 b .0gd oo el (BY)
sl a8l 331 F1 e cilises (slaJgile 1o, o938l
osh gl ey slaslayg, ol

Cdy = oY)
o gl Bl glaslayg, JS olass

oo gzl il e o slaslay g, sloaws

Syl = @)

S o ol g, JS slass

el 005428 5 i 5 Yo+ (GRU slaasiss o' ol <l e

e e ol (Hg <855 18 Gilesl 9550 55 (5,500 ol
Bi-GRU oSt 3l Jool> 25,5 o oplplss 0,5 Jol> |y azs
WS g gloraug) aSD (29> Jlal Sl a5 celan Fee L)l
O 5l 6 S 9d> (51, Dropout ¥y sl so Cawd 4 e g,
o099 5l (> Jos cnl b ool )| 3 Bi-GRU &Y 5l ey (i3]
oaa8,8 las o+ /0 Dropout Lxu) ;o Wgd so yao da &Y 4
45 Sy 4 (Ao s 0 F S onn S b g el
B o LS5l bzl g Lise ol b jlas” Sledlbl i ax 2
s S8 Sk Wl Giuldl wgd so o))y aSiid 4 iolessl sla s
e Rl 00,5 o i 5 FL ol ey 5 S oo gy 2ol
ool b sl a8 513 T Jo 5515 a5 e glgizme 5l ledlbol
Gl e ] (255 63, = GRU Y5, 4 Bi-GRU |
A yoplan s gn al 5 FL ol ey 5 90,5 o 33
Loasis Lawgi oa izl el glo Shs 5l eoliw] sl ascin
3l olasy, 5 dasly, zlyseal s s, YU Jed b6 56
Oils alie (409581 T3l 9 ol e Sledll 3933l ¢ pizman
Lo oy ool (gl Slanags dajfiElan 5155 (s mle
sily 58, Vb a0 g il o B ye ol mlin ¢ sl
283 02, 53 1) 3 o VL e ol Gialesil ool 3 e
Ol a0 ;S5 a S assS len ol Sledbl 2l sl
30 a5 Sl oadoolaiwl golgiin g,y ju (6l sbaolag,
slaslasy, g sy, zl Sl cds o o5 b KVP asis s
F53 B 5l 55 BT e crae aSd 5 oolial s ST

2,10 ol oy Lalg, aseis aie 0 F1 28, YL 5
bwgi ople s (I BP9y 9 s3leidn gy 3 8bes (F) Jouor 5o
seboles .l saools ioled 09031 § (bjgal calizes glmosls
0,5 5l Loyl sloosls 4 Slej g, 99y el asie 4
3 ) Sloe «owl CONLL-2012 0,50 5l (y0905] (slaocsls ¢ OSINT
e Ol Gy & Camd (90lgiian gy 0,8 ee Lol Wils e
0,5 58 oS 8l 6 pmlw iils a5 was e plas ol el
CONLL- o, S5 5l (390! sloosls a5 Slej .5,ls CoNLL-2012
solgiig g, il OSINT o, 51 04051 (sleesls 52012

! Hidden State Size

Ol g J8 4 SLalS 5l 1) a sl ,o poaie b ons oo o)l
) s 8y 6l ELMo jo ISl .0 5g0le 9eub co 0l
,l0 BERT gy dy Cod (0mo,0) (6 =g o ,—Shos XLNet
by (390l Gy, 3 a5 Cenl S5 48 )bgs Jawe Sy XLNet
@5l e s sy i Glasbre ©ja8 5 555 gleesls
S o oolainl Sbj aabs Cann ;0 BERT o yiow slo Lo
ey S sl b il e XENet «ijanl 094 (s
g oo (shiohe (Polal Oygod oSy asa ] o a5 WS
005y Lads ] o a8 ol BERT ivdg ol Jow 5, o
09y Sl yo wl oald o o Jlo iligy sbo S g ds o
O 5 NSP aalsg o3 05g, 5942 s, ROBERTA
Uil 5l gy ol mimmed el 00,5 33> BERT 94!
(5)L‘°""’ L)”j) L)_)| (e ] ab}s solarwl ].uj)).: (5‘4.».‘.«;&
Cnad Sy Lgl!b‘;)aj o w‘y 9 ool Sgrde |) XLNet 0“5)
=l e islom slaa ey 3ST j0 g s &l)l hg, cpl 4
a8 @l Jead LB

Loolyd gl oo ) 29790 Slile (guuand; C8S pw)p Cux
God; sbaghy, plw b (1) Jooz Gl 1) olerinn b,
YL c8s [#+] VIKOR 4 [04] TOPSIS (slo g, b auglie
potde 3l easusS oy 8L 5 anas) sln ssSas sy
Ot 4 S iy 35 alold (e (B3l Glie 9 43S (n o
Gyl p slo by s Cde (o 4y 005 oo oolaul aiy T
5 Oyt Ao Camand ogllae alold ol e doasy ;5 oled
il 4y ;8 TOPSIS jog,,0 0,5 o0 S5 0 1) cdlo o oy
Ao Olaz 5l alold oy 5,90 4 Il Slg> 5l alold O reS b
2o g Jl o)) gz o abaiigs TOPSIS g, .ol axils 1, JTewsl
alagigs pl 5l Jolgd pod Coenl Jg oS o Byme | (JT oo
304, ;0 ELECTRE g, ,bl> ped 45 0,5 o Hla5 o],
WS o Joe g olys sl wails ol jle

oles 4 aily ljle (s slaghs, amlis (V) Jgua

SRy by, (o )d) (gaad, &8s
ELECTRE Qy/s
VIKOR AQY
TOPSIS ASIY

a dalzsie sLagile o393 ,Shas ionis Cger (V) S5 o
ol aseid FI n5Lw) Sledbl 2l 5l dise )0 pias

polie el oabiosls iules OSINT vl 0 Sy (59, Silo5 5L



VEeF oLoal ¥ o jled Y 090 AFF Jluo 6l g Sdg i1 aidlay” AY

el 658 0al ) oA, s, blsi samelis a5 5yl el s ol ey b dvalie yo (GAID) Jsed b o Slas

e L L O3 .4
e BV

F1

0 10 20 30 40 50 60 70 80 90 100
4 RoBERTa-BiGRU-Entity level information-Knowledge resources-Dropout-Softmax-ELECTRE-GNN-KVP
# RoBERTa-BiGRU-Entity level information-Knowledge resources-Dropout-Softmax-ELECTRE-GNN
- RoOBERTa-BiGRU-Entity level information-Knowledge resources-Dropout-Softmax-ELECTRE

11RoBERTa-BiGRU-Entity level information-Knowledge resources-Dropout-Softmax
# RoBERTa-BiGRU-Entity level information-Knowledge resources-Softmax

= RoBERTa-BiGRU-Entity level information-Softmax

# RoBERTa-BiGRU-Softmax

OSINT o, (53, csoleiiun Jow & cilies slaJsile 35331 b olodllol gl seal cds 1(Y) JSb

adlis Jobo i3Sl L (o pb panieis <80 Lo b, ple )0
B (eolginiay gy Ll o)l (g pReiazr rals olls
Jsbo U aloallis sl g s Sl ials g pb assets
90958 gy Sl pzls oBs alS aelS i ) A
ey eo)ls oanlos 5 (J Ghsy & o e 9,5es g 2915
5 el 00,5 oolaiwl ELMo slz>a BERT (|55l5 ass ;|
iz o Sl ools 4l SladS dlss (gl (65 580 ilessb
e 2z b om0l Slageen (o ple g (89550
Vo0 el Hold golprinn Jow 0,0 0429 drwgd dcgaze g
285 5 b PO g Gajgel asgerme 10 (g pU TAT) (50 0l
a5 aS Sl casyo jebas 1) (055lad 0429 (oj90] dcgesme
Ol ol @ 3B e ple 5 (J 5 G nslS 5 98l slagbs,
o ool il Bab (pmiziad i o) et
oA 1 5 el Aegazme 13 0 i 0uys slas
5 2 55 @b o n pb 599531 3B (ol 2 ogdle aituan
99) 45 ey A (nl A g 0D gy (6 P RPtS
Cle oIy 500 (s 99 A Camd S50 O Ses 3kt
agz 95 GRU Groe oSt jl oolitul (goleing (b3, S50
LS5y dpen Cpetzmad el SLalS oo Sl g
-0 )l s Lzl o a8s Hliss oledbl ROBERTA

RN

Jame 3, Slae y ils glio 31 Sopm 18l line ooy 2
&S (oyp g oS Bi> oo il ) plie (nl SEST solering
59 S35 bty Ghgy 80 gl 5l Sy B L oS o S
S s (6 yseiS 4z OSINT § CONLL-2012 o3ls oS,
S9) IS g9 el (aRie (B) Jgoz o &S jebiles
G 3g2g ¢ JLe sl 010 (5 iite 3 Shee o5 (sl S
s e 1y 5B o YL CONLL-2012 6,5y 5 casliil
Bd > OSINT (5 sl 0,y 0 a5 Jl> 0 0 )ls o juils 4y

@olekin By 5 OhlSen 5 (b Ghgy 0 Ses OL5 )1 (F)Jgua
dilizes sloo, S (55, cilitee Lbjgel slaosls lawgs

6Lbe.>|.> _
o9y . o003l grosls
o0 3g0!
CoNLL-
2012 OSINT
CoNLL-
ol s, oL YYIA VeIV
oL 5 OSINT oV/f -/
, CoNLL-
S, oL YAy ADIY
sl | ogINT an Ay

Ol 3l Lol an auily olyle aseis cds (F) S o

95 V] ol 5 (5 [OV] gl 5 15508 Loy,
caslie aS )9.'90[4@ ] 00 d.m.JLnA OSINT Lg)..uLu e).iu

ool YL g, plo 5l golening by, S85 09h o

IO 47|
810 Sl A A 50.3
I

60.2

0 20 40 60 80 100

Wopple g J ™ smpslS g poils Mool b,

SlolS iy Job iz ol a4y atily o )le aseis & 5:(F) JS&



AD O 5 e jom | ons £ 10 (g lod 3l 9 Guos (6 S OL I oolasul b (g i log gy iledbl &l yoeiw!

Sl a5 0l aseie dalitee mls milie il lpee oy 50
0y Sdes Sgnte 53 s i (plime s g (ol
0, ;o Lol .aijls CONLL-2012 o, (59, soloin o,
L5l )5 6 i 5 CVE 4 CASIE  la_zsils OSINT

23 el (69, Shoe (oleitiny s WIS s 5 Shoe
S din)d 1) AVEFL Jlre g 0)ls Sols calizes glgl
Gl o 2 VIT 5 FIEY s e Lol s Ly 5 Lol

OSINT ol 0, S0s (59, Sledlbl zl el cds .conl ools
il mlie 4y O a9 00l Jow sVL CBo aaxgils

«(§pmlw il i ;o edle wliiol g (B olne

B e (S a3 Shoe W)l gl o) 5 Glg o0
2,5 oolatwl 55 sl e

&y =%

[1] L. Zongxun, L. Yujun, Z. Haojie, and L. Juan,
“Construction of ttps from apt reports using bert,” in 2021
18th International Computer Conference on Wavelet
Active Media Technology and Information Processing
(ICCWAMTIP), IEEE, 2021, pp. 260-263. Accessed: Apr.
15, 2024. [Online]. Available:
https://ieeexplore.ieee.org/abstract/document/9674158

[2] K. Dadashtabar Ahmadi, M. Kheirkhah, A. J.
Rashidi, " Detection of advanced Cyber Attacks, Using
Behavior Modeling Based on Natural Language
Processing", ECD, Vol. 6, No. 3, Serial No. 2, pp. 141-
151, 2018. doi: 20.1001.1.23224347.1397.6.3.12.2

[3] N. Sun et al., “Cyber threat intelligence mining for
proactive cybersecurity defense: a survey and new
perspectives,” IEEE Communications Surveys & Tutorials,
2023, Accessed: Apr. 20, 2024. [Online]. Available:
https://ieeexplore.ieee.org/abstract/document/10117505/

[4] S. Ainslie, D. Thompson, S. Maynard, and A.
Ahmad, “Cyber-threat intelligence for security decision-
making: a review and research agenda for practice,”
Computers & Security, p. 103352, 2023.
https://doi.org/10.1016/j.cose.2023.103352.

[5] M. H. HassanNia, M. R. HasaniAhangar, A. Gafori,
An Improved Method of Incident Detection due to Cyber
Attacks, ECD, Vol. 7, No. 4, 2020. Available:
https://sid.ir/paper/395725/en.

[6] E.Bastami, H.Soltanizadeh*, M. Rahmanimanesh, P.
Keshavarzi, "A Malware Classification Method Using
visualization and Word Embedding Features", ECD, Vol.
11, No. 1, 2023. doi: 20.1001.1.23224347.1402.11.1.1.2.

[71 K. Lee, L. He, and L. Zettlemoyer, “Higher-order
coreference resolution with coarse-to-fine inference,”
arXiv preprint arXiv:1804.05392, 2018.
https://doi.org/10.48550/arXiv.1804.05392.

1y e 55U o iy CASIE 6,5 Sledlbl 5 il g

D,08 o golpiinn Jow o Sles
OSINT 5 CONLL-2012 cloe s (55, (b5 i i qulis (8) Jgor
osls oS4 CONLL-2012 OSINT
FI | AF1 | F1 | AF1
L5 psbas Jow | AUA | - ave |-
CASIE il o | ADS | —f¥ | 2w | vy
CVE s ee | MY | Yo | 0wy | —viy
APT s mie | ASA | -YA | 218 | SV
e b ae | AE | owE [ ary | ooy
Bt e e | s | arn |
ol
wloe s e [ AON | -fY [ ava | s

S5 Az -0

Shamags o)y 1y gaieds,l glaosls CTI wledlbs| ol el
Sl il S o Jelo anzen 5 3l0 0 2S5l
ol Coglsl 1) (g mbes ool daools (a5 5 (g mbe SDlax
sl 08,5 Ly ol 3l 5 collss slalelo dacS o dacdgs
e 1y 0 lezlpe ailes o lojle CTI 5l solail
SLladl 3l g ams las (riSTy Golss 4y 5 &gy caisS S0
Sy oyl ool sl sl aims s plowl wyags Jelse a5
Sr972 )Rl e g s mbe Sl @ala 31l Sl Gl <52
b lojlo sl Jluzms sloaSed g a9, ol s
LMl 2l 5l g, Sy walio ol o lacS i
) el ails wlie aleish aly g mle Slaags
(b Sl 4 by je lacan st (gl Sz g Lol
(el Lo pdy sl (sl Dlagags daliblay (3155
) et s (SRS 5 45 i (5 S
sbaghy) g solddn BP9y O (el dmmlie (uiznen
i 0 a5 CE)F O e 6yl Sl 2] Al ayax
Lol gl alioas dlat e e b cs0leiiy i,
WSS o0 Capde 2ot |y Lol gl Sl 5 bl e Ll
O Je0 g aadls sz (5 S paeal Hlislo jloolatll b
e (5 S a0 Lag] Sl e 5 o lene plos
E- dloolyd an aly wlle g baolys Sledsl 28,5 L o
aglio ;o oadall)l g, (guelyed 5 (Sl Glasly (acsis
3loolaiwl U cpiored .l ool 5380y slohg, b
O by, SLS 1 (Gee Bres (oras 4SS L Ly
KVP oS 5l oolaiwl U os zlseul oYb cds b beolys
ST slolong, i 5 swiel Glaslag, zl el diwe
ol a5 ad atie lasled parias )0 A S pde (293
s s s el s Sz b olds alss Jsb



VEeF oLoal ¥ o jled Y 090 AFF Jluo 6l g Sdg i1 aidlay”

34

http://arxiv.org/abs/1603.07954.https://doi.org/10.48550/ar
Xiv.1603.07954

[19] W. Y. Wang, J. Li, and X. He, “Deep reinforcement
learning for NLP,” in Proceedings of the 56th Annual
Meeting of the Association for Computational Linguistics:
Tutorial Abstracts, 2018, pp. 19-21. Accessed: Oct. 20,
2023. [Online]. Available: https://aclanthology.org/P18-
5007/

[20] X. Wang, J. Yang, Q. Wang, and C. Su, “Threat
Intelligence Relationship Extraction Based on Distant
Supervision and Reinforcement Learning.,” in SEKE,
2020, pp. 572-576. Accessed: Apr. 22, 2024. [Online].
Available:
https://ksiresearch.org/seke/seke20paper/paper149.pdf

[21] X. Wang et al., “A method for extracting unstructured
threat intelligence based on dictionary template and
reinforcement learning,” in 2021 IEEE 24th International
Conference on Computer Supported Cooperative Work in
Design (CSCWD), IEEE, 2021, pp. 262-267. Accessed:
Apr. 22, 2024. [Online]. Available:
https://ieeexplore.ieee.org/abstract/document/9437858

[22] Y. Yang, Z. Wu, Y. Yang, S. Lian, F. Guo, and Z.
Wang, “A survey of information extraction based on deep
learning,” Appl. Sci., vol. 12, no. 19, p. 9691, 2022.
https://doi.org/10.3390/app12199691.

[23] H.Jo, Y. Lee, and S. Shin, “Vulcan: Automatic
extraction and analysis of cyber threat intelligence from
unstructured text,” COMPUT SECUR , vol. 120, p.
102763, 2022. https://doi.org/10.1016/j.cose.2022.102763.

[24] X. Wang et al., “Cyber threat intelligence entity
extraction based on deep learning and field knowledge
engineering,” in 2022 IEEE 25th International Conference
on Computer Supported Cooperative Work in Design
(CSCWD), IEEE, 2022, pp. 406—413. Accessed: Apr. 22,
2024. [Online].
Available:https://ieeexplore.ieee.org/abstract/document/97
76139/

[25] K. Ahmed, S. K. Khurshid, and S. Hina,
“CyberEntRel: Joint extraction of cyber entities and
relations using deep learning,” COMPUT SECUR , vol.
136, p. 103579, 2024.
https://doi.org/10.1016/j.cose.2023.103579.

[26] Y. Shi, Y. Xiao, P. Quan, M. Lei, and L. Niu,
“Document-level relation extraction via graph transformer
networks and temporal convolutional networks,” Pattern
Recognit. Lett, vol. 149, pp. 150-156, 2021.
https://doi.org/10.1016/j.patrec.2021.06.012.

[27] C. Park, J. Park, and S. Park, “AGCN: Attention-
based graph convolutional networks for drug-drug

interaction extraction,” Expert Syst. Appl., vol. 159, p.
113538, 2020. https://doi.org/10.1016/j.eswa.2020.113538.

[28] J. Xu, Y. Chen, Y. Qin, R. Huang, and Q. Zheng, “A
feature combination-based graph convolutional neural
network model for relation extraction,” Symmetry, vol. 13,
no. 8, p. 1458, 2021.
https://doi.org/10.3390/sym13081458.

[8] H.Peng, D. Khashabi, and D. Roth, “Solving hard
coreference problems,” arXiv preprint arXiv:1907.05524,
2019. https://doi.org/10.48550/arXiv.1907.05524.

[9] L.-T. Wu, J.-R. Lin, S. Leng, J.-L. Li, and Z.-Z. Hu,
“Rule-based information extraction for mechanical-
electrical-plumbing-specific semantic web,” AUTOMAT
CONSTR, vol. 135, p. 104108, 2022.
https://doi.org/10.1016/j.autcon.2021.104108.

[10] A. Alamoudi, A. Alomari, and S. Alwarthan, “A rule-
based information extraction approach for extracting
metadata from PDF books,” ICIC Express Letters, Part B:
Applications, vol. 12, no. 2, pp. 121-132, 2021.
doi:10.24507/icicelb.12.02.121

[11] D. Freitag, J. Cadigan, R. Sasseen, and P. Kalmar,
“VALET: rule-based information extraction for rapid
deployment,” in Proceedings of the Thirteenth Language
Resources and Evaluation Conference, 2022, pp. 524-533.
Accessed: Oct. 26, 2023. [Online]. Available:
https://aclanthology.org/2022.Irec-1.55/

[12] F. Rahma and A. Romadhony, “Rule-Based Crime
Information Extraction on Indonesian Digital News,” in
2021 International Conference on Data Science and Its
Applications (ICoDSA), IEEE, 2021, pp. 10-15. Accessed:
Oct. 26, 2023. [Online]. Available:
https://ieeexplore.ieee.org/abstract/document/9617509

[13] K. Shaukat, S. Luo, S. Chen and D. Liu, "Cyber
Threat Detection Using Machine Learning Techniques: A
Performance Evaluation Perspective," 2020 International
Conference on Cyber Warfare and Security (ICCWS),
Islamabad, Pakistan, pp. 1-6, 2020. doi:
10.1109/ICCWS48432.2020.9292388.

[14] B. M. Davis, M. Salinas-Navarro, M. F. Cordeiro, L.
Moons, and L. De Groef, “Characterizing microglia
activation: a spatial statistics approach to maximize
information extraction,” Sci. Rep., vol. 7, no. 1, p. 1576,
2017. https://doi.org/10.1038/s41598-017-01747-8.

[15] G. Tiir, D. Hakkani-Tiir, and K. Oflazer, “A statistical
information extraction system for Turkish,” Nat. Lang.
Eng, vol. 9, no. 2, pp. 181-210, 2003.
doi:10.1017/S135132490200284X.

[16] J. Zhang, “Entropic Statistics: Concept, Estimation,
and Application in Machine Learning and Knowledge
Extraction,” Mach. learn. knowl. extr., vol. 4, no. 4, pp.
865-887, 2022. https://doi.org/10.3390/make4040044.

[17] Y. Ghazi, Z. Anwar, R. Mumtaz, S. Saleem, and A.
Tahir, “A supervised machine learning based approach for
automatically extracting high-level threat intelligence from
unstructured sources,” in 2018 International Conference on
Frontiers of Information Technology (FIT), IEEE, 2018,
pp- 129-134. Accessed: Apr. 22, 2024. [Online].
Available:
https://ieeexplore.ieee.org/abstract/document/8616979

[18] K. Narasimhan, A. Yala, and R. Barzilay, “Improving
Information Extraction by Acquiring External Evidence
with Reinforcement Learning.” arXiv, Sep. 27, 2016.
Accessed: Oct. 20, 2023. [Online]. Available:



AY O 5 e jom | ons £ 10 (g lod 3l 9 Guos (6 S OL I oolasul b (g i log gy iledbl &l yoeiw!

2818. Accessed: Oct. 26, 2023. [Online]. Available:
https://aclanthology.org/2021.acl-long.218/

[39] C. Zheng, J. Feng, Z. Fu, Y. Cai, Q. Li, and T. Wang,
“Multimodal Relation Extraction with Efficient Graph
Alignment,” in Proceedings of the 29th ACM International
Conference on Multimedia, Virtual Event China: ACM,
Oct. 2021, pp. 5298-5306. doi: 10.1145/3474085.3476968.

[40] D. Bahdanau, K. Cho, and Y. Bengio, “Neural
machine translation by jointly learning to align and
translate,” arXiv preprint arXiv:1409.0473, 2014.
https://doi.org/10.48550/arXiv.1409.0473.

[41] A.T. de Almeida, “Multicriteria decision model for
outsourcing contracts selection based on utility function
and ELECTRE method,” Comput. Oper. Res., vol. 34, no.
12, pp. 3569-3574, 2007.
https://doi.org/10.1016/j.cor.2006.01.003.

[42] A. Vaswani et al., “Attention is all you need,”
Advances in neural information processing systems, vol.
30, 2017, Accessed: Jun. 04, 2024. [Online]. Available:
https://proceedings.neurips.cc/paper/7181-attention-is-all

[43] M. Daniluk, T. Rocktdschel, J. Welbl, and S. Riedel,
“Frustratingly Short Attention Spans in Neural Language
Modeling.” arXiv, Feb. 15, 2017. Accessed: Jun. 04, 2024.
[Online]. Available: http://arxiv.org/abs/1702.04521.
https://doi.org/10.48550/arXiv.1702.04521.

[44] T. Satyapanich, F. Ferraro, and T. Finin, “Casie:
Extracting cybersecurity event information from text,” in
Proceedings of the AAAI conference on artificial
intelligence, 2020, pp. 8749-8757. Accessed: May 22,
2024. [Online]. Available:
https://ojs.aaai.org/index.php/AA Al/article/view/6401

[45] V. Behzadan, C. Aguirre, A. Bose, and W. Hsu,
“Corpus and deep learning classifier for collection of cyber
threat indicators in twitter stream,” in 2018 IEEE
International Conference on Big Data (Big Data), IEEE,
2018, pp. 5002-5007. Accessed: May 22, 2024. [Online].
Available:
https://ieeexplore.ieee.org/abstract/document/8622506

[46] S. K. Lim, A. O. Muis, W. Lu, and C. H. Ong,
“Malwaretextdb: A database for annotated malware
articles,” in Proceedings of the 55th Annual Meeting of the
Association for Computational Linguistics (Volume 1:
Long Papers), 2017, pp. 1557-1567. Accessed: May 22,
2024. [Online]. Available: https://aclanthology.org/P17-
1143/

[47] A.Roy, Y. Park, and S. Pan, “Predicting malware
attributes from cybersecurity texts,” in Proceedings of the
2019 Conference of the North American Chapter of the
Association for Computational Linguistics: Human
Language Technologies, Volume 1 (Long and Short
Papers), 2019, pp. 2857-2861. Accessed: May 22, 2024.
[Online]. Available: https://aclanthology.org/N19-1293/

[48] P. Stenetorp, S. Pyysalo, G. Topi¢, T. Ohta, S.
Ananiadou, and J. Tsujii, “BRAT: a web-based tool for
NLP-assisted text annotation,” in Proceedings of the

[29] H. Zhang, Z. Huang, Z. Li, D. Li, and F. Liu,
“Densely Connected Graph Attention Network Based on
Iterative Path Reasoning for Document-Level Relation
Extraction,” in Advances in Knowledge Discovery and
Data Mining, vol. 12713, K. Karlapalem, H. Cheng, N.
Ramakrishnan, R. K. Agrawal, P. K. Reddy, J. Srivastava,
and T. Chakraborty, Eds., LECT NOTES ARTIF INT, vol.
12713., Cham: Springer International Publishing, 2021,
pp. 269-281. doi: 10.1007/978-3-030-75765-6_22.

[30] S. Guo, L. Huang, G. Yao, Y. Wang, H. Guan, and T.
Bai, “Extracting Biomedical Entity Relations using
Biological Interaction Knowledge,” INTERDISCIP SCI,
vol. 13, no. 2, pp. 312-320, Jun. 2021, doi:
10.1007/s12539-021-00425-8.

[31] S. Raza and B. Schwartz, “Entity and relation
extraction from clinical case reports of COVID-19: a
natural language processing approach,” BMC MED
INFORM DECIS, vol. 23, no. 1, p. 20, Jan. 2023, doi:
10.1186/s12911-023-02117-3.

[32] C. Kruengkrai, T. H. Nguyen, S. M. Aljunied, and L.
Bing, “Improving low-resource named entity recognition
using joint sentence and token labeling,” in Proceedings of
the 58th Annual Meeting of the Association for
Computational Linguistics, 2020, pp. 5898-5905.
Accessed: Oct. 26, 2023. [Online]. Available:
https://aclanthology.org/2020.acl-main.523/

[33] P. H. Martins, Z. Marinho, and A. F. T. Martins,
“Joint Learning of Named Entity Recognition and Entity
Linking.” arXiv, Jul. 18, 2019. Accessed: Oct. 26, 2023.
[Online]. Available: http://arxiv.org/abs/1907.08243

[34] Y. Lu et al., “Unified Structure Generation for
Universal Information Extraction.” arXiv, Mar. 23, 2022.
Accessed: Oct. 26, 2023. [Online]. Available:
http://arxiv.org/abs/2203.12277.

[35] L-H. Hsu et al., “DEGREE: A Data-Efficient
Generation-Based Event Extraction Model.” arXiv, May
03, 2022. Accessed: Oct. 26, 2023. [Online]. Available:
http://arxiv.org/abs/2108.12724.

[36] J. Gao, H. Zhao, C. Yu, and R. Xu, “Exploring the
Feasibility of ChatGPT for Event Extraction.” arXiv, Mar.
09, 2023. Accessed: Oct. 26, 2023. [Online]. Available:
http://arxiv.org/abs/2303.03836.

[37] D. Zhang, S. Wei, S. Li, H. Wu, Q. Zhu, and G.
Zhou, “Multi-modal graph fusion for named entity
recognition with targeted visual guidance,” in Proceedings
of the AAAI conference on artificial intelligence, 2021, pp.
14347-14355. Accessed: Oct. 26, 2023. [Online].
Available:
https://ojs.aaai.org/index.php/AAAl/article/view/17687

[38] D. Sui, Z. Tian, Y. Chen, K. Liu, and J. Zhao, “A
large-scale chinese multimodal ner dataset with speech
clues,” in Proceedings of the 59th Annual Meeting of the
Association for Computational Linguistics and the 11th
International Joint Conference on Natural Language
Processing (Volume 1: Long Papers), 2021, pp. 2807—



1FeF Lol oY o,lols A 0,90 NF+F Jlu & (g mlw 9 (Suig usIl widlay”

AN

[56] S.Pradhan, A. Moschitti, N. Xue, O. Uryupina, and
Y. Zhang, “CoNLL-2012 shared task: Modeling
multilingual unrestricted coreference in OntoNotes,” in
Joint Conference on EMNLP and CoNLL-Shared Task,
Association for Computational Linguistics, 2012, pp. 1-40.

[57] B. Kantor and A. Globerson, “Coreference
Resolution with Entity Equalization,” in Proceedings of the
57th Conference of the Association for Computational
Linguistics, 2019, pp. 673—677.

[58] Mahmoodi, N., Shirazi, H., Fakhredanesh, M., &
Dadashtabar Ahmadi, K. "Improving the performance of
the convolutional neural network using incremental weight
loss function to deal with class imbalanced data",
Electronic and Cyber Defense, vol. 11(4), pp. 17-34, 2024.
DOR:
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.4.2.9.

[59] Amudha, M., M. Ramachandran, Vimala Saravanan,
P. Anusuya, and R. Gayathri. "A study on TOPSIS MCDM
techniques and its application." Data Analytics and
Artificial Intelligence 1, no. 1 pp. 09-14, 2021.
doi:10.46632/daai/1/1/2.

[60] Yazdani, Morteza, and Felipe R. Graeml. "VIKOR
and its applications: A state-of-the-art survey." Int. J.
Strateg. Decis. Sci.5, no. 2 , pp. 56-83, 2014. DOI:
10.4018/ijsds.2014040105.

Demonstrations at the 13th Conference of the European
Chapter of the Association for Computational Linguistics,
2012, pp. 102—107. Accessed: May 22, 2024. [Online].
Available: https://aclanthology.org/E12-2021.pdf

[49] “CVEProject/cvelist.” CVE Program, May 22, 2024.
Accessed: May 22, 2024. [Online]. Available:
https://github.com/CVEProject/cvelist

[50] S.Roy, E. Panaousis, C. Noakes, A. Laszka, S.
Panda, and G. Loukas, “SoK: The MITRE ATT&CK
Framework in Research and Practice.” arXiv, Apr. 14,
2023. Accessed: May 22, 2024. [Online]. Available:
http://arxiv.org/abs/2304.07411

[51] J. R. Hobbs, “Resolving pronoun references,” Lingua,
vol. 44, no. 4, pp. 311-338, 1978.
https://doi.org/10.1016/0024-3841(78)90006-2.

[52] “Annotated English Gigaword - Linguistic Data
Consortium.” Accessed: Apr. 12,2019. [Online].
Available: https://catalog.ldc.upenn.edu/LDC2012T21

[53] M. Vilain, J. Burger, J. Aberdeen, D. Connolly, and
L. Hirschman, “A model-theoretic coreference scoring
scheme,” in Proceedings of the 6th conference on Message
understanding, Association for Computational Linguistics,
1995, pp. 45-52.

[54] A.Bagga and B. Baldwin, “Algorithms for scoring
coreference chains,” in The first international conference
on language resources and evaluation workshop on
linguistics coreference, Granada, 1998, pp. 563—-566.

[55] X. Luo, “On coreference resolution performance
metrics,” in Proceedings of the conference on human
language technology and empirical methods in natural
language processing, Association for Computational
Linguistics, 2005, pp. 25-32.


https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.4.2.9
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.4.2.9
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.4.2.9
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.4.2.9
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.4.2.9
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.4.2.9
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.4.2.9

	1- مقدمه
	2- پيشينه تحقيق
	3- روش پيشنهادي
	3-1- استخراج نهادها و عبارات اسمي
	2-3- تشخيص عبارات وابسته به نهادها
	3-3- تشخيص روابط بين نهادها
	4-3- تشخيص رويدادها

	4- نتايج شبيهسازي
	5- نتيجه‌گيري

