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ARTICLE INFO ABSTRACT

Avrticle history: The increase in the number of Internet of Things devices, high
speed, and large volume of generated data has led to network security
issues and the identification of cyber-attacks in these networks

Acrticle Type: Research paper becoming one of the key challenges in this area. Intrusion detection
systems have been proposed as a solution to tackle this problem.
Proper selection of features in creating intrusion detection models can

Receive: 22 July 2025 significantly increase detection accuracy. In this article, a binary
Revise: 09 November 2025 algorithm and an improved chimpanzee algorithm have been

designed for feature selection. The chimpanzee algorithm is designed
Accept: 11 December 2025 for solving continuous problems and cannot be efficient in solving

Available online: 22 December 2025 Dinary problems. It also suffers from local optima and slow
exploration, exploitation, and convergence in this algorithm.
Therefore, changes need to be made in this algorithm to solve binary
problems. Hence «n this article an improved version of the
chimpanzee algorithm for discrete problems and feature selection has
Internet of Things been designed and implemented for intrusion detection and network-
based attacks in Internet of Things networks. The proposed method
reduces features by an average of 60 percent and successfully detects
Deep Learning attacks with ac curacies of 99.3%, 99.6%, and 99.9% in the Ton-loT «
UNSW-NB15 <and 10TID20 datasets, significantly reducing the false
alarm rate of detected attacks. Statistical analysis using the Kruskal-
Wallis test showed that the proposed method converges faster
compared to the comparison methods.
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01: Solution), st = X;ana
02: fit),s¢ = fitness(Xranq)
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06: R,=one rand from idx,
07: R,=onerand from idx,
08: Solution,,, = Solution s
09: Solutiongew[Ro] =1
10: Solutionpe, [R1] =0
11: fit,ew = fitness(Solution e,,)
12:  if fitey < fit)ag OF r3>0.95

13: Solution),s; = Solutiony ey,
14: fitjast = fitpew
15: End
Sap al Y-Y-#

Jsl Ban S e JLis 1, Lol Bum g0 (S bl ayl b
bl o Ty ol g (Lol sla Shy S b rals
Ban s a8l SO sagly 5l gl e e aS el
oo glallhs gl b O aoxis cds oli8l pgo
S 2l S sasly 5l e | ol Gl &S sl Do
b @b 9o onl Sy Sl Gln ol S5 o)

el o ateive (V) alal) )3 a5 Wigd iy a5 S O g0
ause ol = a X (Erorrgeye) + (1 — a)

BCho b sass slaclsl slass S 2

b (S JS ol

X

Olie a5 Cosl oadippdas «f AL plp a (V) akly o
G (I—a) g o plid |y jasis Jos Cds Cownl
o,lil 89250 sl Sy IS 51 oLl sl Sy olasy Coenl

N

310y ey Y-F

Lizél g aslsls Sledlbl g5lo canl (ySan aglsl clmosls
Joce Sem aalss 08 56 Joae SLLS 5 s e 45 sop
S G Ol e al e paiz (655,54 kel eadesl
ol ol il G 50l Lo d jleslal
Ll co il 4 baye sboosls CubeS g 40 G310 e
a8 e Sz (2l 5 oasal)] Jus cds gl
28l &8, (V) Jold (5510 0 i (g0lS™ Al po s 0iS (o6
Silwdleys (M) 5 slaws sla Shs 6,585, (V) waies
oo as ol el 5l oy ol siaLl MinMax

Joe 10 6,5 1540 (gl oolal Lavools aad ¢ o5l s i

00:start
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09: Fit, = fitness(Xnew,)
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13: Xipew= min of {Fit,, Fit,, Fitipew}

14: end
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* False Negative(FN)

* False Positive Rate (FPR)

' False Negative Rate (FNR)

"' convolutional neural networks
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* True Negative(TN)
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' Binary Pigeon Inspired(BPI)

" BinaryParticle swarm optimization(BPSO)
" Binary Bath(BBAT)

¥ Binary Harris Hawk Optimization(BHHO)
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Variable Fitness
size 500
Lowest value 0.01200
Highest value 0.04000
Arithmetic mean 0.02271
95% CI for the Arithmetic mean 0.02197 to 0.02345
Median 0.02340
95% ClI for the median 0.02340 to 0.02370
Variance 0.0000716
Standard deviation 0.008461

Relative standard deviation
Standard error of the mean
Coefficient of Skewness
Coefficient of Kurtosis

0.3726 (37.26%)
0.0003784
0.3038 (P=0.0060)
-1.0070 (P<0.0001)

Shapiro-V\_/iIkT_test_ rejt\el\ét:%g;gglity
for Normal distribution (P<0.0001)
Percentiles 95% Confidence interval

2.5 0.01200 : 0.01200 to 0.01200

5 0.01200 : 0.01200 to 0.01200

10 0.01200 : 0.01200 to 0.01200

25 0.01440 : 0.01440 to 0.01440

75 0.02560 : 0.02390 to 0.03400

90 0.03400 : 0.03400 to 0.03400

95 0.03500 | 0.03400 to 0.04000
97.5 0.04000 : 0.03875 to 0.04000
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