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In computer science and cyber security, random numbers play a prominent and
effective role in some applications such as authentication, secret key
generation, game theory, and simulation. Considering the difficult challenges
of generating true random numbers, generating pseudorandom numbers is
suitable and cost-effective solution. In cryptography schemes, high quality
pseudo-random number generators are seriously needed to make password
keys. The better the quality of the encryption keys, the stronger and more
secure the encryption algorithm will be. It can be said that almost all
cryptographic systems are highly dependent on generating high-quality
random numbers. In this paper, a new generator for generating pseudorandom
numbers is first designed by combining several chaotic maps using @ and
transition operators. Then, by performing statistical tests of correlation
coefficient, goodness of fit, and NIST standard tests, and the evaluation criteria
presented in [1], the appropriate quality of the proposed new generator is
evaluated for cryptographic applications in terms of independence, data
uniformity, and the degree of randomness of the generator output. Finally, it is

compared with several other generators.
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