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Introduction

In recent decades, the security of industrial equipment and facilities, particularly hazardous material
storage tanks, has become a major concern in the chemical and process industries. These tanks, which are
commonly used for storing flammable, toxic, or pressurized substances, can cause severe consequences
for personnel, the environment, infrastructure, and even regional economies if damaged. In addition to
operational hazards and industrial accidents, intentional threats such as sabotage and armed attacks have
emerged as potential risk scenarios. Such threats may result in the release of hazardous substances, the
escalation of secondary incidents, and significant economic and environmental losses. Therefore,
increasing attention has been directed toward the physical protection of these facilities and the
assessment of their vulnerability against different attack scenarios, making this subject an important issue
in industrial safety and risk management.

Historically, early studies on structural resistance against projectiles and ballistic impacts mainly
focused on high-resistance materials such as armored steels and special alloys. These investigations were
largely conducted within military and defense-related fields with the objective of improving the
penetration resistance and durability of structures. However, a considerable portion of industrial
equipment, including conventional storage tanks, is constructed from materials with lower mechanical
resistance, and their behavior under ballistic impact has received comparatively limited attention. In
recent years, growing concerns regarding security threats and deliberate attacks on industrial
infrastructures have led to the development of new research approaches. These approaches extend
beyond the mechanical properties of materials and focus on vulnerability assessment, safe distance
determination, protective barrier design, and the development of predictive damage models. Such studies
are often conducted within the framework of passive defense principles and security risk management
strategies.

Considering these challenges, the present study aims to examine and frame the issue of hazardous
material storage tank vulnerability under shooting attack scenarios and to provide a coherent perspective
on the factors influencing the extent of damage and possible mitigation measures. In this regard, the
study reviews previous research and analyzes existing approaches related to penetration modeling, safety
distances, and protective measures in order to enhance understanding of the risks associated with such
threats. The findings of this study can contribute to the development of effective strategies for improving
equipment safety, reducing the vulnerability of industrial facilities, and enhancing preparedness against
security-related threats.

Results and Discussion

The results of the projectile penetration analysis indicate a direct relationship between the effective target
thickness (TE) and the ballistic limit velocity required for perforation. As the target thickness increases,
the projectile must possess a higher impact velocity to achieve penetration. The analysis of different
projectile types showed that handgun projectiles such as FB2 and FB4 are only capable of penetrating
targets with thicknesses below approximately 4.6 mm, and their penetration capability decreases
significantly beyond this value. In contrast, rifle projectiles with higher kinetic energy, particularly FB7,
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are capable of perforating surfaces with thicknesses up to approximately 19.5 mm. These findings
demonstrate that weapon type and projectile ballistic characteristics play a critical role in penetration
performance, and that rifle-based threats are considerably more severe than handgun threats.

The analysis of the maximum effective projectile stand-off distance (SODO0) also revealed substantial
differences among weapon categories. According to the obtained data, for a target with an effective
thickness of 3 mm, FB2 and FB4 projectiles are capable of penetration only up to distances of
approximately 11 m and 134 m, respectively. In contrast, rifle projectiles exhibit significantly greater
effective ranges; FB5, FB6, and FB7 projectiles can penetrate targets from maximum distances of
approximately 542 m, 871 m, and 1412 m, respectively. Furthermore, for targets with an effective shell
thickness of approximately 11.5 mm, the stand-off distance for the FB7 projectile was estimated at
around 402 m. These results indicate that, under certain conditions, storage tanks and similar facilities
may remain vulnerable to attacks originating from outside the physical boundaries of the facility.

By integrating the results related to ballistic limit velocity and maximum stand-off distance, a more
comprehensive assessment of the vulnerability of different storage tank types was achieved. The findings
showed that many atmospheric storage tanks possess an inherent level of resistance against handgun
attacks due to their structural characteristics, whereas pressurized storage tanks, because of their thicker
walls, provide greater protection against a wider range of weapons. Nevertheless, the analysis of stand-
off distances demonstrated that, in some scenarios, these tanks may still be successfully targeted from
considerable distances. Accordingly, reference stand-off distance values were calculated and summarized
for different tank configurations to support the design of protective systems, determination of safety
distances, and development of preventive security strategies.

Conclusion

The results of this study include the development of a modeling framework for evaluating projectile
penetration and designing physical protective barriers for cylindrical atmospheric and pressurized steel
storage tanks under shooting attack scenarios. Numerical findings indicate that the stand-off distances for
small-arms projectiles vary significantly depending on projectile type, ranging from less than 11 m for
handgun projectiles to approximately 682 m for soft-core rifle bullets (lead core with a steel penetrator),
and up to about 1135 m for hard-core projectiles (steel core with a copper jacket). In addition, Monte
Carlo analysis was used to evaluate the influence of the shooter’s initial offset angle, and the results
showed that this parameter produces noticeable variations mainly when small targets are considered. The
developed approach provides a useful framework for assessing the vulnerability of hazardous material
storage tanks and for supporting the design of protective barriers within physical protection systems. The
findings highlight the importance of incorporating passive defense strategies to reduce the risk of
projectile attacks and improve the resilience of industrial facilities. Future research should focus on
expanding experimental datasets, conducting field tests to validate the models, and developing more
advanced simulation tools for analyzing different attack scenarios, which can further enhance protective
system design and risk mitigation strategies in industrial environments.
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