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Cybersecurity

The Internet of Things (IoT) has become a critical infrastructure of
the modern world by providing a platform for automated
communication between millions of smart devices. The dramatic
growth in the number of these devices and the increase in their
features such as diversity, scalability, and mobility have also
significantly expanded security threats. In particular, the emergence
of hidden and complex threats that manifest through unusual
behavioral patterns in the network has doubled the need for
advanced anomaly detection methods. In this paper, a new model
based on ensemble learning is presented that improves the anomaly
detection performance in the Internet of Things by combining deep
learning techniques and machine learning algorithms. After
performing the data preprocessing process, key features were
extracted using Stacked Auto Encoder (SAE) and Deep Auto
Encoder (DAE), and in the next step, an ensemble learning
framework consisting of a decision tree (DT), a multilayer
perceptron (MLP), a probabilistic neural network (PNN), and its
weighted version (WPNN) was used to identify anomalies. Among
the innovations of this research are the design of a dynamic feature
selection mechanism in the encoder layer and the proposal of an
adaptive weighting scheme for combining the output of ensemble
models, which has led to improved accuracy in detecting unknown
attacks and reduced false positive rates. The proposed model was
evaluated on several valid datasets, including NSL-KDD, BoT-IoT,
IoT-NI, IoT-23, and the results show a high accuracy of 99.3% and
an F1 score of 99.2% in the combined IoT-DS2 dataset. The false
positive rate (FPR) is reported to be below 2% and the false
negative rate (FNR) is reported to be below 1.5% in most datasets.
Compared to the selected models, the proposed model is superior in
detecting unknown attacks.
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1.Introduction

The rapid growth of the Internet of Things (IoT) has transformed modern digital ecosystems by enabling
seamless communication among interconnected smart devices. loT technologies are widely deployed in critical
sectors such as healthcare, transportation, smart cities, industrial automation, agriculture, and environmental The
rapid growth of the Internet of Things (IoT) has significantly transformed modern digital ecosystems by
enabling seamless communication among interconnected smart devices. loT technologies are widely deployed
across critical sectors, including healthcare, transportation, smart cities, industrial automation, agriculture, and
environmental monitoring. These systems rely on real-time data exchange, lightweight communication
protocols, and distributed sensing infrastructures to enhance operational efficiency and automation. Despite
these advantages, the proliferation of loT devices has introduced substantial security and privacy challenges.

IoT networks are inherently vulnerable due to device heterogeneity, limited processing capabilities, constrained
memory resources, and the absence of standardized security frameworks. Such constraints render traditional
security mechanisms insufficient for detecting sophisticated cyber threats. Consequently, [oT environments have
become prime targets for Distributed Denial of Service (DDoS) attacks, botnet intrusions, data injection,
spoofing, and zero-day exploits. Signature-based intrusion detection systems are particularly ineffective against
such threats because they depend on predefined attack signatures and fail to detect unknown anomalies.

To address these limitations, machine learning techniques have been widely adopted for anomaly detection in
IoT traffic. However, classical machine learning approaches rely heavily on manual feature engineering and
often struggle with high-dimensional and nonlinear network data. Deep learning models overcome these
challenges by automatically extracting hierarchical feature representations, although they typically require high
computational resources and may produce elevated false alarm rates.

Recent research indicates that ensemble learning can enhance detection reliability by combining multiple
classifiers. Nevertheless, many existing hybrid frameworks lack adaptive feature optimization and dynamic
decision fusion mechanisms. Therefore, this study proposes a hybrid anomaly detection framework that
integrates deep autoencoder-based feature extraction with adaptive ensemble classification to improve detection
accuracy while reducing false positives.

2.0bjectives
The primary objectives of this research are as follows:

e To develop a robust anomaly detection framework tailored to securing IoT network environments
against advanced and evolving cyber threats.

e To design a hybrid deep feature extraction mechanism by integrating Stacked Autoencoders (SAE) and
Deep Autoencoders (DAE) to capture complex nonlinear traffic behaviors.

e To introduce a dynamic feature selection strategy based on neuron activation analysis to remove
redundant features and enhance computational efficiency.

e To construct an adaptive weighted ensemble classification model combining Decision Tree (DT),
Multilayer Perceptron (MLP), Probabilistic Neural Network (PNN), and Weighted Probabilistic Neural
Network (WPNN).

e To evaluate the proposed framework using benchmark IoT intrusion detection datasets based on
metrics such as Accuracy, F1-Score, False Positive Rate, and False Negative Rate.

e To compare the performance of the proposed model with existing hybrid and deep learning intrusion
detection approaches

3.Methodology

The proposed anomaly detection framework consists of three major phases: data preprocessing, deep feature
extraction with dynamic selection, and ensemble-based classification.
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In the preprocessing phase, raw [oT traffic datasets are cleaned to remove duplicate, missing, and inconsistent
records. Categorical attributes are encoded into numerical form, and all features are normalized to ensure
uniform scaling. The processed data is then divided into training and testing subsets for unbiased evaluation.

For deep feature extraction, two complementary architectures—Stacked Autoencoders (SAE) and Deep
Autoencoders (DAE)—are employed. SAE learns hierarchical compressed representations through multi-layer
encoding, while DAE enhances robustness by learning noise-resilient nonlinear transformations. These models
convert high-dimensional traffic data into compact latent feature vectors while preserving essential behavioral
characteristics.

A dynamic feature selection mechanism is embedded within the encoding layers. Feature importance is
determined using neuron activation magnitudes. Features with low activation values are pruned using an
adaptive threshold, reducing redundancy, eliminating noise, lowering computational cost, and improving
classification performance.

The optimized feature vectors are then classified using an adaptive ensemble model comprising Decision Tree,
Multilayer Perceptron, Probabilistic Neural Network, and Weighted Probabilistic Neural Network. Each
classifier generates independent predictions, and their outputs are fused through adaptive weighting based on
performance confidence to produce the final anomaly detection result.

4. Results and Discussion

The proposed framework was evaluated using several benchmark IoT intrusion detection datasets, including
NSL-KDD, BoT-IoT, [0T-23, MQTT, and [oT-DS2, which contain diverse attack categories such as DDoS,

DoS, botnets, reconnaissance, and protocol exploits.

Experimental results demonstrate high detection effectiveness. On the [0T-DS2 dataset, the model achieved
accuracy exceeding 99%, with Fl-scores above 99%, false positive rates below 2%, and false negative rates
below 1.5%. The deep autoencoder architectures successfully captured nonlinear traffic patterns, while the
dynamic feature selection mechanism reduced dimensionality without sacrificing discriminative capability,

thereby improving computational efficiency.

Comparative analysis with existing hybrid and deep learning intrusion detection models indicates that the
proposed approach provides higher detection accuracy, lower false alarm rates, improved detection of unknown
attacks, and greater robustness on imbalanced datasets. The adaptive ensemble weighting mechanism further

enhanced classification stability by balancing the strengths of individual classifiers.
5.Conclusion

This study presented a hybrid IoT anomaly detection framework integrating deep autoencoder-based feature
extraction with adaptive ensemble learning. The combination of stacked and deep autoencoders enabled robust
and noise-tolerant representation learning, while the embedded dynamic feature selection mechanism reduced
irrelevant features and computational overhead.

In the classification phase, the adaptive weighted ensemble composed of Decision Tree, Multilayer Perceptron,
Probabilistic Neural Network, and Weighted Probabilistic Neural Network significantly enhanced detection
precision while minimizing false alarms.

Extensive experimental evaluations confirmed the superiority of the proposed framework, achieving detection
accuracy exceeding 99% with very low error rates. The findings demonstrate that integrating deep
representation learning with intelligent ensemble fusion offers an effective, scalable, and reliable solution for
securing IoT environments.

Future work may focus on lightweight deployment for edge devices, federated intrusion detection frameworks,
real-time streaming analysis, and explainable artificial intelligence techniques for interpretable threat detection.
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Algorithm 1: Feature Extraction with Deep Autoencoders
and Dynamic Feature Selection

Input: Raw network data

Output: Optimized feature vector

1: function Feature_Extraction(input_path)
raw_data < LoadData(input_path)
preprocessed_data « Preprocess(raw_data)

# SAE for hierarchical feature extraction

AR A e

features_SAE <« SAE_Encoder(preprocessed_data)
7

8:  # DAE for robust compressed representation

9:  features_DAE < DAE_Encoder(features_SAE)
10:

11:  # Dynamic feature selection based on activation
weights

12:

optimized_features «
Dynamic_Feature_Selector(features_DAE)

13:

14: return optimized_features

15: end function

16: function SAE_Encoder(input)

17:  train SAE model with multiple hidden layers
18:

features « forward_pass through trained SAE
19: return features

20: end function

21: function DAE_Encoder (input)

22:  train DAE model with noise-injected input

23:

features < compressed_output from trained DAE
24: return features

25: end function

26: function Dynamic_Feature_Selector(features)
27.  for each feature F; in features do

28:

activation_weight < compute_activation(F;)
29: if activation_weight < threshold then
30: remove F; from features

31: end if

32: end for

33:  return filtered_features
34: end function
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