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Abstract

Intrusion Detection Systems (IDS) play a crucial role in protecting modern computer networks from diverse
cyberattacks. However, the high dimensionality and complexity of network traffic data often degrade the accuracy
and efficiency of machine learning—based IDS models. This paper proposes a comprehensive comparative
framework that adaptively integrates two dimensionality reduction methods—Principal Component Analysis (PCA)
and Independent Component Analysis (ICA)—to enhance IDS performance. Six widely adopted machine learning
algorithms—K-Nearest Neighbors (KNN), Support Vector Machine (SVM), Random Forest, Decision Tree,
Logistic Regression, and XGBoost—are evaluated using the modern UNSW-NB\a dataset. The performance of

each model is assessed based on classical evaluation metrics (Accuracy, Precision, Recall, and F1y-Score) as well as

operational efficiency indicators (training and prediction time). Experimental results demonstrate that ICA
generally outperforms PCA, achieving a better balance between detection accuracy and computational cost. The
findings provide valuable insights for designing practical, efficient, and high-performance IDS solutions for real-
world applications.
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