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Abstract

This article presents a novel hybrid framework for Android malware detection that integrates Reinforcement Learning-based Dynamic
Feature Optimization (RL-DFO) with an Explainable Deep Kernel Network (EDKN) classifier. The proposed framework aims to
address three major limitations in existing approaches: the static nature of feature selection, the inability of conventional kernel models to
capture nonlinear feature dependencies, and the lack of interpretability in deep learning-based malware detectors. In the proposed design,
a reinforcement learing agent adaptively interacts with the training process to dynamically select and refine the most discriminative
features in each iteration. This agent optimizes the feature subset by maximizing a cumulative reward function that considers both
classification accuracy and model sparsity, thereby reducing computational cost without compromising detection precision.
Subsequently, the selected features are fed into the EDKN classifier, which combines the representational power of convolutional layers
with the analytical robustness of kernel-based learning. Moreover, an embedded Explainable Al (XAI) module based on the SHAP and
LIME methods provides transparency by explaining each prediction in terms of feature contributions. Experiments conducted on the
CIC-AndMaly.y- dataset demonstrate that the proposed RL-EDKN framework achieves a binary classification accuracy of 43.4447, an
Fy-score of 4a.4ay/, and an extremely low False Alarm Rate (FAR) of ..+A7. Furthermore, it exhibits a &Y. improvement in
robustness against adversarial attacks compared to IPSO-FKSVM and CNN-LSTM baselines. The model’s explainability also enhances
its reliability for operational deployment in real-world cybersecurity environments.

Keywords: Android Malware Detection, Reinforcement Learning, Dynamic Feature Optimization, Deep Kernel Network,
Explainable Al, Adversarial Robustness.
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