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Abstract

Today, virtual machines play an important role in efficient and effective management of resources.
Virtualization is the concept of creating multiple virtual machine guests on a single hardware that allows the
system to provide optimal use of resources. Common behavior of malwares in a virtual machines is wide.
Sometimes these malwares change the system objects in the first step, and next, influence the host operating
system of the virtual machine at the time of completion of the work, and maybe in a final step they do some
malicious task. In this paper we provide a secure method for identification, classification and elimination of
malwares in a virtual machine. The proposed method which is called, SSM, will firstly attempt to identify
high-risk behaviors using behavioral profiles and evaluating changes . The proposed method is then
extracted from pre-treatment to categorize malicious groups. Experimental results show that the sample rate
of false negatives has sharply declined. The proposed mechanism is based on the actual samples
virtualization Xen, with the Linux implementation. Through detailed analysis, and comparison SSM with
current commercial anti-malware, SSM has a good performance in the detection and removal of malware, as

well as reducing the rate of false- negative samples were found in a virtual machine.
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