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Abstract

Covert timing channels are used in transmitting information in a secret way. Jitter and packet loss are
two important noises that affect Covert Timing Channel performance. Several studies on evaluating
capacities and robustness of covert channels were done, but all those were based on measurement in real
environment or computational methods. Measurement in real environment and computational methods do
not have the capacity of creating special circumstances and evaluating the channel in those circumstances.
In the present research, a covert timing channel on the Internet consisting two packet losses and jitter noises
was simulated using Petri-Net. Also, capacity and robustness criteria of channel were evaluated. The results
of the simulation showed that weibull distribution function to modeling HTTP traffic transmitter, laplacian
distribution function to modeling network jitter and bernoulli distribution function to modeling packet loss

are careful enough. Also, parameters of these models obtained to optimum capacity and robustness.
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