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ABSTRACT

The computer networks are always vulnerable to various attacks and these attacks are typically
include identification attacks, acquire attacks and disabling services attacks. At identification attacks, the
attackers attempt to gather information and identily running services, in order to achieve damage, acquir-
ing or disabling services. Port-Knocking (PKn) 1s a unique method to prevent detection and exploiting vul-
nerable services by the attackers and in facts the aim of PKn is hiding the services from attacker's view and
combat identilying attacks, while the authenticated users are allowed to access these hidden services. In this
article, a new method to establish simplicity and use of existing tools at the most operating systems to elimi-
nate specific programs for running processes and open ports PKn at any time and anywhere have been in-
troduced. This novel PKn can create more complexity at Knock operation utilizing the specific ICMP and
synchronizing by the use of web browsers, fo reduce of replay attacks and eliminate the risk of DoS attacks
by hidden the services. To insure the efficiency and capabilities of the proposed method, this technique is
successfully implemented and ran on a MikroTik RouterOS operation system.
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fip firewall filter add chain=SYN-Protect protocol=tcp
tep-flags=syn 1limit=400,5 connection-state=new
action=accept comment="" disabled=no

/ip firewall filter add chain=SYN-Protect protocol=tcp
tcp-flags=syn connection-state=new action=drop
comment="" disabled=no

/ip firewall connection tracking set tcp-syncookie=yes

L A g gladinn 50 0050, 6850 (o) 2 loten Sl
Layer7-Protocol ;| eslaxul

lip firewall layer7-protocol

add name=knock| regexp=securitypassl
add name=knock? regexp=securitypass2
add name=knock3 regexp=securitypass3
add name=knock4 regexp=securitypass4
add name=HTTP regexp="http/(0\\.9|1\\.0|1\\.1) [1-3][0-9][0-9] ["x09-\\x0d\~~

ysl  connection:|content-type:|content-length:/date:)| post [\x09-\x0ces[~-
_\ http/[01]\.[019"]
add name=HTTP1 regexp="http/(0\\.9|1\..0[1\\.1) [1-5][0-9][0-9] |post [\x09\\\-
x0d ~~]* http/[01]\.[019"[
add name=HTTP2 regexp="(http[\x09-\\x0d -~]*(200 0k|302 |304 ) [\x09-\\x 0d\~-
)#[  connection:|content-type:|content-length:))|"(post [\x09-\\x0d -~]* ht\
tp"(

d.w—/\

LKNOCK o)y gz gm0 Caons sl Sl

/ip firewall filter

add action=add-src-to-address-list address-list=temporaryl
address-list-timeout=10s chain=input comment="ICMP - 128
Bytes" disabled= no packet-size=128 protocol=icmp ipv4-
options=timestamp ttl=equal:40

add action=drop chain=input disabled=no dst-port=80 proto-
col=tcp src-address-list=!temporary1

add action=add-src-to-address-list address-list=temporary?2
address-list-timeout=10s chain=input comment="URL1" disa-
bled=no  dst-port=80 layer7-protocol=knock urll proto-
col=tcp src-address-list= temporary1

add action=add-src-to-address-list address-
list=temporary3address-list-timeout=10s  chain=input com-
ment="URL2" disabled=no dst-port=80 layer7-
protocol=knock url2 protocol=tcp src-address-
list=temporary2

add action=add-src-to-address-list address-list=temporary4
address-list-timeout=10s chain=input comment="URL3" disa-
bled=no  dst-port=80 layer7-protocol=knock url3 proto-
col=tcp src-address-list=temporary3

add action=add-src-to-address-list address-list="Temp allow"
address-list-timeout=10m  chain=input comment="URL4"
disabled=no dst-port=80 layer7-protocol=knock url4 proto-
col=tcp src-address-list=temporary4

add action=accept chain=input comment=Allow disabled=no
protocol=gre src-address-list=Temp_allow

add action=drop chain=input comment="Everything Connec-
tion" disabled=no dst-port=3389  !src-address-
list=Secured_address protocol=tcp

DOS oMz (5,55l Caz g S sy Sl

fip firewall filter add chain=input protocol=tcp
connection-limit=100,32 action=add-src-to-address-list
address-list=blocked-addr address-list-timeout=1d

fip firewall filter add chain=input protocol=tcp src-
address-list=blocked-addr
action=tarpit

fip firewall filter add chain=forward protocol=tcp tcp-

connection-limit=3,32

flags=syn connection-state=new action=jump jump-
target=SYN-Protect comment="SYN Flood protect"
disabled=yes
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