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ABSTRACT

The increasing amount of information as well as lack of existence of sufficient computational facilities
and storage in organizations have caused various management problems. These problems on the one hand
and the rapid expansion of storage services on the other hand have made different organizations to use
cloud storage service providers in order to store and manage their organizational information. Using such
services, causes organizational information to be stored outside of the organization environment and there-
fore the owner have less control over its information. Therefore, security concerns will be raised. Many se-
curity solutions are proposed to deal with these security concerns, but most of these solutions have focused
on a particular aspect of data life cycle such as storage phases. Understanding and considering the data
life cycle as well as the challenges and the opportunities facing organizations leads to provide appropriate
solutions to overcome security concerns. This paper aims at discussing and analyzing the challenges and
opportunities facing organizations using data outsourcing services, and then a new architecture for the da-
tabase outsourcing with regards to the data life cycle will be presented.

Keywords: Cloud Computing, Outsourcing, Data Life Cycle, Outsourcing Security, Data Classification,
Outsourcing Architecture.
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Client / relation outsourcing

1. Input: the relation of labeled R(F, F», ..., F,) recived of
data owner

2.0utput: the encrypted relation R’(F*y, F°,, ..., F’,) for
outsourcing

3.Begin

4.For each field (F;) available in relation R
5. Encrypt field name F;

6. Encrypt field data F;

7. End For

8.End

29y Saoms (S5l 35 0SSl () Jgur

Server / storage of recived encrypted data from client

1. Input: submitting encrypted relation R’(F’y, F,, ..., F*))
from client

2.0utput: the message containing the success or failure of
storage of recived data from client

3.Begin

4.Boolean flg=false

5.For each tuple (T;) from relation (R’)

6. For each field (F’;) related to (T;)

7. IF  ( privacy-data(F’; ) # True and privacy-
8. user(F’; ) # true) then

9. Flg=True

10. End IF

11. End For

12.  IF ( flg=True ) then

13. Failure insertion label should be added to T;
14. Else

15. Save (T;)

16. EndIF

17. End For

18.End
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Data Owner

V. Input: ......

Y.Output: the relation R(Fy, F», ..., F,) along with meta
data labels related to field

¥ Begin

¥. For each field (F;) created by data owner

o Labeling F; in terms of sensitivity.

4 Labeling F; in terms of creation time.

Y. Labeling F; in terms of creation orgin.

A Labeling F; in terms of organizational policies.
4. End For

V+.End
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Client / translate query

1. Input: user requested query (Q)

2.Output: creation of two queries Qs and Q.

3.Begin

4.For each field (F), relation (R), database (C)
available in query Q

5. Encrypt field name F;

6. Encrypt relation name R

7. Encrypt database name C

8. IF (there is a condition on F; in query Q ) then

9. encrypt field value F;

10. EndIF

11.End For

12.End
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Server / Query runing.

1. Input: reciving query (Qs) from client
2.Output: dataset corresponding with query (Qs)

3.Begin

4. IF (requested query was valid in terms of user’s
5. and data authentication) then

6 For each (encrypted relation (R’;) available
7. in server’s storage)

8. For each tuple (T) related to (R*;)

9. IF (query (Qs) and tuple (Ty)
10. are correspondent ) then
11. Add tuple (T;) to dataset
12. End IF

13. End For

14. End For

15. EndIF

16.End
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