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Detection of Spoofing Attack Based on Multi-Layer Neural Network

in Single-Frequency GPS Receivers
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ABSTRACT

A GPS spoofing attack attempts to deceive a GPS receiver by broadcasting counterfeit GPS signals. Structured to
resemble a set of normal GPS signals, but it is a little stronger. In the recent years, there have been presented many
different solutions for detection and reduction of spoofing attack. Neural Networks (NNs) are the modern
computational method for learning machine and then imposing the acquired knowledge for predicting the output re-
sponse of complicated systems. This paper presents a main approach to GPS spoofing detection based on intelligent
systems. Signals are classified using auto-correlation features. Indices of early-late phase, delta and total signal level
as inputs of multi-layer NN in order to detect spoofing signal in GPS receiver tracking loop. Authentic and spoof
signals have different statistical pattern in named parameter and NN can detected it. Since NN is able to exploit
multiple features from different methods, it classifies signals with error less than the conventional techniques. Finally,
the least precision obtained from simulation of NN based GPS software receiver is 98.78% in correct detection of
spoofing signal from valid signal. Moreover, the detection time is less than the existing methods.
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1-Global Positioning System



‘rif )L@d Al O)Loa:.) L d JL»J ‘ “U’/U)MJ’"A" ‘5“5}{. —‘;O.LC d.l.?u
. ¢

Ve

WSpmaiar difga oy

S bl Ser 4l S0 g 3 JLSw Ll (F) SO
58 5 ey jloges g o yd ales

S5l S92y w8 b ablie 5 pasis sl il sla by,
coyd ale> g5 b clite cu,d b ablio lo by, el [#]
o=l 5o =l slagty, (S ied s silwesls 5 (b
&l ST (gl jlodinnan (29,5 sloansls v 4 ais;
v b4 . . = . .
e a Jole S oy 4 500 0550, il p o0 0
V] sl oo patein |y o 3

SISy e Ol Ll (g9 conlie Llpd o
a8l Ole 5o 1) () o)lgen Sl i aliles oo oo lgale
5 O5bise oy OINO (30 g e B0 0035 50 .03y 052
Sy 5l slalas Wl oo gt el S g0le o et 0
[a] sl o b ales

skt sals (SQM) T YLK oS )5 sl g,
GPS  JUSew 3Ll pass; slosey SLeSu b g JbKmw 5559
b gy cnl a3 oo (arsuis e oo JroS odiny B Lawgs a5,
Ol bl (Ko @b 45 Wiglh oo 4385 )50 (55
ados jgam pac by jpa> Sln 6 pS e 5 sy 995 (50
glas [V ] sgs o bl (g)bl ars )b slaygesT bocu 3
el B )l bl 2 (oBs, (VSD) Poale Bl JiSe
aeti |y oz 5 b e G b el Ll Soecon
5 GPS Lol Jui&ew sy liue 4y hg) (pl 0 Ses 020
e JiSew ) 5 Sl nl s el atasly o8 ale Jobo
Sl lalisee  Stvad 2 5 GBlyoul S lgreas 5 ailo o (SU
Dyl ogs o

s 0 lgale e slanle
Sv2 SV,

SIGPS 05 5 Gl ol (3] o s b Sy g0yl (1) S5
shol s

e At Lolii : r" “. dl:- “'ub _-"..
» P $ 8
"f“ﬁ ] Y | i o

(ot}
.(" l"‘-'-*“-"_' B2 ?._'
: (I-F} Ty

(S0, adl> M el J—i‘“ B Syl 9o (VIS0

3-Carrier to Noise Ratio
4-Signal Quality Monitor
5-Vestigial Signal Defense
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1- Prompt Correlator
2- Early-Late Correlator
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1-Vector-Base
2-Time of Arrival
3- Carrier to Noise Ratio
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