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7- Non-Degeneracy

8- Computationality

9- Elliptic Curve Discret Logarithm

10- Computational Diffie-Hellman

11- Decisional Diffie-Hellman

12- Computational Billinear Diffie-Hellman
13- Decisional Billinear Diffie-Hellman

14- Tamper Proof Device

1- Conditional privacy preserving
2- On Board Unit

3- Road Side Unit

4- Lee & Lai

5- Bilinear Pairing

6- Bilinearity
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5- Zhang
6- vehicle to vehicle

1- Certificate Authority

2- Trusted Authority

3- Certificate Revocation List
4- Third Trusted Party
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ABSTRACT

Vehicular Ad-hoc Networks (VANETs) can improve the communication between vehicles and
traffic management to control appropriate. Authentication of messages which is issued by each vehicle
is the most important problem in VANETS, because the wrong messages can cause crashes and change
the traffic patterns of network. Many authentication schemes have been proposed in VANETS, each of
which has advantages and disadvantages. In this paper first we introduce, a brief overview of these
schemes. Then we analyse an authentication scheme for VANETS which introduced by Lee and Lai
and introduce three scenarios that show their scheme is vulnerable to forgery attack. These attacks
motivated us to design a novel and secure TPD based authentication scheme satisfying all security
requirements in VANETs. Moreover, we introduce a simulation and comparison expressing the

efficiency and performance of the proposed scheme.

Keywords: VANET, conditional privacy preserving authentication, bilinear pairing, pseudo dentity

* Corresponding Author Email: sm.pournaghi@gmail.com



	1.pdf
	1.1.pdf

