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6- Opportunity
7- Capability
8- Intent

9- Behavior
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1- environment

2- virtual terrain

3- object of interest
4- activity

5- state of objects
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Nea = neighbor network components of Ha

for all Nm

exposed rules of Nm = (exposed rules of Nm)U(firewall rules of Ha to Nm)

parent of Naa = Ha
end for

push neighbor network components of Haonto search list

for all elements in search_list

N = removed last element of search_list

if N has not been visited then
if N is a Router then
Nrv = neighbors of N

for all Nx

exposed rules of Nm= (exposed rules of Nw) U((exposued rules of N)N

parent of Nv= N
end for
push all Nw onto search list
else if N is a Host then
add N to reachable host set
end if
end if
end for
end if
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p(j,l,k)[1-7r(j,l,k)] for A={PU}

[2-p(j,L,k)]r(j,1,k) for A={NR} *

[1-p(j,1,k)T[2 -1 (j,l,k)] for A={NU}

Loly, 5 plisebl @bl 9 (6 pdy 5L slitel amlxe (sl
M‘SAOQLQM‘)J)

P(j,1) = Bel({PR,NU}) )

R(j,1) = Bel({PR,NR}

Ayl paass @b s, 2 sk ekl (eSTen
72 50 seb 2 S POI) 6 pd 0L jlital g wigh oo IS
sl jltal cnl dmy al> po 0 oS (o0 drmilons dlos al> 5o
=l IS 3 e 2 1 P() b wigd oo plisl e 52
sl ok 48 58 il o5 jebles 098 dalne alos
s O 90 30 Sledlbol 05 >g pae cumo i atiel
58,5 o0yl coelils wl plesl oz sl by el s g
Lo PG LK) aop 551 sgmgolly il ansls 1, axslisl jLasl
g3 dwle> P(j,1) = unknown il aslisl < & S (sl

b GBS Lo Joo e 638 s 5 s pladl Lo allis oyl 4o
5 (Wloa 3 IS8T la s p 42) Ll (sl e Jsbo
(W14 )5 )18 39ii 3,50 (2leaSl ) 4z) p2lee slaces
e 4 ke Ceo 3 g Sl e 45 (558 (ol b S o
S35 5be Joms olal 3 s (V) Jgizr 098 o0 o2leo 18,
5 an a5 dSC g Prt ot Couogas aw sl yaie Jsb b
ol 1328 o 0 ST g (JSTg eSS 5 Sk
5 Lagsl gl 2eal 55 2 eite Jobo b SB5S,Le Joe (9
slaalbs slajlaia 5l ols Gla Sy sal » s
S5 5l Jow 5l oolaiul b cpl plis S so 55 503 345 ansedd
23l 5l plaS e (gl Gaigy &3 )3 bl g ite Jobo L
aoalys dcwloe o8y Jlaxa! SGdsc g prt dip slocoogas
RS

S S e Job b BeS )l Jue l eslainl b s
UDP AAYNFPAYX polie a5 wes oo olid ales Cow
skl o YL (slyls WEB-MISC http directory traversal
homdy90 mgpe 9 S &S py Shogas sl
B S5 iz beols pl pitus oS 5wl oaliadly
525 (F &S e oolictl UDP 5T HTTP JSSg,) 15ty oo
@5l elple (s @ IS Jls VATIPANX. aSil
Db oo (la! (698 g dilaadgn alésl S

1- Transferable belief model



AP oy buasli ¥o Lo ‘,.,.»Ju“‘d/w‘f%:"u" gl — sole alzo 11
- p

Sl 00l oSS «enS 3
Giie Las39)9 (SO |n (o2 5wl oo Cogas @l
&l p Projg blae ,o 1, Proji (SasSTy Jloges (V) S5 aigd
Sl Jlogas ol amse bt Lislegl Jsb 4o Glual sl
twol S 5 a0 Gl 5l Djsedy F i PIOjg 45T oo o
mls cwl goe [+ 0] o5l o Proj clale a5 Jbs o
SaiSlyy sl loges wiglite G0l (55, 50 Lo slaisles]
5o a8 el cpl 51 AL el cplassls las v 1) SLLSS
o551 bl ity bapliee 51 5ol ol baaigad 51 (g b
Sy Slae p GeedS ladiged (pl 3 ailazd S8
L S,n BB ojlaily sleacsess adsi coge 0ad) K01

YV JPNCHPRES JUPS ST AP

I g‘rmo»m + + +
‘ ; - “ +
+ 0 -+
?? o o
AR 2 u‘ R
+* e e 4
0 o+ + + 4
0. o ‘+ , ' :’ K ah I o g
.0z $° B UN 1 - * &%
+ R T A 4
P T -, 4
+ +

D PO AR PR R R

0.6 + 3’3#4 e
::, - 3’* S
o 5 & ke
e
3 Wl e
20.4¢

0.2

0.2 0.4 0.6 0.8 1
Projection(d)

Projo Julas ;o Proje (SoauSTy loges (V) JS&

Lo T ansl cclale s oo BB oglis jslaceay
&=le o el ool oolatwl Proji sly (s 5 iom Cogas algs
a5 oo ool Llozul sasl 10 5l altes o Jliioe Cygie
Ol S s a,,St; WS oo S 5 508G L 1, Projg ¢ Projq
85t el Sl 5 el 25 2l PO (55, 52 9l
o=l ooz 9ns S () Jsoz asiwn JBTPIO; o2
(V) Jgoz 50 (@) d5—2g0 ,olic aas o L |y aclsd
Lo o (Uif) Gy itie (slomays st dlons pslatony

5555 o e 355 o 55 (536 Blaie > AND Shae

Zi5:1 Z?:1 Ujj. Qjj
i5:1 Z?=1uij

&9 el ) 5 el T O jgots g Wi calally () jo a5

g oo a38,5 (La3 15 Projg g Projy cogac

Projection = (\Y)

w;je ui(Proj).u;(Projq) (10)

P oy e jlitel g gl welsd (V) Jguar

Deu o 0010 Cyguae

YU o sadosls lis Hab Jlsl Jow el 5l eolaiwl b
5 Conad i e aSL M (A) cadplés] o i lSes

e lacie ol W BL A S D aS S g0,0 08,5 0 patin
Oty ol 035 0 @ sladesora ) ples Jloizl go Jol>
ez a=ley ol slas ooy lii My (D) a5 ol Joe
pae gosasylasime (PN) .cusl cuS 5 Jl 50 (b))
s M (P,N) goomme .ol Slanlive yliabl Cobls jo Cala
shtel Ll plesl azs o IS lawbl pas casasylis m(D)
J,3mE (PN) + mg (P) + me (@) 5 Mk (P) o3 oy oo
& y9modny el CollB 5 (salplesl) pu jlinl 0,5 o

my(P)

I 7 A
reliability O

Projection =

reliability = 1 — (ms(®) + ms(P,N)) (Y)

631 Flccw! p (o Cuoyd g Cobld CuS 5 Y-0-Y-Y
e Jobo b BeS e Jow slo s Sl plaS 2 sl
Projg ¢ Proji e jLaial g0 058 gl y5uinl puuss Lol S
9 Sl e Job L S5 Lo Joo slagm iy olol 2
Aoboe plasl s Lisae o 4 0SC 5 P Coogas
aS oleaSi ) ey el o aws e Lis Proji(h)
o Baa N e Jlisl az 4 wiloads &8y alemd g0
aS aed o plaisl gl h e ay 03—, 8]
ale> gam Baa N e a5 ol Jlasl cpl sosms ylas
= 00l i DYLazzl o 5 4 Py() 9 Pi() wsS 5,8 all
dSC 5 tip corogaz 99 sl ite Jsbo b Bs5 )l Joo (bl
O o N Gl a5 glasiiss 5 N(D) oS (08 (e .05
38 o, ILa ] 6L—‘°L§ﬁ.;\g%ﬁ:-i 3 Glacgazma E(N) g0 ks 1,8
=5 daly,y 4 axg5 L Projg 5 Proji & ygecmle b N gl

Proj.(h) = P,(N(h))

Projq(h) = P, Py (i) (")
i€E(h)

glul slaabls 51 L Projg(h) ¢ Proji(h) <uS 5 !y

pLeol (sl 923,08 (sl g 5| (Ko o @S oo oliul (5315
33135 o0 Sl Sl Jelon ol 4y 9 Wgd oo Cgmae 03l
Lo 555 5 (Slhew 13))0 0929 (5318 SVl i £95 90
Sz ) oS oo ooliial 950 (B 51 5515 cnl o
el ey g9 sl alebs ol S (o0 oo |y (295 el
Sl gl aslgd 5 lasgys 09,5 656 cox cupas s



Yo OLSes 5 slolas  slass ay,8 1651 Flocuwl g 5ol JUE! Jow o S glals pouds (6 ol OHlos s
Y 3G o b o (552 S5 (F) Jouir _ Projq : :
Projq lowl | low2 | low3 | medium | high
- - - low ol -IY -If - I8 < IA
LT mleo ()0 al> 50 -
medium Al -/f .18 <A Ve
VAT, VPALNY 10,77, VY ) -
high -If .18 <IN < IA Ve
VAT, VPALNY YYV,YY,Y oY) F- Y
VAT, VPALNY YYAAY,F£,) Y 1639,5 gdaw Hlog—ai 3l oslaiwl Ly asley oo (S guls
VATNPAY P VATAZANY ¥ IP exposure L le a>b ;o phaws a5 0050 sols lis >g,5
VAY,VEALY A VAT, VPANY 0 . e e a NIRRT
J_Jﬁ)h_i_‘). ‘al{-&—ﬁﬁ)‘ o ‘_,.,.:alf 9 l}bddj)j uL#A ﬁl.o..: )9JGMAA
VAY,VPALY,A VAT, VPANY 2 o Lol s YL L
7_14; S - 25 IO e S
YAT,VAY,)A VA,V PAN Y v OB 0 b Sl Ayl Vs e b 50
VAT, PAE,YY VAT, PAY VA A Ol Gy & SIS )5 e 0 )ISAT (sla g
VAV, PAS WY VA,V PAEYY q 23,5 oo e a8 5
VAY,VPALY A IEARTIWARE Ve

ol b s b e (55l 5 (F) Jgor

S ooyl ozl (0531 >y
JAY,15,) ¥ LAY VY )
YAT,1EA ¥ YEVYYY Y, F- Y
EARK: VYAAY,F5.,2) Y
VAY,NFAY VAY,NAN Y ¥
VAY,VFAY VAT PALN Y 5
JAY,1EAY A VA,V EAN Y P
YAY,\AFYD 1AY,1FAY A v
VAT,V FAF N5 1AY,)FAY A A
VAT,V ALY 1AY,)FAY A %
VAT, A0, VAY)PALYY P
JAT,V A ¥+ VAY,VEAYY X
VAT,V A VA,V PAEF- X
YATVAYNY VAY,VEAYY X
VAT, ALY VAT,V PAS0 r

Shasee el )l b alos (55,0 S5 (D) Jgu=

Sy ol oo 00 > o
VAYSAL Y 1.0,Y7), VY \
VAYAFANE | YPVYTLYAYE Y
VAYNFAYY VAYNSAL Y Y
VAYPAEY VAYFAYA ¥
VAYFASN Y VAT PAEY- 5
JAYIFAY.A VAYNFASNY 5

Gyl bl 1 oa b gjlwand Ol 4 azgs b

099y 90 3l plaS e 0, Sloc (0 5 YoF) sloJgos jo e
L des gl co)d g el oS 5 L g S S s

Ol lal 0505 oo )8 (25,1 9550 Dslite sla el iy

ol @ 9 ol vy98l g 3Lwaneds ¥
il slog )l 5l goleidn ilone silodnd ln
ez 6 Sy 5l gy s ) sl o0 o3l alos
u)‘—a? 6[—b)l_ﬁﬂw )Q ;YSAM w‘ A% Jl?u‘ a0 ‘J“""
sl el 5l So Qb cuz )5 Lanly 5l e
Gilwand 6,5 Lavly «(A) UKo 50 058 o0 oolaiu] alos>
15l e ol glp a5 b, cin asens jloans 4 by e
..\.H.S‘SA = LQJ'LA‘)lJ u.\‘ ..\J‘SA ounlie |) M‘oé;oéu@‘
Pt 085 pre Sl 99 S ileant ) p2les 18, 6
5 s ma? WS ls Sg>g (6 ulw O (sl jluard
alo> SO 85U maw ol O €00 iske e
S el (e 2,30l6S 51wzl Byl e sazaoLis
55 ades Ky S oo OBl Gus Ghiee 0w sl b
A ey Gl €8Il 1eS 5l aS canl 5 S5 S
alox> (690, aigad 90 «(F g 1) Jgaz 10 098 oolatwl waids
it S oo odlive (rol 9 Vb b mhaw b e 4 |,
50 plge a5 Cel gabg0 il saimolid e S (0
35 Sl Sl az lEel (See (Gb 3 4 dms) e
u_>| )" 6)‘9)—,"’)-0{.' 4 e glacadled Lol caisls 03,5 oolazul
L ados (g9, S (0) Jouzr aslonis i bagyljee

aes oo slid 1) e el )l

Setup Automatic Attack @ (=] @

Setup Automatic Attack

Attack Name: |Auto Aftack 1
Efficiency: 0.6 Stealth: |09 Skill: [1.0
Target: %192.168.3.4 - Goal Type: |Dos ..

Use Total Attack Time:

® Use Average Step Time: 5
Start Time for Attack: 1
Save Attack | | Cancel Help




WA Lol Yo lods ‘,.,..,Ju‘“d/w&%ju" iy — soke Al vs
- e

Gonliw ol 59 g el sutioolial (0) Joux alo> 593 Len
S P gy b Sl ¥ 5 ¥l e (e slaplS ale>
eloles 53 636 plurul sballs 5 e S 5 okl
Lol 09 oo s B olS el a0 g S (5ol
Dlos o5 D 5 F Uole 4o Tame ¥ oabge 5l e
Pelioe Pt ped 85 ol wale sl g oo glulis

5t JUE! Jow ulol p Zeop g collB S5 @
By sl Jseme S 5o Yo 8b mhaw b oMo il
sl olaws b o obeaSis sl wiysSI cnl Ll soaal oYL
S I yo S oo Joo e Ss slagan S 5 ol
gy 3,5hee Wt il crge Gl 5 s b Sl
2050 638 glinl glaaible i cusyd g bl oS
sgb JU! Jaeo ol Cuojd g Sl oS5 g, 09
22 slaplieme dles as) By, cnl 5o el Dgline |2
bolme plo sad, ol coge (2l sl
2o sd g Sl S g, slaca e 5l cnlple 0095 oo
Moz 355 pl 5t cos a5 cl 5ol JWS! Joe (el
Dedeas Sl jlo g 05 e 18 (b r‘-’l‘ k)
o9k JUESH Joe bl o8 g Colil oS 5 gy oS
2o g Sebl cuS S ) 4 Al aldse SMes o
el 536 gl sbaatals

G5z -0
6yl e o (gly Az (s loms alis ol 4o
8 e b gyl 5 el Cony jf ol e
9= sleea ] fles b san] slacirsdy pusd 4 oS
390 S lona o 3 55 55k b (slaeais] (pl 5l s
32T 02,65 (s5lse szl b el @38 )5 518 31 L5 )
U O O I SY SRS | IS PR UEH JOWES)
Al adll lebl Gl laie S 00l SG g A8 S50
Loy a3 (09 pliwebl Sl sliel (bl 2 b eds
ailoads oS 5 8l s 5l ool Glive (slaay b 5l oolaswl
aalol 5 alesls 4l 1) 6 i Ky ales Cornds 51 6205 5
9 &0 Ao (St 50 e S8 Rl 4 Sbows ¢l
bl oy sledilie oS 5 4 ales i Glaal 80
Skl oS 5 Coenl Jodoay ol il cod 5 )8, s
Ol o ) cnl yo ples JU8, 5 Cos aled jo )i g
@S Wload <S5 55k Jow 5 558 () 99 b ol adlse 90
JEl oo ool 2 s b 5 okl S 5 a5 sl o0l L

ot S C80 Glies oy Sln ]y 055 02,58l Lo sz g
s sladilolw Lol Bun 00,5 |2l aloa> g0 dade
Slaal 5l eaigaues, Cowimd So adl)l gl S
et |y ales (gom Ban lids a5 ol sloay oadpass
a Jletzl aopo b w5l (bl (s sl el oS
JB oy So ) oadddly ale> 3590 Gl (lp el Zas
[lower, o3y &jg0d dlis ol )0 mls oS o) ale>
Sleadgama i, o3l caimo il a5 598 oo e upper]
Iy el 08,5 S Bun a5 (g3Liel los a5 ol sl lisee
ilos S s
O9d 9 S 5 Sl el b e o 85 e () Jou

[l <$L°“-‘U}" =~5)’

Sus 4l S5 g9
High Eff Medium Eff Low Eff
[59%,79%] [55%,77%)] [54%,74%] | ,sb Jlsl Jow
[85%,88%)] [84%,88%)] [81%,84%)] 30
[35%,48%)] [34%,58%)] [31%,54%)] S 5 e

LR e EEPNIWE LA NN RPN S A (A) g PR ES
Ol @S b el el s sloadlge S 5 g 9 S 5
oS SIS o 3 Ol ey G s 4l i
Slp p2ler S0 g Sl s U S S .
b dlax o 5 a0 Jae 5o sl Yo b L 3>
Sy90 VAV NFAY A saie 4 a5 (F) Joo mb 3G plans
5 bl oS5 iy, b 4SO 00 paed o5 0,5 o
W de 5950 Jole o ol glinul sbaablls 5 o s
o 4 pladl (2lps O al>jo jo S oo 8l aday VY
30 el 03,5 S8 ] @ )L._e oS el 00,5 Slijae 4y daxe
RO KR KRS N 5 URPUSIVR GRS
5318 i 1) 093 ales e (S 35a VAV, VPAFX aSd
5o 0loylE Gaa VAVNPAYX oSl jo 1) 6,50 b
00,5 ladSiln; ;0 S0k 4 pldl p2lee AV 5 Ve ol
Ol ol dade a5 VAYNFALX 5 1AV, 1PAYX) col
S 5l pzlee OV al>e 3 s 35290 el
S ol iz o a5 cul 00,5 colaiul duate lsieq
50 ass] oal atily axg .l 00,g] Cawsas 1) ol S
(a5l (g0l b @ ale>) amd o0 &) (398 Ol5e
53,5 o0 235k (Rl Ay g alex 58] HadeS i ge
gl slaalbs (e Caop g bl oS5 h9)
50 (a2 asis |y ales dds dade U cend 08 558

)‘ e e 6‘ﬁ djl-é "‘-*S)" P e b)) g;’li))‘



Yy OLSes 5 slolas  slass ay,8 1651 Flocuwl g 5ol JUE! Jow o S glals pouds (6 ol OHlos s

Maryland, USA), 1989.

[8] S. Vidalis and A. Jones, “Using vulnerability trees for
decision making in threat assessment,” tech. rep. University
of Glamorgan, School of Computing, Wales, UK, June
2003.

[9]1 C. Phillips and L. P. Swiler, “A graph-based system for
network-vulnerability analysis,” in Proceed-ings of the 1998
workshop for new security paradigms, pp. 71-79, (New
York, NY, USA), 1998.

[10] F. Valeur, G. Vigna, C. Kruegel, and R. A. Kemmerer,
“Comprehensive approach to intrusion detection alert
correlation,” IEEE Transactions on Dependable and Secure
Computing, vol. 1, no. 3, pp. 146-169, 2004.

[11] P. Porras, M. Fong, and A. Valdes, “A mission impact based
approach to infosec alarm correlation,” in Recent Advances
in Intrusion Detection, 5™ International Symposium, RAID
2002. Proceedings (Lecture Notes in Computer Science Vo.
2516), pp. 95 — 114, (Zurich, Switzerland), 2002.

[12] J. A. Brian, “Virtual Terrain Assisted Impact Assessment
for Cyber Attacks,” Rochester, New York, July 2007.

[13] S. H. Chien and C. S. Ho, “A Novel Threat Prediction
Framework for Network Security,” in Advances in
Information  Technology and Industry Applications,
Springer, pp. 1-9, 2012.

[14] J. Holsopple, S. J. Yang, and M. Sudit, “TANDI: threat
assessment of network data and information, presented at
the Defense and Security Symposium, p. 62420, 2006.

[15] C. Cipriano, A. Zand, A. Houmansadr, C. Kruegel, and G.
Vigna, “Nexat: A history-based approach to predict attacker
actions,” presented at the Proceedings of the 27th Annual
Computer Security Applications Conference, pp. 383-392,
2011.

[16] Z. Li, J. Lei, L. Wang, and D. Li, “A data mining approach
to generating network attack graph for intrusion prediction,
presented at the Fuzzy Systems and Knowledge Discovery,
Fourth International Conference on FSKD 2007, vol. 4, pp.
307-311, 2007.

[17] P.Liu, W. Zang, and M. Yu, “Incentive based modeling and
inference of attacker intent,” objectives and strategies, ACM
Trans. Inf. Syst. Secur. TISSEC, vol. 8, no. 1, pp. 78-118,
2005.

[18] K. Tang, M. Zhao, and M. Zhou, “Cyber Insider Threats
Situation Awareness Using Game Theory and Information
Fusion based User Behavior Predicting Algorithm, J. Inf.
Comput. Sci. vol. 8, no. 3, pp. 529-545, 2011.

[19] F. Gao, J. Sun, and Z. Wei, “The prediction role of hidden
markov model in intrusion detection,” presented at the
Electrical and Computer Engineering, IEEE CCECE 2003,
vol. 2, pp. 893-896, 2003.

[20] D. Man, Y. Wang, Y. Wu, and W. Wang, “A combined
prediction method for network security situation,”
International Conference on presented at the Computational
Intelligence and Software Engineering (CiSE), pp. 1-4,
2010.

[21] S.J. Yang, A. Stotz, J. Holsopple, M. Sudit, and M. Kuhl,
“High level information fusion for tracking and projection
of multistage cyber-attacks, Inf. Fusion, vol. 10, no. 1, pp.
107-121, 2009.

[22] D. S. Fava, S. R. Byers, and S. J. Yang, “Projecting cyber
attacks through variable-length markov models, Inf.
Forensics Secur. IEEE Trans. On, vol. 3, no. 3, pp. 359-369,
2008.

Sl Jgeme cl> 0 YU 150 mhaws b Mo plys 50 50

GialS Crge ol il e b odles a5 cadl J> o o]
oo g Cnhl S 5 gy 9)90 3 05 (o0 531 gl
o=l cplpegdle .l Sglaie 1zl (ol JWal Jow bl 5
Sy Al slagSl 5l as e gly a5 mopw, A
9 Sl oS 5 ) wlibte Slex b Loy ol g oo

9 bl oS5 g, 5l Wls oo (650 gl (pie Zeo B
u_:‘ )j‘ l_a 9 IS eolazwl )jl_: JLn:ul J..\A uAJlMJ‘ » M)B

oS el 1) s Tsase ol 850 Gl ool

9 LS)L"-"“ u-l‘ @‘)U R o.\_l.J 61—“)1—( )| é
ad> o ;2 3 g5k Slap )5l o oad By sla el
Loty ]| sl gy slalSols 5l oslial b alax

e wS g eail g (ad slacua sy Sl bl 6y
il o] zslae Jilas 5 aiilsi oo g sob slaps 55

&l =%

[1] K. Dadashtabar, A. J. Rashidi and H. Shirazi, “ A new
pattern for improvment of situation awareness beasd
on information fusion,” 6'th National conference in
electronic warfare, 2014.( in persian)

[2] K. Dadashtabar, A. J. Rashidi, and H. Shirazi, “A new
model for projection of multi stage cyber attack,” 2'th
National symposium in cyber defence, 2015. (in
persian)

[3] K. Dadashtabar, A. J. Rashidi, and H. Shirazi, “a new
architecture for impact projection of cyber attacks
based on high level information fusion in cyber
command and control,” journal of electronical &
cyber defence, vol. 2, no. 4, 2015, no. 8, (in persian)

[4] X. Qin and W. Lee, “Discovering novel attack strategies
from INFOSEC alerts, in Data Warehousing and Data
Mining Techniques for Cyber Security, Springer, pp.
109-157, 2007.

[5] J. Wu, L. Yin, and Y. Guo, “Cyber-attacks prediction model
based on Bayesian network, presented at the Proceedings of
the 2012 IEEE 18" International Conference on Parallel and
Distributed Systems, pp. 730-731, 2012.

[6] U. Lindgvist and E. Jonsson, “How to systematically
classify computer security intrusions,” in Proceedings of the
IEEE Symposium on Security and Privacy, pp. 154-163,
(Oakland, CA, USA), 1997.

[7] P.G. Neumann and D. B. Parker, “A summary of computer
misuse techniques,” in Proceedings of the 12th National
Computer Security Conference, pp. 396-407, (Baltimore,



WA Lol Yo ylod pgms JUo o d/u,M;"u " g}y — sale alzo YA
- ” o

(23]

[24]

[25]

J. Holsopple, J. Yang, and M. Sudit, “TANDI: Threat
assessment of network data and information,” in
Proceedings of SPIE, Defense and Security Symposium,
vol. 6242, pp. 114-129, April 2006.

D. Fava, J. Holsopple, S. J. Yang, and B. Argauer, “Terrain
and behavior modeling for projecting multistage cyber
attacks,” 10th International Conference in Information
Fusion, pp. 1-7, 2007.

J. Holsopple and S. Yang, “FuSIA: Future situation and
impact awareness,” in Proceedings of 11" International
Conference on Information Fusion, pp. 1-8, 2008.



Journal Of Electronical & Cyber Defence
2 Vol. 3, No. 2, 2015, Serial No. 10

Projection of Muli Stage Cyber Attack Based on Belief Model and Fuzzy
Inference

A. J. Rashidi, K. Dadashtabar Ahmadi, F. Samsami Khodadad "

Amol new University of Technology
(Received: 20/03/2015, Accepted: 01/09/2015)

ABSTRACT

Determination of plausible future of ungoing cyber attacks enables the security analyst to make the
best defense decisions based on achieved plausibility level. To achive the plausibility level of a
situation, situational estimation and high level information fusion are used. In high level information
fusion, for situation awareness of future and impact assessment of cyber attacks four componnets of
projecting, behaviour, capability, opportunity and intent are used.

Almost all of the models used for projecting multi stage cyber attacks assuming the four
components independent from each other to simplify the implementation. Thus, they ignored the
impact of the components on each other and their combination ability in projecting multi stage cyber
attacks.In this paper, we have presented a scheme based on belif model and fuzzy inference. Finally,
the scheme has been evaluated using valid dataset, high stealth attacks and high impact and low
impact attacks. The simulation results for the defined scenarios show accuracy increasy in projecting
multi-stage cyber attacks.
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