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1- Bulletin board
2 -Elliptic curve algorithm
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1- Rivest Shamir Adleman

5 Jool aslol jo as ol ouls )l (g iSUl (6,5 6l il
Estse (b gy Ll 4 1) (S i8Il (6,5 6, bl
- plodiee (Byne

g 35S (6 S 6y ol 1 -9

g Siel 4y (Suig S (55 T, Sliles ol sl
sl grbe (el slajls s (red 4l 5ls (2L
(g (a5 ) il Gy b 5l Ss SIS s,
055 (e S 50 g (092 Sleiel BB (6 p 3y DLl ¢ SSle o
0% Sz sl STy By e el wiz iSu ol o
20 s pog Jol g 0 5 4 65T, slaailols

i gl JSls) Sk 5l ool U 1o g s
o0 4l 2 (6513550, 5 (WS (o0 Joe (plulid &5 wiile

o,.fb_n ﬁlqdl o..\.:.:bod‘l) Cogd Al ‘S yam f"" d)lf.i}a)

J> BB JSie ol ool ol 5l eolisl b :fyT  Sile yxo

oals olLSL 5l ol bl ools oL aS & g0 s ol
e pls ‘o.\_;_ngT) ools LgT) L osb los o_x_;.ngT)
oL o (sl L 5 99 sed 0olin 3 gl (5T, ol oy cass
5550 clbogls (gl,T ojlads 4y (S5 g oads il Ll eol
o3ls oLl ol 5 s, loy bl b Lias ol aalys aslsl
B S e Sl g 03ged Joe d dn G il

g ylg>

30 =2 g S 50 v oaliosls LgT) ol 6 P, SI
Aled SIS 0g5 (1) wilsis sasms (gl, b ogd cud ool oL

03l oL 4o 5 JKls o LgT) b L 8l HIySS pue

o gl wiles ad pgo Jb sl )8

5 =S Os s (sl 4 bg e slaodls ploi iamoled
2 g bl 2 0ol oL ST ai pp daie 4 Wb culS
A olymy AogS (Sas; Jore jl pand e g aBL ez 0
5 a8l o Bl a8 oS el aline 5 i ool oSl
Sy didleS> diato a5 Jlojl slaosls ples

L ol s, a5 conl pie w90 S5 (6l 1y liodo! sl
iles dilo e duato 4 i,
Sy ol S 0,58 s jsam il el
oolaiwl 89, g olacel sl ol o aS (g ygar &1L piace
L oemiibe 5 sl il B oyl gt Lass L5 a5 oo

) alis ool (g g0 oo anseids | oyl wilgs sod l580e 5



" oy S 9.6, e Jgm o g9 v (§HIN 0y cawbin (Sgnd v P! b Ao &g o gy S

ahili 3,5 wlpgd g 2o Sldas piy yo5dl —V-)-Y

el sladads o5 plonl (ol o labinl (29, SO
o) g sl [V] gz po 53" el (59,5 plgo 5 gz Slilac
Juisl cwly & o Tk sl (ales )0 ey e o255
o 5 cielise abis Slas Sy b o (gl g o o0l
WQW&QTJQJQB@L&AMQW\&&&\ S
sobas ceun 6l y “Ssil?‘;—‘ 3ol o 098 oo ploil alais
oo So lp Slbee JS i)l So C N2 bwgia K sae
Lol goz N2 g 5,5 aclas Nl JolS glakass

s e e

@b e gl Loy, (sl 5l 500 (o
oy 45 gy ol bl 65l Gy, Q= KPS|
ASad 50 [A] 0g-i oo 0aueli 35 8 Saez g 0,5 aclas

ol oas ool las Jd
INPUT: k € [1,n — 1]; P € E GF(2");

OUTPUT: Q = kP;

,Q < o;

Fori= oton—1do
If k; = 1then

Q « Q+P;

P < 2P;

Return Q
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2- Double and add
3- Binary

Sodus p Yl G o b bd o a5 Y

» ool e & wtes Slles (gilausSan 5 050

SlopwgSan 4z ST aiS (o0 Spae Sy o K
Sl S Lel 018 55 0yl 4 S (55005 o g abadl>
SLo o den (gl 3 (55, Aol cnlio Slatie Sl L a5
oro Slapi oSl g 09l eslitul Lo meSae SG 5l e I

A 4 Y
X
o Yy Y] e

Syan o )50, Hge S (Sl deds b (V) S8

0 )50, si9e S (ol alidis (b (V) S50 50
s aw 4y 2hb a8 pled el oals ools (lis ggan
Olowe by Slawlrs Oldas 4w 0l mlaw ol ool pands
Sldae v ol oS5 5l eolatnl b sams oo plis 1) ol
gh Sliles Glssioe GilomsSan 5 0po iper S aly
olo plol |y alas 0,5 caclian ¢ adadi pax> Sllas Jay pgo
o Dldos (6 LSS50, pimm ;o Oldos Lol aia Ll
I7 5 0] o,ls 13 mhaw 3 5YL jo oS Conl adails

OS (o0 drmlme | KP & jle dlai 0 o (slaety ;55|

Ss—an ¢> $59) SMbEP 5 ol momo Cute sae Su koS
L ogmos 0lS (6 S50, S anly IS0 Slides ol e
Al gilwosly (sl ams oo lii 1) sgan o> 5l eolatul
o 6,50, ples L ECC 5 &5 slael JISCul oo
plosl e Gaal38l jslarean A an ol g 5l s pan
ool corle 2alS 5 5, ae oy (2ol (bl
eSS el ol an a g Lol e colail (538l s

Ll Gy Sldos (gaau o ;0 Sldes (p 5 poke;

@ o Oldos glp @) s, (S V-

soban 1y oS L5 ool al )l slapi )6l (55 i) o
oS 50 90 Jlez!

1- Elliptic curve cryptoghraphy



IWAYF 30l Yo,lad cpamw Jlw o “ d/’b}m”) " FadgR — (oole alxo \Y
" [}

to compute p' = kpartmod 6;

2.Use algorithm 2 (in appendix)

-1
to compute TNAFw(p") = Z w; T

i=0
3.ForueU={135,..,2" 1t —1},let Qu « oo
4. Fori=1—1to0do

41.1f ui # 0 then

Let u satisfy au = ui or a_, = —u;;
Ifu>0thenQu < Qu+P;

ElseQ—u « Q—u—P;

42.P « tP;

5.Compute Q « Q + Z uiQu ;

ueu

6. Return Q;
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2n-1 .
A= Z al-ZL =
i=0
n-1 . n-1 .
2" (Z Qin 21)+Z a;2! = AH2" + AL (1)
i=0 i=0
2n-1 .
B = Z bi2‘ =
i=0
n-1 i n-1 .
Zn (Z bi+n 21)+Z bi2‘ = BH2n+BL
i=0 i=0

bl pj Oygod Olye |, C=AB o Lol 500!
N

C = AB = (A"2" + AY)(B"2" + BY)
= 2""(A"B") +2"(A"B" + A'B") + A'B"

= 22" (AR BH) 4+ 2"[(A" + AY)(B® + BY)

— AHBH — ALBL] 4 ALBL
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INPUT: k € [1,n — 1]in NAF; P € E GF(2");

OUTPUT: Q = kP;

,Q < o

Fori= nto0do

Q< 2Q;

If ki = 1then

Q< Q+h

Elseif ki = —1then

Q< 0Q-h

Return Q;
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INPUT:w; k € [1,n—1]; P € GF(2™);
OUTPUT: Q = kP;
1.Use algorithm 1(in appendix)

1- Non Adjacent Form
2-ChanYinetal.
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C'() = A()BX)
(S oolw Lg‘d.Lo}w )“ oolawl b u,.,.a:lf 4.1.'>).a .

C(x) = C'(x) mod P(x) alasl, L P(x)

Jlegladeraiz oy alspe )5 okt LSl o

ol aSars lhe [A] fodl - Ly lS 5,00 sarSe o
sl 00 oolazwl

nput: A,B € (GF(2™);

output: C = AB;

K =|log,m |;

D =m -2k

If d = 0 Jsil

C = AB;

Else

Fori=otod—1do

Parallel begin

MAi = A} + A¥;

MBi = Bf + Bf;

Parallel end

End for

Parallel begin

Mul(C*, AY, B);

Mul(CH, A", BH);

Mul(M,MA, MB);

Parallel end

Fori=otod—1do

Mi = Mi — Ci* — Ci"

End for

Fori=otod—1do

Coeriy = Cieriy + Mi;

End for

Endif

Return C;
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ABSTRACT

Elliptic curve cryptography system due to the short key length and high level of security is most
important encryption system for use in electronic voting. The problem with this system is a lot of
computation time due to the complexity of computational operations on elliptic curve is over. Multiplication
of elliptic curve cryptography system is time consuming operations that about 85% of the time spent
implementing the encryption algorithm stems. Hence, we propose an optimal method to reduce the cost of
providing time of multiplication operations. The proposed method improved in two main parts, the parts of
the control and computing encryption algorithm, has the good performance. The result of evaluation and
comparison of the proposed method with some conserned algorithms, shows that this method compared to
other algorithms, is faster and very good performance.
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