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Algorithm2. Recommendation Trust (e;,g;) ’ O T 00 Se0TSS 97 O T

1:  Input: a trustor e;; a trustee e; number of recommendation AT L cwlite Gl laol olaai VY Loz )0 5 050 o
t;arTs;ct.lon in each context and all time bettween e;,ej; AT ; s a5l YA B VA Lighas 5l s 95,5 oo drmslone
2:  Output: recommendation trust value between e;g; ol Wl AT ;2 )5 Sl azdny )U b cewlite (3390 SDLoles
A Beglrflor each context.c. do Oles s olael Jlade YO U Y. bghas coles ;o 058 o0
Lz
5 Begin Wlai oo dnloee Vg £ Lalgy b sillas 1) Cuoem g0 90
6: if ei=e; then
r r2[€,6]=0 B 5 €1 Cudszse 53 s s oleiel abal) w2551 (1) s 555!
8 s.[e,6]=0 j 9 B =209 90 99 O e SR ST NN o]
9: for all time.t do Algorithm1. Direct Trust (ej,ej)
10: begin 1: Input: a trustor e; ; a trustee e; ; number of direct transaction in
11: RT[ei €, Cat]=1 each context and all time between eje; AT ;& ; g ;co,
12: end for g bOut_put: direct trust value between e;,e;
13: else . 4: eglnfor each context. ¢, do
14: for t=1 to present time.t do 5: begin
15: Begin 6: if ei=ej then
16 r.[ene]=Ti[ee.Cort] +r.[ene]] ; PZEEi’ej}zg Z numger oI?u_?cess_futl inti_ractions
. a1=Tle o e : q.[ei,ej]=0 // number of failure interactions
g ;Zf[e“ej] To[eig;Co t]+s [eie] o: DTI[ei.6},C.t]=1 // Direct trust value
: endtor 10: else
19: t=t, 11: for t=1 to present time.t do
20: Calculate the number of timescales ¢ according to 12: begin
AT 13: P.[eieil=Toleiej, Cz2,t]+P2[eie]]
) _ 14: 0z[eie]=Tolei e, Cz t]+azleiei]
2L be N t 15: end for
22: while c>=0 do 16: t=t,
23: begin 17: Calculate the number of timescales ¢ according to AT
24: tSc1=tpe- AT 18: tpe=t
. Cl_pc 19: while c>= 0 do
25: tpe-1=tSca 20: begin
26: for 't:tsc,l to tpc do 21 tsc1=tpe- AT
27: begin 22: tPc1=tSc-1
28: 23: for t=ts.; to tp. do
P(AT, )z[eie]=Tp[eie;c.t]+ P(AT, 24: begin
25:
)z[eig] P(AT, )z[eie]=Tp[eiej.c..t]+ P( AT, )z[eigj]
29: end for . 26: end for
30: Calculate the recommendation successful 27: Calculate the successful interaction rate based on
interaction rate based on historical successful historical successful interaction by relation 5.
interaction by relation 5. 28: c-
31: c 29: end while
) i 30: if p[eiel+a.[eie] <= co, then
gg (e:”? Wlht”e 5 et ust | g% | Calculate Direct trust value by relation (7)
: alculate ecommendation  trust  value : else
according to relation (11) 34: C_alculate Direct trust value by relation (6)
34: end if > it
35: end for 37! end for
36: end 38: end
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Algorithm3. InDirect Trust (ej,e;)

1: Input: a trustor e ; atrustee e; number of trust chain and
number of recommenders in each trust chain

2:  Output: indirect trust value between e;,e;
3: begin
4: for each context.c, do
5: begin
6: for each trust chin.j do
7 begin
8: if number of recommender == 0 then
9: Direct Trust (e;,g;)
10: else
11: Calculate indirect trust value in each trust chain
between ei and ej by relation (15)
12: end if
13: Calculate indirect trust value in all trust chain
between ei and ej by relation (16)
14: end for
15: end for
16: end
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ABSTRACT

Trust brings a novel means to improve the security and enable interoperability of current heterogeneous
independent cloud platforms. In fact, trust is the most complex relationship among entities, because it is
extremely subjective, context-dependant, non-symmetric, uncertain, partially transitive, and difficult to
evaluate and establish. In the cloud environment, however, entities potentiallyinitiate transactions with
each other without having had prior contacts. However, there is no special trust evaluation model for a
cloud computing environment. This paper, presents a trust model based on fuzzy logic and fuzzy
mathematics in cloud computing environment according to success and failure interaction between
cloud entities based on the properties and semantics of trust. To compute trust in cloud systems, an algo-
rithm based on proposed model is given and also, we designed the proposed moded with petri net. Simula-
tion results show that the proposed model has some identification and containment capability in synergies
cheating, malicious entities identification, promotes interaction between entities, and improves the perfor-
mance of the entire cloud environment.

Keywords: Direct Trust, Recommendation Trust, Security, Cloud Computing, Trust Models, Fuzzy Logic.
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