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9- Peer to Peer
10 -Servant
11 -Client

1-Spam

2 -ISP(Internet service Provider)
3-Zhu

4-Anomaly - Based

5-Mining - Based

6 -Shin

7 -lm

8-DDoS
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1 -Apriori algorithm

2 -Stream

3 -multi-level ensemble classifier

4 -Concept — drifting data streaming
5 -Internet relay chat
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5- Rajab at al.

1 - Freiling

2- Reactive

3- Proactive
4-DDoS
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ABSTRACT

Botnets have recently been identified as one of the most important and emerging threats to the security
with hundreds of millions of computers compromised and infected in cyber space. Botnets are a network of
compromised hosts or bots that are under the control of an attacker. They are considered as a primary
root-cause for most of the attacks and fraudulent activities on the Internet, such as distributed denial of
service (DDoS) attacks, phishing, spamming, information theft, and so on. Some studies show that about
between 16 to 25 percent of computers which are connected to the internet all over the world are infected
by bots and controlled by attackers. This pape, discusses in detail about Botnet and related research
including Botnet evolution, life-cycle, command and control models, communication protocols, Botnet
detection methods, Botnet mechanisms and their models, possible attacks performed by various types of

Botnet. This paper also discusses the prominent research problems that have remained open and could be
continued by researches.
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