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ABSTRACT

In this paper, we consider the Time-Memory-Trade-Off (TMTO) method for analysis of block ciphers
and related methods. Also, we discuss some subjects including coverage in the Hellman chains, collision in
chains, cycles and rings that create a block cipher function. Hellman method is analyzed by a random
graph. The random graph is made of a function block cipher, which is applied to extract non-collision
chains, cycles and rings. According to the unique modes and features available in the random graph, a new
method for extraction of cycles and rings in the random graph entitled dgility of graph'is offered. This meth-
od extracts the cycles and rings of the lock cipher function as easily and at a very low cost. The obtained
cycles and rings are used for generating non-collision chains in the block ciphers that they make a complete
coverage of block ciphers in the TMTO method .
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