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1- Log
2- Measuring From the Network Level
3- Measuring From The Application Level
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ABSTRACT

Monitoring of attacks carried out by botnets still has challenges of uncertainty during the attack. In this
study, we have proposed a methodology in which a Botnet sends some number of packets towards the hosts
under its control (vicarious) across their network. Then, we can estimate the power of a botnet by data fu-
sion. The existence of defensive filtering (local and regional), failure of sensors and packet loss cause faulty
estimation. Thus, using the OMNET simulator, the proposed,model was tested with three scenarios and
maximum-minimum and average voting procedures were used for data fusion. And the results were com-
pared and evaluated using the Euclidean method which they showed that the Min-Max method is 95% accu-
rate in such conditions. The above-mentioned experiment on the Internet environment showed that by utiliz-
ing labeled packets, the accuracy of 96 % is obtained.
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