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Duration
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Protocol-type

Ceol oais gt S 518 5l g 098 g0 (st bl plas] 5l asy a5 (|CMP‘UDP‘TCP)J§35)3_ £y

Service Network

aol, auth, bgp, courier, csnet_ns, ctf, daytime, discard, domain, domain_u, echo, eco_i, ecr_i, efs, exec,
finger, ftp, ftp_data, gopher, harvest, hostnames, http, http_2784, http_443, http_8001, imap4, IRC,
iso_tsap, klogin, kshell, Idap, link, login, mtp, name, netbios_dgm, netbios_ns, nethios_ssn, netstat, nnsp,
nntp, ntp_u, other, pm_dump, pop_2, pop_3, printer, private, red_i, remote_job, rje, shell, smtp, sql_net,
ssh, sunrpc, supdup, systat, telnet, tftp_u, tim_i, time, urh_i, urp_i, uucp, uucp_path, vmnet, whois, X11,
Z39_50

W Slgime 4 bgy o paslas

Flag 59 ol TCP ainy 10 09240 slF1ag b wuls g cenl Jlasl cundy 5l laods a5 cdl> o2
Src-bytes el oas Jlo ) duaite 4y 45 Tae slacyl JS
Dst-bytes ool 00 Lol Toe 4 45" waiie slacyly JS
Land yao Sygocnlpé 109\ e el Gy Tous 5 duaie ol Sy g iyl S
Wrong-fragment Jasl ol s oleal sle fragment slass
Urgent (ol S5 lagTUrgent bit a5 Llacst) o)l as! slacsh slass
Hot Number of hot indicators in the content such as:

entering a systemdirectory, Creating programs and executing programs

Num-failed-logins

Number of failed login attempts

Logged-in 1 if successfully logged in 0 otherwise
Num-compromised Number of compromised conditions
Root-shell 1 if root shell is obtained 0 otherwise
Su-attempted 1 if su root command attempted or used 0 otherwise
Num-root Number of root accesses or number of operations performed as a root in the connection
Num-File-creations Number of File creation operations in the connection
Num-shells Number of shell prompts

Num-access-Files

Number of operations on access control Files

Num-outbound-cmds

Number of outbound commands in an ftp session

Y\ Is-host-login 1 if the login belongs to the hot list i.e., root or admin 0 otherwise
Yy Is-guest-login 1 if the login is a guest login 0 otherwise
Yy Count Number of connections to the same host as the current connection in the past two seconds
vf Srv-count Number of connections to the same service(port number) as the current connection in the past two seconds
The percentage of connections that have activated the flag (4) s0, s1,s2 or s3, among the connections
Yo Serror-rate .
aggregated in count (23)
. The percentage of connections that have activated the flag (4) s0, s1,s2 or s3, among the connections
vs . . ] , 81, ,
3: Srv-serror-rate aggregated in count (24)
g The percentage of connections that have activated the flag (4) REJ, among the connections aggregated in
Yy jn Rerror-rate count (23)
w3 Srv-rerror-rate The percentage of connections that have activated the flag (4) REJ, among the connections aggregated in
B srv_count (24)
:) i i i i
va Same-srv-rate The percentage of connections that were to the sarQS 3s)ervnce, among the connections aggregated in count
v Diff-srv-rate The percentage of connections that were to dlffererzt2 Z‘;rvlces, among the connections aggregated in count
. The percentage of connections that were to Different destination machines , among the connections
A Srv-diff-host-rate .
aggregated in srv_count (24)
Yy Dst-host-count Number of connections having the same destination host IP address
Yy Dst-host-srv-count Number of connections having the same port number
. Dst-host-same-srv-rate The percentage of connections that were to the same service, among the connections aggregated in
dst_host_count (32)
" 3 Dst-host-diff-srv-rate The percentage of connections that were to different services, among the connections aggregated in
3 dst_host_count (32)
. The percentage of connections that were to the same source port, among the connections aggregated in
v# | > |Dst-host- -src-port-
\% Dst-host-same-src-port-rate dst_host_srv_count (33)
¥V | | Dst-host-srv-diff-host-rate The percentage of connections that were t_o different destination machines, among the connections
3 aggregated in dst_host_srv_count (33)
ol 2 Dst-host-serror-rate The percentage of connections that have actl\{ated the flag (4) s0, s1, s2 or s3, among the connections
% aggregated in dst_host_count (32)
2 The percent of connections that have activated the flag (4) s0, s1, s2 or s3, among the connections
va ) | . . - Y 1 ’ )
R aggregated in dst_host_srv_count (33)
The percentage of connections that have activated the flag (4) REJ, among the connections aggregated in
¥. H o o
Dst-host-rerror-rate dst_host_count(32)
© I mp—— The percentage of connections that have activated the flag (4) REJ, among the connections aggregated in

dst_host_srv_count (33)
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ABSTRACT

Intrusion detection system (IDS) is one of the most important security tools, which is used for detecting
computer attacks. This System reacts based on two methods: misuse-based and anomaly-based detection.
The time limitation to responding and using low efficiency algorithm is the biggest challenge for research-
ers to promote detection of attacks in IDS. One of the most significant stages in intrusion detection process
is the accurate selection of features of IDS to promote the detection, based on these features. In this article,
a new method is presented to determine the most effective features in IDS, based on misuse detection meth-
od. In this method, the features of NSL-KDD data set have been reduced by ant colony optimization in se-
quential forward feature selection algorithm, utilizing PART classification algorithm. For evaluating suc-
cess rate of this method, a specific software in Java language was implemented, using the functions of the
library of WEKA. The results compared with other successful methods show that this method increases de-
tection accuracy rate, with concurrent detection of attack category, from 84.1% to 85.35%. Also, the detec-
tion time decreases from 0.31 seconds to less than 0.25 seconds in a data set of approximately twenty thou-
sand members.

Keywords: Intrusion Detection System, Feature Selection, Data Mining, Ant Colony Algorithm, Part
Algorithm
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