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6- Complementary-Metal-Oxide-Semiconductor
7- Advanced Encryption Standard Algorithm

8- Elliptic Curve Cryptography

9- Rivest-Shamir-Adleman
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1- Masking

2- Hiding

3- Blinding

4- Side-Channel Standard Evaluation Board (SASEBO)
5- T-Test
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6- Decision Function
7- Selection Function
8- Pearson’s Correlation Coefficient
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1- Chosen Plain-Text Attack
2- Plain-Text Input

3- Cipher-Text Output

4- Sub Key

5- Intermediate Value
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1- Joint Statistics
2- Split Masking
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ABSTRACT

Differential Power Analysis (DPA) implies measuring the supply current of a cipher-circuit in an at-
tempt to uncover part of a cipher key. Cryptographic security gets compromised if the current waveforms
obtained correlate with those from a hypothetical power model of the circuit. In recent years, the security of
the Advanced Encryption Standard (AES) against DPA, has received considerable attention. This paper
presents a practical implementation of advanced encryption standard (AES-128) algorithm combined with a
simple yet effective masking scheme to protect it against differential and correlation power analysis attacks.
The proposed masking scheme has advantages of easy software implementation and lower memory require-
ment compared to conventional first-order masking technique. In addition, it is robust against both first and
second-order differential power analysis. The experimental results and also the results of Welch’s T-Test
statistical analysis demonstrate that the proposed scheme has less information leakage than other existing
conventional first-order masking schemes.
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