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1- web server

@tructureb:<Iogic_opr>,<cond_stmt> \

<cond_stmt>:=<if_stmt> || <case_stmt>
<if_stmt>=<if_stmtl> || <if_stmt2>

<if_stmtl> <IF>, <(>, <structurel>, <>,
<delay_function>, <,> ,<*> <)>

<if_stmt2> <IF><(><structurel>, <>, <*>,
<,> <delay_function> ,<)>

<case_stmt>:< case_stmtl> || < case_stmt2>

&:ase stmt1>:<CASE><WHEN><structurely
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@Jcture>;<Logic_opr><T> I <Union_se|ect>A

<T>=<Logic_expr> || <Cond_stmt>

<Z><If_stmt> ||<Case_stmt>

<Logic_opr>:<and> || <or>
<Logic_expr>:<not><Logic_expr><X> I

<Expr><X> || <(><Logic_expr><)>
<X>:<Logic_opr><Logic_expr><X> |<Null>

<Opr>:<Opratorl><Logic_expr>
[<Expr><Oprator2><Expr> || <(><Opr><)>
<Expr>:<String>||[<Number>||<Function> || <Opr>

<Function>:<Func_name><Y> | <Main_func> ||
<Logic_func> || <(><Function><)>
<Y><(><Func_name><)> || <(><Expr><)>

<Cond_stmt><If_stmt> || <Case_stmt>
<If_stmt>=<if><(><String><,><K>

<K>:<Delay_function><,><*><)> [
<*><,><Delay_function><)>
<Case_stmt>:<case><when><*><then><P>

<P><Delay_functions><;><Else_stmt>||<*><;><else
><Delay_functions><;>

<Else_stmt><Null> || <else><*><;> /
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1- structure(input: global data, output: true or false)
2- begin
3-if ((logic_opr() && T()) || ((union_select()) && Z())):
return true;
4- else return false;
5- end structure
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<structure>: <ogic_opr> <T> | <union [all] select> <Z> . .

<T3: dogic_expr> | <cond_stmt> l_» |d S A ‘ and ‘1’:’1 ) LA-C lf 45 ool...q l.a.o : ‘
e D PhondP.P) o

dogic_expr:: <not> dogic_exprz ¢ | <exprs <1 <[> dogic_exprs> )= : - : N N -

<Xz dogic_opr> <logic_expr: <> 0 <NULL> . . . .

<expr; <slringzfinumberidfunction> I <opr> ‘L’—"“‘}’ aS ool dl_o.:‘ Gy S5 el oé; aslsl ) )‘..\.O.A

<oprs: <oprator]s> <expr> f<expr> <oprater2s <exprs | <(> <opr> <) - -

<ogic_oprs: <and [ <or> [ <ors
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5 Abstracts

Vulnerability Mitigation of Web Data Bases by Identification
of SQL Blind Injection Based on Customer Request

Mojtaba Mostafavi Ghahfarkhi*
Ahmad BaraAni Dastjerdi?

Abstract

In recent years, the "SQL Injection Attacks™ are considered one of the serious threats for web
application programs which somehow take advantage of data bases. These internet based attacks,
inject the unwanted SQL into the data base through an input parameter. Various methods to prevent
the intrusion of SQL injection attacks have been introduced, all of which are practical in the favor
of the service provider and are involved with web application codes or data base inquiry codes. In
this article, a new method to prevent the injection attacks, has been presented which involves the
requests sent to the service provider in such a way as to prevent the web application programs by
identifying that the user is sending an unwanted SQL and injecting it to the data base. Since the
customer request towards the service provider at the exit point from the customer and the input from
the service provider are accessible, the possibility of implementing this method

at both of these points will be reviewed. A special kind of these attacks is called " SQL Blind
Injection Attacks" which due to their being less reviewed, is especially condidered in this essay.

Key Words: SQL Injection, Blind SQL Injection, Web Application Programs, Customer Request,

Inquiry, Passive Defense
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