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Y ol e widly 55,55 b ool (6, igslecy, ailalos S 53lwosly 5 >k oy lone

9 39-bs0 45 35,95 (5 S5l (nl 4085 (oo e
FLYOL oY) cul ¥ 5l Sles Yseno sl o3l
S8l (e Laojlasil (il 5 Jgane piolie Cubishs
5 Lol sl o yeiSw (il Cu o Jotms LB it
oS 4 S 0S e Lo | gadge cnl 5 Sl b 935 plo
59 1,935 plaS 5 atns bogy e b L6 plaS” 4y La ) gxSus
RUPCER GNP
S Sl 2l e (29 00d (Bl B s
B ST P PV A PIRC I S SR R
ol gy 90 ws,S @) i aw opl a5 glallie 5] o @)
WS (o0 (Byre 03l 05 (e sl
dsb L sla bl 5l glallss jo )5 4 b ye slo Lls )
ools 8 axten olas slaces ol Lulul a5 culs
Sl jgae alS SO alaulg bo b 5 Allss cpl gd s
Jsb L sla bl dlaegome 0S8 0l wialss
slepls an Solas glacy glo—me Ly el
oS gl lm ez 010 052 CO’Cl""’Ck—l
Py a5 Sl 3P S Ajgee aelS g F )5 L
aalS o el a5 5l s polie il 4 € sl Ll 1>
L Lo b glsime 5 00,8 el ) o0 ) lode «jsee
=B L, Jols i oo oS 5 e XOR 5l ool
LaC 5l (S0 L s alo o ol 4 5 00,5 XOR )18
ol )5 B 53,5 o Jols asul 35 oo XOR Toase
& ygody sl 003 XOR LG5 5l (slacgaze b as

s olias iy Sygea |y anl B ol e 5L,

S S a8 Cl Gl s Gl e Sloco Sl (S
olj;—l ;\.\_wl.: il S99 Lf"")'n bl @'a} ‘fu)).a.u-h)
ol Jlo o as ola bl jo Plslobxl aa olsi o0
Bl 55 65500 Lol xsb & jpods cilons sk

S,5

3- Ross Anderson
4- Roger Needham
5- Adi Shamir

SlolS S o 0,33 1) DL cusl 5l xan L aS (6 )5 o -F
e |y Fomly Coiel mobaw b oad 0,055 sla L ples j5es

Caogas —A-F

e by, )l 52y Laaile) ls 0 a5 (295 4z g L
E55 4 pasnia 3o 4l (53luolery 1y Ypane &S
oS jablen il ol 5l sdn ool il ol 5l ols
ph gl (g (ol wle wdo)lal (LS Cdlks o
oyl g

oy Slrio (2l sle ol asgens (ol 4 (Sib
ol oals a8l 58 (Sdg iSIl slacny slgiome g o ol
o slaasls sgs ol ;s Lan s ol o 51 &5 (g Lax
SN0k @lr 8, ST e jsbar 515 925 oo ail,
Sl 5 Soe w29l )] gl (6 IS Lol b pogad )0
L 9050 st Jult Lk 55,55 0 15 1y g el dow
Sl e ST 0] st oo Y pglas ol Lais
Sl 0,5 oolawl calizee gloailn, 3550 40 oy ,e- Xl
345 9o Jol Sage g Canl 423, VU Saager
2355 g At ladile) oo Olgier (902 Slge

ol o 4T UG y S5zge LB i 418 a5 sbiylen
By by Glejen job 4 OIS dan aS old walgs 1) o5l
3l ols @ B8 okes Ghey S 50 ST olee o] 5o 09
Sunagas 5l by, Gl g ooliitul lise Gbiee sl bl
55 S dm o 45 (63130 )3 g At 10,95 5 (YL
Lot 1520 glgil 51 olgism w09 sloml Copali ¢ o5 (L5
Dged oolaiul

Silwesly 9 (2lhb (398 oudz yhae (slajbxe pogdle
aiile L e (glas il oluly 6,550l (sl o
Lo Vla3Y 5 oo 5 0,—é s PMBOK2004 . ISO10006

A & F . a .
ol (5,550l BB s -0
5 Silwo S 6l el (oB9) BB s il pole o
Jold ol T s olmosls 5 (slail, Lol oy pas
S 5 B Slapis ter 005 ol (gl glacdl>
oolaiwl CDROM Ly Sy ol Jio qslol 00ls 0,53 150l
L eol Jeb L slassh 5l slal,T o (o pwd A5 QLSS e

1- Binary
2- Steganographic file system
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4- Luminance
5- Pair of Values
6- Chi-Square

1- Partition
2- Flip

3- Pseudo-Random
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Design and Implementation Criteria for a Secure
Steganography System from the Passive Defense Perspectives

Reza Esfahanit

Abstract

The parameters of being secret and remaining secret contribute to the mitigation of vulnerability and enhancement of
resistance and facilitation of security management against enemy's military threats and actions. Apparent normalization
of communications is one of the most significant and obvious issues of steganography. Therefore; steganography is
inclusive of the principles and laws of passive defense in countering software and electronic threats and enemy's other
new threats in order to maintain and safeguard information, communications and computer systems. An unsafe
communication channel by which the transmission of sound-digital, image and video medias is possible and access to
the communication of the other side(the same relevant receiver) is made possible, as well, steganography can also be
practically implemented on such a domain which safeguards the relevant information considering the special conditions
and criteria, regardless of the origin of threat.

This article is intended to review the special conditions and criteria which have to be observed before designing the

steganography product( design limitations) accompanied by a case study.

Key Words: Steganography, Cryptography, Watermarking, Steganography File System
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