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5- Bot
6- Robot
7- Zombie

1- Botnet

2- Command and Control Server
3- Denial of Service

4- Distributed Denial of Service
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7- Slapper

8- Peer to Peer
9- SDbot

10- Spybot
11- Sinit

12- Phatbot
13- Nugache
14- Peacomm
15- Virus

16- Worm
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1- Botmaster

2- Internet Rellay Chat

3 -Eggdrop

4- GT-Bot(Global Threat Bot)
5- PrettyPark

6- AgoBot
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1- Shell code
2- Centeralized
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Botnet Operator Name Victim Population Popular Name
1 OneStreetTroop 9.3% SpyEye Operator
2 RudeWarlockMob 9.0% TDL/TDSS Gang
3 FreakySpiderCartel 7.0% Rogue AV Operator
4 WhiteGloveGang 6.2% Neosploit Operator
5 FiveLakeTrippers 4.5% Rogue AV Operator
6 WildLightPosse 29% Gbot Operator
7 SouthSideRiders 29% Rogue AV Operator
8 TenPrisonMagicians 27% Avalanche Syndicate
9 GreedySideBoys 2.6% Virut Operator
10 SmallRockNerds 2.1% Eleonore Downloader Gang
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3- RBot

1- Random
2- Unstructured
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2- Rustock
3- Click Fraud
4- Clickbot

5- Phishing
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1- Sending Spam
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3- Stuxnet

1- Pirated
2- CAPTCHA (Completely Automated Public Turing test to tell
Computers and Humans Apart)
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7 Abstracts

Botnet and Its Attacks

T. Salami*

M. Dehghani?

Abstract

Among the various forms of malware, botnets are emerging as the most serious threat against cyber
security, they are used for malicious purposes such as sending spam, launching Distributed Denial
of Service (DDoS) attacks, Spying and theft of confidential information, and identity theft. Botnets,
are remotely controlled by the attackers, and whose members are located in homes, schools,
businesses, and governments around the world. The defining characteristic of botnets is the use of
command and control channels through which they can be updated and directed. Survey of botnet
and its attacks and also botnet detection and defense are related to passive defense in the field of
information technology and one of the important aspects of it, is cyber attacks against our country
that mainly have properties of botnets. In this paper, We first discuss fundamental concepts of
botnets, then command and control techniques are introduced and finally a brief comparison of
these techniques is explained. Subsequently, we introduce several related attacks and malicious
operation of botnets and then we point out theirr latest targets, and eventually, some cyber attacks,
especially those that are against our country infrastructures have been discussed and according to
this study, some discussions are also presented about their similarity to botnet attacks, and finally,
conclusions are drawn and recommendations are made.

Keys Words: Botnet, Bot, Command and Control Server, DDoS Attack, Cyber Attack
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