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3- Local Authorization

4- Recursive Authorization
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3- Role-Based Access Control: RBAC

1- Access Control List (ACL)
2- Capability
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Investigation of Access Control Models in XML

E. Sargolzaei'
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Abstract

Nowadays, there is a large amount of information on the web and a significant portion of this
amount of information has been appeared in the form of XML. One of the main advantages of using
XML is to show the non-structured data which presents many capabilities for users. Being Non-
Structured and the flexibility of XML make it a common method for use and a notable procedure in
the security of databases. Therefore, security at XML documents is an important requirement. Data
stored at any format must be protected from any possible attack. In order to prevent from such
attacks, various methods and models have been designed and implemented. These models are based
on different methods that are applied in various data bases. One of the most important models is the
access control model. In this paper, the access control models for XML documents have been

investigated and compared .
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