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Power System Modeling and Simulation of Power Systems with
Passive Defense Approachagainst Electromagnetic Attacks

R. Azadehdel1

H. Monsef2

H. Dehghani3

Key infrastructures especially electrical power systems, from their inception to the present, have
been an integral part of life in human society; therefore, have great potential to put at risk by
threatfactors; for this reason, the security of their systems is tied to the national security of the
overall community and trying to maintain this securityis of utmost importance to senior managers
and decision makers. The factors threatening power systems include natural and human disasters.
The main purpose of this paper will be modeling and simulating power systems based on passive
defense against electromagnetic threats, and studying measures to enhance safety and security
strategies against these types of threats.
Threat detectionby determining their occurrence scenarios in which they provide guidelines to
protect against interference or degradation in the power system to maintain business processes,
assets and related resources is necessary. In this paper,the purpose ofpower system is a high voltage
substation with a control room and the threats to that are High Altitude EMP (HEMP) and High
Power EMP (HPEM). Since the major components of the power system in this paper,
includeelectronic cabinets, control racks and concrete structures are for a high voltage substation,
and therefore; the Shielding Effectiveness (SE) in each of them will be examined using simulation.
The resultsshow thatwiderectangular windows mounted in the said chambers structures and racks
havethe lowest and the circular windows have the highestelectromagnetic shielding. Simulation
results for substations structure show that the concrete structures have almost no protection against
threats, but when used in reinforced concrete structure, the parameter SE at low frequencies will be
improved. A review of the protective measures, based on the results of previous studies and
conducted simulations, constitute provisions of the final section of this paper.
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