J ‘%; A.;’A 0“,/"_0}7 /W
L4

Yrovy :(mau)mwﬁdmmfzr}?du
M

Jaxs ailobuws oS3 a3l b SBL Syl y> b dsasuin yinl
ASuds a8l 53

T o ol (5395 crmiadl < yoy 50wy o y0

AWAF/ NN bl e )l
VWA P At pdy g5

o..\g.f%

s S 25 00 e (51 S grsal 31 (6145t loicnly ol i yingl yo o aiSlid fiaS Jg wie Shyhs 31 S ol
S8l ] ] Lacsnl b e i ol Canmsy 3 VU o 55 5,08 b 5o sly Sy 5 oleyd JUIS o b 51 a5
Sl @Y e ) g9 cnl b ablie (6l 6505 (o0 )13 (6510 0500 )50 00D meT g SIS OMe (5zmen cage LIS
Sgiile g Lacooly Lol gloaasls ollis (ulpls 9,5 )18 cw)p 0)50 (095 & Cocly (S5 )8, o b S5g sl
Sl 452 dacicly dllis ol 4 5g 9blyS Jige aote ciaiel s ol b agzlse clogsislsiSs axmgs 5 sloml 1o ol slacl,>
oleszr 5Tl asll 5 ol e oogll 4t Sy (g3luesky b5 o) Wl 5ot 9550 S US55 5 SHslsnss elsil 5 ]
sbe gouar (BOL L) 5 lagl > la Sy wlols nl (s5luosly b 0gd oo ditae (Bl S5 la Sy 5 o)k, @Ss

S5 dlg> Sge Col p e Do b abilie aseis sla,Sol, a3l gl b g ol cdalice .ol ool ools igled

U5 5 oo s ales (ol 2 ol (e Slg uls’

Sl Sladis g pgle asly codlul ol5T ol8ils - 5 gualS wsaige o)l ol )l -
T ) bl (g5l s g oly JS7 o lol —lbls )l g Sledol (6,5li8 55 po — ulids I -Y
Jgis 00y o — jamali@iust.ac.ir « Lo )l Gase oKisls -ledbl (6,5L8 5 gulS  cwaige - Luisls -Y



1¥A0 liao oF o)l (pidd Jlw ¢ Jole pud wiBlay »  (Zrig i — oolde aolilad

v¥

Gou ool Jlslu 550 40 90 Lidu 0 delsl o dlde (pl yo
P Lusn 4o a5 Zuwl £adge sl Clo 43 > 0l w2les
L )ls Lacaiol s lone 8550 53 p)lozr 25w 098 00 ke
e sl ol | sl S5 ity ik 3 5 455 o ¢l
Jl sleaanio pid 13y )0 ol 5l ey 5 Wgde 00l Gedg5 5
e 03]y Aol Jawgs a5 35 10ie SOl by 9SGl
aalss bme oole olyz 5 Sl 5l ol lolid gl Wlows

A ales oy dlie bl ST sy )0 9 0

ool Lsle -Y

Lo dls Uy 5,55 5 5o olelodl 5 glie JIS5 o lgan
9 &390 =l S ELE )18 3525 e sLad G 50 aile e
So o Jol oS eoledlbl (5 55L8 5 ole o iy Jpol slie
b el ale> Ky e g ol ololis s b glis
oo 5 Tyl LS| oyl (SisSa 5l oo 550 il o
Slela Bl )l (sl 2 5 oS oSl e dlox S o cilisie
00l JoSid odas Ceowad d 3l il LSl 0,5 O g Sl
JAS 5 olayd JUIS Sl e ol sl

e (F 0 a8 Sl ssnl Cassas Ol el 5l b asls
"yl 5 samaz o ably o g 4 5 ol ol &
g calizes sl 5l i cawl sla SorwlS (59, yo 45 Cul
by S LSl g o Jitie Lol slap5lSes 5l (550 e
2B Olygies ghal sln 1) ansS o Db pae 4 &5 S358
st 0550 05 ATl 5l ey 0 p5lis o0l (WI0,5 Ysano)
Lol S0 a o ead Jidl Genals ab coal 5ol )
4505 L gy il bal3dl glsil lo M 098 oo (ol
3,5 8585 51 4y o ol (Sl 855 2 505 L ol ol
Sl g 00,5 a8l o b e i Ol jsiws wilys oo Lol sl
oacSa ol as Y] 05 8 )15 eoliiul 8,90 Lol " b5 4 ales
S 9 Conae o5 (el 5l (o295 b a3t (Sike 4y L
5o Y] 595 o a8 b o wias o pll jg0 ol 511 ey
LF] el T J S Sl 5o g g 5 2ol ol slacglis |
4 S pe ot 395 S Sl IS g pleyd JUB Gl cssl
Sl J5S g Glejd )lile (rmed Sl oSt (Lol 5 (559,025
s el Jols el ol 958 so 4268 C&C ol ay laisl o g

5- Botmaster
6- Zombie
7- Badware
8- Worm

9- Victim
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1- Botnet

2- Platform

3- Spam

4- Malicious code
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3- Attack
4- Spam

1- Spreading
2- Communications
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4- Centralized
5- Decentralized
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1- Identity theft
2- Keylogger
3- Adware
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2-Protocol

3- Internet Relay Chat

4 -Hypertext Transfer Protocol
5 -Peer to Peer
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1 -Internet Security and Acceleration Server
2 -Network traffic
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Monitoring the Flow Characteristics of Botnet with
a Network Traffic Analysis System

M. Rahimipour, A. Firouzy, Sh. J amali”

Abstract

Botnet is one of the important but little-known dangers on the Internet. Botnets are networks of
compromised computers that are controlled through a command-and-control channels for
destructive attacks in the vast expanses. Botnets are often used for malicious activities such as
distributed denial of service attacks. To deal with these type of attack is required to study and
examine the structure, properties and behavior of botnet traffic. Therefore, identification of the main
characteristics of botnets and monitoring the flows of botnet will be effective in creating and
developing technologies to deal with this potential security risk. In this work, are reviewed botnets
and their life cycle and types of topologies and protocols they use and documented the behaviors
and characteristics of botnet traffic with implementation a network of botnet-infected And provide a
network flow analysis system. Find these features to provide solutions to detect and deal with
botnet-based attacks will be effective.
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