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5- Zombie

1- Key Hijacking

2- Fishing

3-Internet Relay Chat
4- Peer to Peer
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4- Hooking

5- Compile

6- Inline

7- Interrupt Descriptor Table
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1- File Transfer Protocol
2- Hypertext Transfer Protocol
3- Peer-to-peer
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5- AutoRun
6- Packet

1- System Function Address Patching

2- System Service Descriptor Table (SSDT)
3- SSDT Shadow

4- Filter Driver
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LRESULT CALLBACK keyboardHookProc(int nCode,
WPARAM wParam, LPARAM IParam)

{
PKBDLLHOOKSTRUCT p=

(PKBDLLHOOKSTRUCT) (IParam);
if (wParam == WM_KEYDOWN)
{

/I process pressed keys and record last time it

}

}
return CallNextHookEx(NULL, nCode, wParam, IParam);

}
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DWORD WINAPI GetGuiResources (_In_ HANDLE
hProcess, _In_ DWORD uiFlags)
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Detection and Defense with the Command-and-Control
Channels in the Social Network-Based BotNet

H. Tanha, M. Javanmard”

Abstract

A BotNet is a collection of Bots that are run separately on infected Computers and respond to
commands sent from command and control unit. Nowadays, BotNets are a major challenge in
cyberspace . New species of this family of malware abuses the popular social networking sites as
command and control channels. In this way, the usual protective systems such as IDS will not be
able to identify and deal with BotNets, because the network traffic generated by BotNets is similar
to the user traffic system. In this paper, a new method is presented to detect, intercept and deal with
BotNets based social networks. In this method, BotNet detection is done based on the system
resource monitoring. After tracing, the proposed method intercepts with the BotNet. This
interception includes preventing from the command and control server. the proposed method can
detect nearly 96% of BotNets and can caus the system to discover 100% of BotNets successfully.

Key Words: BotNet detection, command and control, social network, Security

Imam Hussein Comprehensive University (javanmard@pnu.ac.ir)- Writer-in-Charge



	4
	4.1

