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5- Maintainable-Software Development Life Cycle
6- Dispatch

7- Simense benchmark

8- Bug
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1- General quality

2- Secure Programming

3- SDLC (Software Development Life Cycle)
4- Embedded Systems



Yo CH b5 50 Jl3le 5 ol (il Caz aiblay (pumgitalip g 5l ooliul
il dawgi wigal
w21y gga3T Sekiailoj
S, — bl
. PP ; — 430 e
o s gesl 2536 S, oo
alue &l Jaudi
&sloxo Sy s
| r delyl digad
BT I [ R u@mjgml Sty 403 | e okl
-y
. 23 3 Arug
& e R Hd

——

NPlppoadgias

L] 15810 5 oddgs a5 2 2() JSio

aels s jo |y ol b YIS 2B gl J0 b e giaali
Ol Jdods oalF deli s sloaS 4 axxlye lej o wled Jleasl
o 98 5l i 5o 0 Sles 5 laaS (ilgi ogani o)l (03 j5a>
oo rmsd 5 9=STaibgi | oS ST casd b oad (oI )0 e
ol Ol el a abige (6,550 mgidelpy 2 e
ooy 3l e Sl Jloel gloj oV ol 51 (S5 989 &y90 )
L ol Jlael alS > g oad by alil 6l L5 050
Sre ballie cnl 5o Oloj cnl 2ol Cuz D9800 axlge CenSs
5 gl Jlohes (omgiaaln Lo CH pmygiael ol SIS
&3 9 Olss Jlosl (lo) mgiaelp Lawgs LaaS (ildisd 0520
o=l 50 e oo 2alS ol iol38l sliwly o del 5 YIS
dalol 1o g el oal gl GBlad 2l g a5 g ogou ol dlie
CH o aS il Sles1,8 0 o slagless )l 5l oolaul o,
o955 93550 ol 10,5 95 Ul 8 LD SaS 5 o apesd
SS9y 4S5 2y (6995 S, 5o basbiiul (9,52 o
Lol jo aculon i ool 7,8 oyl glpway s QT By
Sl gaidlay 1l g goblay > g0 4o aelip S (g5lwosly
aomi;® 5 OIS 5 @l slas aS el b gusdly sl oS (o
Ol g ol wyls gole el @ cand (g i o Loz oslaws
§o8lay s gidali p a5 Col 0 cplsls Tl polie 4
O 30 48) s giaS gole b a4y Cad (g00mie sblye lls

ol (098 0 Soley (gaudlay Pl

ool il sl (3 odsl [NV 2l e g ks allie o
Lg)..a_aMT oamslis adlie ol jo salasl)l oo ol
Al ol W el soin S slapiugn (o abadl> oy o
S8 cmgdsl jo 055 ol g ails o ol aladls Cy poe Coen
J= Jolss adlas ol jo el (g giaali 5l oolainl gl 0,5
5 ol aladl> 5l oolannl 5 (6 381 ley wolas gl aulis
cxl_..x ‘U_" )_:os)l_c w‘ ol uL..:‘ d)Lc] GLQU}A)T l.) o..\.s)l.)).a
Sl Glaje S50t 5| (S Geid (50 3585 o503 5 Jol>
‘5.”.:9.:..\5 L: oJ.N.u)L?u‘ ML:]: ‘;JLG)Z.Q O g é:L.A ‘544)»..»& 9
Sloslaiul (g, 6,0 adlin ;o o)l sxio oo ,)l5 o ol
Gizs 5o DNl ceil sasl s s 0 bl cwsgiasli
S g Caial Sgage ,d Gilitie sla ge] plosl 3T 6,0
Gl LSy Caenl 1 6,500 Giag V-] cadl onal 58005
UL g .x_.Sb bl Sledie ugys )8 pel cwugidel 3T
B o kel By Joile B Gijgel Julds & Gudios onl b
e Sluawbo ;0 4 oxiilo VYD (69, » Galiw.’b)] s,
a3 o (Lt oad plomil Wingy (cgianlin (0 (2j5el &1 Jgaiio
Glwo,90 10 oyl cnngiaslin 0,015 5 Coenl (S, 4y ol )38l a5

[YY] ..\.3‘4:»)).3 ) dl.m.\&c
&y SYSSlaslyy jo Jl8le 5 as 2 Sl> sk jo (28

Sygmo =l 50 0yl da2g ] o Dl e an L A S wes



YA 3l oY o ylods cpiiiad Jlw € Jole pud wiBlag» (2o g 5 — code dolilad

\t4

133 5 private wold linkLabel2 LinkClicked{object sender, LinkLabelLinkClickesdeventargs e)
134 {

135 OpenFiledialog openFileDpialogl = new OpenFileDialog();

126 if (cpenFileDialecgl.ShowDialeg() == DialcgResult.oK)

137 1

138 attachfilepatch = openFilerialogl.FileMame;

139 FileInfo file = new FileInfofattachfilepatch};

148 linkLabel2.Text = file.Name + " , " + (file.Length / le24).Tostring{"Ne"} + " ¥B";
141 btndelete.show();

142 ¥

143 3
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5- Cascading Style Sheets

6- Java Script

7- Hyper Text Markup Language
8- Tag

9- Model-View-Controller

10- Clean Method

11- Clean Purpose

12- Predictable

13- Debug
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1- Clean Coding
2- Flow diagram
3- Pseudo-Code
4- Comments
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Person Costumer = new Person();
Costumer.Send("Ali", true, false);

Send 4l ool Slss1 3 g (YY) JSCB

A4S g gdnliy g go odalie (V) JKi oS ashd a5 b
Slle 655,13 o axgie S axlpo oS ankad (ol a5 oo o
aS ol an a g b ogd sod paw g pgd lesS ] o False 5 True
39 s g OS5 wl oo o DLL L1 45 Person )8
0y Lhas 5 o b L@l (ul 9,51 med sl s o s
Sliasan Ole Gl 4 yoie 4 Sged anzl e Slatee 4
aslyy oUlgs Lialsdl 6l Gagsasliyy 45 al, 95 oo oS

ol (F) o ain 05 diged a0 ploil wilgs oo

string Mame = "Ali";

bool SendsMS = true;

bool SendEmail = false;

Person Costumer = new Person();
Costumer.Send({Name, SendSMS, SendEmail);
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Person Costumer = new Person();
Costumer.Send(Name: "Ali", SMS:true, Email:true);

b s T L Send s g3 1(8) JSoi
Slr b 29 CF (b5 o @lys (s 50 iy 6,1ty @
SoS Hlawgiasliy an a5 oyl 0525 s Sloedgs iigs
i jo a S o lon caims (ilidl ] 595 05 olle> wiS s
Slaads pogdle (5 I35 sl 95 (] jo ool cols lis (£)
SLedg Wlgi oo pmgiaely gl oo iyl B 5,Sles laS

10- Send

So 69y = &L b 50 pmgiaelp 510,85 salys LS
|, ISl o U 608 o,y o8 )] S 55 a5 ol s
2,5 aales sl

Ls)l&jralj 5 Lﬁ)...a...,o 9 @‘5” lej.g Q)UJL':..J Ls)‘;\fﬁb' )‘l oalaiwl
o)_iLe.c 9 )L».u IR R I T LﬁuT 'al.u' ‘LQ:)M 9 éa‘y b)‘..bLM»J
3,0 0929 oS ibgs sl ol lailinl ()b e 40 el o]

Ivol cail ogs o5 slas faibiul lls 55 C# b a5

o3Il Casl (Son (930S > 0 15 g5 GRbg 5l e
e &9_55 )'| Aol aS ogd .))L.\.;l;’_m‘ > )'l 5 e @L'; S5
E55 2] St s ool Sy 335 (655l Bl
Sgmotns Ladg) (—am Ygens anl 5SS i 4 55
09,5 45 Mg oo 000 aslip liSe slagidn les )3 ndy IS5
s Szl gl g eslinul (sl Wi oo (smsiasli

S Gy ST
iy slassFan @l Sl ol j 15055 0 Ggeil bl
| A3 Taly a3l slofil Lags Slss1,3 M5 o5 593 on
b, BBlamay g (e giaS Sk SRl 4 e ol (nlol
CH gungaaly by LS o (Jls Glgieas ol sy SYIS
Jlsi=s 3= 5o 9=y se5T lsie b ofon e95 S 2y Silo
Olengidaliyy ay 1 15 1l plowl oUlgs a5 cowl ooy )3 930400

A3 o b ol

B (S 53 45 (6355 ol S plin s @y 5l eolinl
& a Slstl s pln o a5 g polie 5 el )l gl o olinl
slaplesS T L as alss il ol T leoS T aigds oo Jlo)|
e alid mlsi wins e alnl | Lasie Jos G il
ilize sLasdg)s slil 4 dae (naiz b 90 gex sl Mo
PR IS (nl b gt oo atlg calide slasgyg b @b (naix
sbayabl an ams b e b UL (o ol o33l

S e Ll 1) L5 5 s sl e s 5 0 oais JLus)|
& oabaziy WIS a5 b ol (slaplesST 5l esliul b,
PR L g walgs uyies o S ae a5 DLLY L6
SIS 8 5 el plp)lS Jali a8 pasis 6l b (IS 3925

1- Automatic Code Testing
2- Unit Test

3- Method Overloading

4- Argument

5- Compiler

6- Interpreter

7- Named Arguments

8- Dynamic Link Library
9 -Person
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<summary>
I/ </ summary>
/// <param name="numerator”

»Oy s/ params

=]

/f/ <param name="divisor™>p ;% +</param>
<returns»puiuis azeol</returnss

private Decimal Division_Function(string numerator
string divisor)

C# 5o é:l.: Lg)ldf@..ay Aigod (%) JS.&

Division_Function(])

decimal Ferml.Division_Function(string numerator, string divisor)
e S 2
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private Decimal Division_Function(string numeratoer,
string divisor)

1

return (Convert.ToDecimal(numerator) /
Convert.ToDecimal(divisor)};
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private Decimal Division_Function(string numerator,
string divisor)
{
Decimal Result = @;
Decimal numerator_Value = Convert.TeDecimal(numerator);
Decimal divisor Value = Convert.ToDecimal(divisor);
if (divisor_Value » @)
{
Result = (numerator Value / divisor_Value);
}
return Result;
}
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1- Exception handler
2- Catching
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private void Test_Exception()
{
try
{
[/ adlipas glysl
}
catch (Exception)
{
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}
finally
{
1] @po 12
}
}
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private Decimal Division_Function(string numerator,
string divisor)
{
Decimal Result = @;
decimal divisor_value = @;
decimal.TryParse(divisor, ocut divisor Walue);
decimal numerator_Value = @;
decimal.TryParse(numerator, cut numerator_Value);
if (diviser_value > @)
{
Result = (numerator_Value / divisor_Walue);
}
return Result;
t
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decimal diviser Value = @;

if (string.IsNullOrWhiteSpace(divisor)){
throw new ArgumentException(
"logd a3ty waly st pyaa”,"divisor”);

if (!decimal.TryParse(divisor,cut divisor Value)}{
throw new ArgumentException(

'owl sad oyly sacye p1€1 L8, "divisor™);

if (divisor Value == @){
throw new ArgumentException(

"lowl ead oly 3io jwf paaa”, "divisor™);
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Using Defensive Programming Technique to Increase Software
Security in C# Language

S. Keshvari, M. R. Hasani Ahangar*, S. Keshvari

Abstract

Due to the importance of computer software security in military organizations, Programmers and
designers of these systems are required to comply with security issues in programming. This article
focuses on the coding level in the software development cycle. Defensive goals are to prevent
accidents caused by improper coding. These events include software crash, access to source code,
excessive use of hardware resources and increasing the required time to update program. Then,
using named arguments in the function call is introduced to help increase readability and thus
reduce time to update the program. To manage runtime errors, the fail fast method for exceptions
and their appropriate management are provided. These actions cause the increased program security
and non-crash software for improper coding, and also increase the number of functions and classes,
and therefore increase the line number of the code. This issue may be the cause for concern about
the increase in the runtime and cost of the process. This paper suggests implementing a program in
both defense and non-defense modes. The result shows the average life of thread in defensive mode
is 8.23 seconds while the amount for non-defense is 8.80 seconds. On the one hand, the percentages
of CPU usage on defense and non-defense modes are 54.32 and 54.70, respectively, and on the
other hand, for the processing cost of users are 24.23 and 24.41 percent, respectively. These
numbers indicate the same processing cost and runtime of the program in both defense and non-
defensive modes.

Key Words: Software Security, Defense Programing, Secure Coding, C# Programing
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