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1- Intrusion Detection Message Exchange Format
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1- Rollback

2- Rollforward

3- Isolation

4- Reconfiguration

5- Reinitialization

6- When (as a dimension of time)
7- How serious (potential of destruction)
8- Where (location of attacker)
9- How (type of attack)

10- What (a target or victim)

11- What (type of attacker)

12- Why (plan of attack)

13- Notification systems

14- Manual response systems
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6- Proactive (Preemptive)
7- Reactive

8- Autonomous

9- Cooperative

1- Automatic Response Systems
2- Passive

3- Active

4- Static

5- Adaptive
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- Negative impact

4- Static Cost Model
5- Static Evaluated Cost Model
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2- Dynamic Mapping
3- Cost-Sensitive
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1- Dynamic Evaluated Cost Model
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1- Density-Based Spatial Clustering of Applications with Noise
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Input: Uncertainty-aware Attack graph, Hyper-alerts
graph, Multi-level Response Graph, Dependency Graph
Output: Forecasting Attack Graph

Step 1. Calculate the initial probability of nodes in the
uncertainty-aware Attack Graph

P (n,)=arg min > P(ny)

njeN

P (n,)=arg max > P(n)
ve njeN
Step 2. Update the probability of nodes in the uncertainty-
aware attack graph
for each attack graph node (n;) do
Update the probability of nodes in the
uncertainty-  aware attack graph according to
hyper-alerts
for each Hyper-alert (ha,) do

6 = Hsimilarity(ha,, n;)
PO ()= PO )0+ 9 )

E“kn)(; P U «0+P°(n)

A —(H

P () =<P™(ny), P )(ni)>
end for
Update the probability of nodes in the
uncertainty-aware attack graph according to the
active responses

for each response (I‘y) do
@ = Rsimilarity (r,,n;)
0 -):—P<“>< JxorP(n)

PP0)=-P" ()< 0+ P ()
PO(n,) - P<R>( 1P 0>
end for

end for
PO ()= P™(n;)
Step 3. Find the probability of attacks Attéj') on service

and/or process SP; in host h, and generate the Forecasting

Attack Graph using Dependency Graph or Uncertainty-
aware Attack Graph
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- Attacker-Level Response

- Vulnerability-Level Response
- File-Level Response

- User-Level Response

- Service-Level Response

- Host-Level Response

- General-Level Response
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1- Notification-Level Response
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1- Global Network Dependency Graph
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1- Decision Making
2- Analytic Hierarchy Process
3- Markov Decision Process (MDP)
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1,"execCode(dbServer,root)","OR",0.768

2,"RULE 2 (remote exploit of a server program)","AND",0.768

3,"netAccess(dbServer,dbProtocol,dbPort)","OR",0.96

4,"RULE 5 (multi-hop access)","AND",0.8

5,"hacl(webServer,dbServer,dbProtocol,dbPort)","LEAF",1.0

6,"execCode(webServer,apache)”,"OR",0.7588

7,"RULE 2 (remote exploit of a server program)","AND",0.7588

8,"netAccess(webServer,httpProtocol,httpPort)","OR",0.9485

9,"RULE 5 (multi-hop access)","AND",0.7424

10,"hacl(workStation,webServer,httpProtocol,httpPort)","LEAF",1.0

11,"execCode(workStation,normalAccount)”,"OR",0.928

12,"RULE 0 (When a principal is compromised any machine he has an account on will also be compromised)","AND",0.8

13,"canAccessHost(workStation)","OR",0.7424

14,"RULE 8 (Access a host through executing code on the machine)","AND",0.7424

15,"hasAccount(secretary,workStation,normalAccount)”,"LEAF",1.0

16,"principalCompromised(secretary)”,"OR",0.8

17,"RULE 12 (password sniffing)","AND",0.8

18,"RULE 3 (remote exploit for a client program)”,"AND",0.64

19,"accessMaliciousInput(workStation,secretary,'IE')","OR",0.8

20,"RULE 22 (Browsing a malicious website)","AND",0.8

21,"attackerLocated(internet)","LEAF",1.0

22,"hacl(workStation,internet,httpProtocol,httpPort)","LEAF",1.0

23,"inCompetent(secretary)”,"LEAF",1.0

24,"RULE 24 (Browsing a compromised website)","AND",0.8

25,"isWebServer(webServer)","LEAF",1.0

26,"vulExists(workStation,'CVE-2009-1918",'IE',remoteClient,privEscalation)","LEAF",1.0

27,"RULE 6 (direct network access)","AND",0.8

28,"hacl(internet,webServer,httpProtocol,httpPort)","LEAF",1.0

29,"networkServicelnfo(webServer,httpd, httpProtocol httpPort,apache)”,"LEAF",1.0

30,"vulExists(webServer,'CVE-2006-3747' httpd,remoteExploit,privEscalation)","LEAF",1.0

31,"RULE 5 (multi-hop access)","AND",0.8

32,"hacl(workStation,dbServer,dbProtocol,dbPort)","LEAF",1.0

33,"networkServicelnfo(dbServer,mySQL,dbProtocol,dbPort,root)","LEAF",1.0

34,"vulExists(dbServer,'CVE-2009-2446' mySQL,remoteExploit,privEscalation)","LEAF",1.0
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11,execCode(workStation,normalAccount),OR,[0.41,0.88],
'CVE-2006-3747'/CVE-2009-1918',TE', apache,httpPort, httpProtocoLhttpd,internet,
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1,execCode(dbServer,root),0R,[0.4,0.63],
'CVE-2006-3747','CVE-2009-1918','CVE-2009-2446', TE',apache,dbPort,dbProtocol,dbServer, httpPort, httpProtocol,
httpd, internet,mySQL,normalA t, privEscalation,remoteClient, Exploit,root, y,webServer,workStation
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ABSTRACT

Today, the number of alerts issued by network security systems has increased significantly and network
administrators encounter new problems in handling the issued alerts and responding to them. As managing
and responding to such a large number of alerts is difficult, alert management and intrusion response
system (IRS) are the main part of the security protection systems including intrusion detection systems. The
main task of alert management is to reveal the attack details to IRS. Subsequently, the appropriate
responses are applied to reduce the attack damage and recover the compromised computer networks back
to their normal operational mode. In the literature, researchers have investigated alert management
techniques and IRS solutions separately, despite the fact that alert management is one of the basic
requirements of response process and its outcome directly affects the IRS performance. Alert management
design should provide the necessary information about the attacks to the response system according to its
type and requirements. This information along with information from network resources present the current
state of the network to IRS. However, if decisions taken by the response system is only based on the current
network status, the total cost of the network will increase over the time. Therefore with a futuristic concept
and considering the present available information and all possible coming states, decision making process
in the response system can be improved. In this paper, using a futuristic approach we seek to propose
optimal solutions for confronting already-occurred and future-probable attacks. To achieve this goal, the
proposed framework contains two subsystems: attacks and alerts modeling, and response modeling. In the
first subsystem, we analyze the IDS alerts to find the similarity and causality relationships. We also present
a comprehensive approach for network attack forecasting to obtain some useful predictions about the future
states of the network. In the second subsystem, the response analyzer presents a multilevel response model
to categorize intrusion responses. It also provides a foresight model to estimate the response cost by
considering IDS alerts, network dependencies, attack damage, response impact, and the probability of
potential attacks. Finally, models are proposed to make the best decision based on available information
about the present and all possible coming states. Simulation results for different scenarios show that the
response system, with a prospective vision, steers the network toward desired states with reduced cost of
attack and response.

Keywords: Intrusion Response System, Foresight, Alert Management, Uncertainty-aware Attack Graph,
Network Dependency Graph, Markov Decision Process
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