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6- Sahai and Waters
7- Fuzzy ldentity-Based Encryption
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1- Shamir

2- Traditional public key infrastructure
3- Private Key Generator

4- |dentity-Based Signature

5- ldentity-Based Encryption
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1- Fuzzy ldentity-Based Signature

2- Biometric Identity-Based Encryption

3- Attribute Based Encryption

4- Internet of Things

5- Hierarchical Fuzzy Identity-Based Encryption
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1- Birkhoff Interpolation
2- Secret Sharing

3- Tassa

4- Lagrange And Hermite
5- Well Posed

6- Lexicographically
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2- Decisional Modified Bilinear Diffe-Hellman Problem



Y4

S a5 (655 Sl Wl S ¢ | ol (531 bl 1 (S (5,185 30,

5 00T e Gl Slsiea 1) V) e ozl ity
Jlezl) coje ol V Sy oS Cl oXiy 55k ol yo Seene

19 o0 i p5 O)90 (nl & 65k Cnl 5o p2lee (02
. 1
PV =v]-2
b =vl-7

citie dalid Sosial Jae 5o HFIBE b o oY iy ysi

LYL 3b o plee o Jis! 5T sl ool ool yodlackes (o3l6
Aok b lade Glakezaiz ol

SOk Tk -F
e S50, ik S goy Joo B e ls auad i Gl o
oS Ol e anlid Jowe jo 1, (lealides (6518 anlil
il ) Ojgots soloiiny £rb Sl
G}LwooLoT -\-¥
S50 alxl PKG Lawgs o s3I o]
Kol yell oy
ooy e
4S56,9ban Gy 5 B (202 (5590 095 g0 LKl -
D3k Pl sne plp loas e
BIG X =G, hiy cull S, ol -
o (Sl ) U L Shy il lacgome i s -
U glesean ]y Zy olie cudgl 5l sae U slaws
(oS 0 S50
i s s s sLa s 55 L oo
Gl egazmeyjan bl slods o Lisal
Ug Uy, U,
<Kgoky, ek > glaliwl polis 5l glallis bl -

Slemeas bty yeZy Bolas slael Gl -
5 Gy 09,5 5l O adge bl .msk  isee oS
PAraMS pies cosas sl yiol,ly e drulns

) SLyed
{GI*GZ'E’g'kmklv"'kaxﬂ=9t11"'vT\u|=9(M,Y=e(g,9)y}
45 Params g (og—ae sloyell (o> @
5y &sodn a5 sk i 0S5 sl ol pasie

RO PR d)‘bd‘i"

Canol Joo -V-Y

A s oleiing b @l 4 (el Joe e ol o
a5 el 638 csie acalis el Joe wbol s 005 oo
Jae yo asles sy IS4y FIBE ez b (o5 [¥] 5,505 5 slales
S alex salyS oo lBAulid 4z 4 placw (soges sla Rl
el 5o il Jae 5 ol el e o sl 45
AlS ol o5l ploe az Jow jo a5 cuwl () 55315 5 slalu
slailiw] polis plad cduin awlid b olasT il oS pleawlis
Ol e 500 & yliedn S Cowlg 0 WS e 0900 )
awlis U lasTisl as oS canlss o sl o 1, oloawlils
S5 08,51 1) slaslinl glabs i 5 (SO Blos Coee

alp ogh oo 48,5 a0 HFIBE )b (sl o5 (sl Joe
SOOIV K< IDYCRCH I PP VPR SOSRC R PNE g A JOv
Cial Sl sl () Radlr S5 (A) p2les o o sk
63 saie alis el Jass ;s (T) HFIBE ¢,b oS,
Lol i Oygoty (il pealeds

HFIBEY'® game

o 1y ol 4l ales ad a5 1, 1D (glawlits prlge 55T
S e ateice

5 S o Lyl 1y 3 loole] w651 8 ile 1igswoslal
S oo Jloyl w2len sl |, PATAMS s (cogos sla sl

bl yo 4 pogar oS cuuly 0 ol palge oY 51
5 So Blam 1D awlis b ol STl aS o)l Syge yo |, 1D
S5 08,51 1 slastin] polis

el obSe s b My s Mg plag 98 o2lee il
o bty |,V o S o S i Jl)) S
s 55 g0 30y 1D it cos |y M, el g oS oo ool
S oo Jloyl prles sl | 0adiiey (e S 2l

Jol 508 jo ax T asilen slaceslss 1o wilgs oo ool :Y 316
A2 plxil 1) ooloplel

1- Fuzzy Selective-1D
2- Indistinguishability



WAV 5l oF o e picds Jlus .“wu;&i}‘l/ju” bl - sale alxo ¥
o 4
(1) oyl o 1 Sy s, ojled iy ol 0 a8 als adey -V-¥

M=L u)}.ou.s‘ ).3.{:)») Y
Moz @

5 ol 550 S [¥] 558l 5 sole FIBE b 1s,9ioly
3 e S s Les La S5 dos a5 |z canl o il ) )b

RLIUWR I+ 5D Kv- PR VU FEPE S S SRR R P RUINON-Y

sy LSl —O-F

O Syl ST asT,z wnl oo (V) dols) oliS 50, ala
5|D O J‘)AMJ‘ VLY °‘>)31)‘.’ ‘) Lg‘d..)LM.:i .Ia.:l)w dod |D 9 ID
LS nlplu ol ) cwols (ren casyai 5 L 35 ID”
1w pldl 5 >l

' i —.
([ ] (D, B )0 A, Xl AEX o) !

jielD”

K.
i)
t.

=Me(g,0)%/(] Jeto "

ielD

i () 1A (
=Me(9,9)” /(] ] (e(g. )"~ )

iclD’

i
- (1)TIA (EX )l -1
’gStu ) r )lA(E,X,fP)l

=R ace ot

i ()
D@ I oI (EX0p)
A, X0

s )

=Me(g,g)¥ /e(g,g) €'®

= Me(g, 9)” fe(g, 9)*
=Me(g,9)” le(g,9)¥
=M

Sl Jodxs' -0

A aS Coiie awlid Jow jo solerinn ik cosal iy ol jo
2 oo DLl oadosls L& DMBDH coews aliws

b «DMBDH ali_ics (6 ndnbo LSl (6,8 L o) apad
638 s awlils Jow cos el HFIBE £ )b S caiadl)
ol ol poadds

Gl o aS o il sezxlge A w0l gl y

ol )b T 4 05 oo 55,m & Jlzo! L HFIBEST

258 o0 plnil PKG Lo o )55l (]
a5 params i so5—oc slo ol )l 165959 @
ey @
Az, 5l q) Bolar gladezas SO Sl D
q0)=y &S,k ky -1
sloa_cgozmoapia ID a_wlil poss Y
ST polie plad slil &y aS (g sboay 1Dy, -+, 1D,
ADjcY; em G-
MGl j o polae sl glilas Y
)
sloailse sicay =g T lade acule -
Sy ella) ielD) @ly gopas ol5
(3,0 B plj maw 045 ID awlils ;o 35240
o D aulis U Bline —opas oS 29,5 @
ADi}icip

SIS 30, —Y-F
oo Lo ol (ID oSl o anlis i g9, @
MeG, pls gparams g
u,u)‘o).v [ ]
.SEZp olas Sade ol )
{EI :Tis}lelD 9 E =MY?® JJ\)LM Ml}bo Y
.E=(ID,E {E}i.ip) oy sz @
LS 5o, —F-F
Lo ol (E=(ID,E {E i) =, crs 1539, @
ID" sauScadl o awlil 5 PAramSs giwgw ooges
‘{Di}ielD' weyas wlS L bl
ihlen @
wolie 4lss ples 1D 5 ID anls Szl 510
S Glgiean |y IDT o] a8 00,91 1, (slastin]
oS S Sl b 1Dl asgemen;
s ID L o] STzal g asl s, [ID =k,
Sl s S 03,50 1 cglailin] pyolie allss
oS (o0 drloee | 5
M =E/(]] (D E ))(—Dir.|Air(E,x,«»o)l)m(E,x,mrl )

iclD’



A

S a5 (655 Sl Wl S ¢ | ol (531 bl 1 (S (5,185 30,

Lol sl an g osS o3,s0 | cglastn
sl 3, [UiNe K0P K «m
(S=a U0} loie iy, @
sle S sl D gogas 0l cladis aulxe @
5 Gbayk fea
sholas sae S ol o5l e 351 -
D. = 5i .
. |_g )‘MMWW‘SiEZp
soe So olbsil ol Syl iea —a =51 -
)L.\_O.o ML”“’U‘"‘—“"% eZp L’JOL@J
A
N
W:
'Di:g !
S G yoban & YL poliecay el jlan @
km =1 S5l L ki =1 a0 5l q(x) glabezaiz
DS e G e g(0)=a ahis odleds  Bolay alads
i) . .
Sl 9 @ () =cBs olp b s iea slp
j s el P24 sl ke ica —a
Syl 8 OT)Q I SigaS Col (xaw ojles
ot oS slaailye 15 gy 6 SHlly
S o adg | ielD -a S S b silas

iy
a 17V

)|)_9 u])bl L;fjdjw|@hao)w J ‘U] )Q4S

S5l

oyad alS cils & S alle YL by ek ol nly
&l gogax 0I5 mjs epdleay a5 0y | 1D Al

el ol b b il 1D alis
ol oless Job b My 5 Mg el 90 A o2l (Wl

PESULCENT ST Y R N
oy 1D asliss jloolanl L1y M, ply 5 08 o bl Bolas
et sy e e Al B ogey e 5 S e

1l

E=(ID,E = Mvz,{Ei =g/ L..;)

b syebl, 6 S s (Al esliul L olS T el
&S Jo 2 Jla>! b1, DMBDH altus 45 S oo
ol aia e Sy 6 Sl >a S 5, 8
o di s 5l (9,A=0%B=¢",C=¢%2) G/ %G,
L A wxlge osS 5,8 .cul 03,5 cdl o |, DMBDH
Jals ool o Jas HFIBERT™® iL o as 6 5 2>
ooliiul b a5sK> 6 S alls a5 ols aules olas aslsl ,5 .l
Sel-I1D
alis Sly> wilg s HFIBERT ~ 55n Jobo 0 A
&l « DMBDH 5L 53l Jos 3,51 Cwoas |, DMBDH
el 3y O jguody anad pl LI
1D Gilly anlid 5 211y A o2l & 5 il 255
A8 o il A oxlps
—lnly Y el § 5 Il > 5 l—wos sl
WieU Sy o sl omo o 8 e(g,A) =e(g,9)*
olsal feZ, Solaisac S wibica S o
TPy ch=g” T WS o
olsal WeZ, Bolai soe S& Sjgocpl pé 0 @
. W
aesge )L G plp LTy g 0iS o
o3 ge A &) i (gogas slo el e
Lo ulis gl cogas oS wlg e A 5B cpl o0 56
S Jolas ID 5 ID o STislas bysal, ID sasie
A4S oS 5,8 .08 Canlgs 0 iS5 Gas glailin] by,
S Sl wS cwlss o 1, 1D aulis gy cogas oS
S oo 055 ) U2 lye @illas | 1D anlids cogas oS
a=IDNID lsis ayyes @

0eUp yibig Sy o iy @
WS b o laie okl @
aclb -
aga' -

|a. Izkmfl -



WAV 5l o o lesds couiids Jlw .“d/“u,‘ff/‘/;ju” R — sode alzxo
L2

\al

S sl 61550, Helaeds Gy 09,5 50 g5 Dliles Sl

iyl ol awlis ol olie slass Ly s alal) bl

93, 5l anlid (S e sl @ ly Sldee S @ 1055,
el Sgazme dasge CO K a4y olaS e, 4o

L b b piue (oo oyl )l 53 095 polic slaws
29,5 yolic dlawi .l oo (l58l (U ) pices slo S5g olows
Ol Lo S olawi b 0gd o ooliswl p)l5 sogas oS ,o S
Syls ez abaly anlis

Glawlid o3l b e, e S5 j0 09,5 yolie dlass wulys o
2o s byl 955 0 5o,y Ol sl &S

Ale a3 g a LS sl il )b ojlasil (V) Jgoz yo
by oadashl Jol et 5 soleiing gk 5o ek o8l 05
1) 09 s o0ls iuled SW Ly jlaisl b aS [¥] 5505 5 slale
yolie (Con o ) Job oaimolis |G| oled oS (o0 dunlin
5 kG ol o Shg olawi ggemme Lrepl ;o N el G 0,8
G 9y 2 ambxe b Kk oaimsplis G sa (k>0 sl KC,
N5 50y e S Shs asgezme B Col 5luzs) sl ,Nles
ool (pogaz oS Jsb sla Sy acgerme

<5)’Lé awlld » &5""“" ‘5)[5}») 6th)b A.w.illi.o @Lu (\) Js..\?

i Tk v
n|G |+|G,|
NG, +]G,| et
n+1)|Z
(n+1)|Z,| (e, e
ALY GIG] oot ot o
r +|G
LG +|G, | GG 05 e Job
LG, +2G, "G, +2G, Sy
Ky Co + (ky, +1)G, dC, +(d +1)G, PS5, 430

ble (S 5l ol

Sglate Coonl a0

4z |y oleian 2ok 65 Ol$ 0 Ty Vb Jgoz

azyo L le Sy 5l Slaidy = opdle (goliing zyb 285

Sl 551y 5 sbale 2,k b (Fawzmn Sl Sglie sl Coenl
ol ooy S sl Jow pled o 5 sl Hlaislh g o)l

Jol 508 55 4zl wiilen glacaulys s wilsi e plpe ¥ 3B
Ely Ghgy pled 4 55 O Sl 5 s el | 0l plox

REV- N

Dl S o p ol Glyiea ) v S Jlaie A poles gl
L Z gobsalisal, S i § S s wsb vi=y 3

6‘)‘.’ ‘)JA.@JMA ‘Q)ywlﬁ.é)é JJL);LS")'? e(g,g)ablc )l
Iy cewl Gy 09,5 1o Bolai sae S Z aS ol cpols olis
Ails 5 ey

odipy & JlaxlLYL g5 10 polpe 51 s oo olis Jl
L1, DMBDH coew aliuws wilgs oo § 5 lls o8 )T g
b J> d2 sl
- ab
oLl asb e(g,9) ¢ Jo—he, pZ , 5l
e ID gl E = Mve(g,g)ar' — MVYrI

b .
. . A —cf; . '
F=2 ol pas E=B=g"=gc" =g" =y

o|o

o My el (Bolai (5513850, S Sey e ol el
= Lo ool (0p Jizh) Coge wdls ol o ol ID aulils

Prv=v]=1/2+¢ el £ pl iy

Syl A €(0,0)F e ;b Z 51D ygoil é 4
aS ool 5 E =M,e(0,9)" o5yl ol z€Z, Solas sac
ol yaie S p2les W 31 E ol Bolas soe S 2
o=l 50 i Ml Sl aigS e Jolds 5 ol Gy 09,5
iy o5l (el Cewdy ¥ 5)50 50 (oMbl o s 2>
Prv=v]=1/2

s Jo sl 6 S5z (0 Jleinh) Cuge cnlple

A" =|PrIC(g.6°.0" g e(9.0)™) v =v]-PrC(9.6%.0".9%.2) v =]

gsl‘)ls -5

Job 3oy e Job 4 azgi b ol =5k LIS (idu ol jo
Bgd oy p Sl 50, 5 2LiS 50y ey g pogas oS



Y

S a5 (655 Sl Wl S ¢ | ol (531 bl 1 (S (5,185 30,

(4]

(5]

(6]

(7]

(8]

[9]

[10]

[11]

[12]

M. B. Atashgah and M. Gardeshi, “The (t,n) Threshold Proxy
Signature Scheme with new known signers and Proof of
security in the standard model,” Electronic and Cyber Defense
Magazine, vol. 2, no. 1, 2014. (in Persian)

N. Sarier, “A new biometric identity based encryption scheme
secure against dos attacks,” Security and Communication
Networks, vol. 4, no. 1, p. 23-32, 2011.

V. Goyal, O. Pandey, A. Sahai and B. Waters, “Attribute-Based
Encryption for FineGrained Access Control of Encrypted
Data,” In Proceedings of the 13th ACM conference on
Computer and communications security, pp. 89-98, 2006.

J. Baek, W. Susilo, and J. Zhou, “New Constructions of Fuzzy
Identity-Based Encryption,” In Proceedings of the 2nd ACM
symposium on Information, computer and communications
security, pp. 368-370, 2007.

Y. Ren, D. Gu, S. Wang, and X. Zhang, “New Fuzzy
Identity-Based Encryption in the Standard Model,” Informatica,
vol. 21, no. 3, pp. 393-407, 2010.

X. Wang, X. Yang, M. Zhang, and Y. Yu, “Cryptanalysis of a
Fuzzy Identity Based Encryption Scheme in the Standard
Model,” Informatica, vol. 23, no. 2, pp. 299-314, 2012.

Y. Mao, J. Li, M. R. Chen, J. Liu, C. Xie, and Y. Zhan, “Fully
secure fuzzy identity-based encryption for secure loT
communications,” Computer Standards & Interfaces, vol. 44,
pp. 117-121, 2016.

T. Tassa, “Hierarchical Threshold Secret Sharing,” Journal of
Cryptology, vol. 20, no. 2, pp. 237-264, 2007.

G. G. Lorentz, K. Jetter, and S. D. Riemenschneider, “Birkhoff
Interpolation  (Encyclopedia of Mathematics and its
Applications),” Reading, Addison Wesley Publishing
Company, 1983.

S S A —Y

4255 3)90 Yl 31 anlid » (e )15 50, Slagsb w094l
i ol o il o Jlgld e )5 glls g wilazs 30103
(HFIBE) —slealiles (6350 anlis 5 i 6,108 50, puolie
@la_.w l_> me_?))j 6l)‘$ aS FIBE alius Lg‘]’ ‘}>o|) u‘},»..cdu
4 [¥] 5505 5 slabe alewgas ool bojl aliws ol Glgicas
00 sy rawlils G e alold oglis b FIBE £ )b 550 40
S5 e sy S ool b g3lwesly bg, o 5 HFIBE
awlid sl Jas jo eolpining b Cosl (o 0l &3l

20,8 Sl leda s caipMal asgo

&Ll -A

[1] A. Shamir, “Identity-Based Cryptosystems and Signature
Schemes,” Proceedings of CRYPTO'84, vol. 84, pp. 47-53,
1985.

[2] D. Boneh and M. Franklin, “Identity-Based Encryption from the
Weil Pairing,” In Advances in Cryptology-CRYPTO 2001, pp.
213-229, 2003.

[3] A. Sahai and B. Waters, “Fuzzy Identity-Based Encryption,” In
Eurocrypt, vol. 3494, pp. 457-473, 2005.



Journal of Electronical & Cyber Defence
VYol. 6, No. 3, 2018, Serial No. 23 3

Hierarchical Fuzzy Identity-Based Encryption

S. H. Hosseinian Barzi*, H. Maleki
*Shahid Beheshti University
(Received: 28/07/2017 , Accepted: 17/03/2018)

ABSTRACT

In a Fuzzy Identity-Based Encryption (FIBE) scheme, a user with the private key for an identity ID is
able to decrypt a ciphertext encrypted with another identity ID if and only if ID and ID' are within a certain
distance of each other as judged by some metric. The existing literature on FIBE assumes that all attributes
are equally important. However, this assumption may not be appropriate in some situations. In this paper,
we consider the problem of FIBE with attributes of different importance level. In this setting, the set of
possible attributes admits a hierarchical structure such that, during decryption process, attributes in lower
levels can be replaced by those in higher levels. To solve this case, a new scheme called Hierarchical Fuzzy
Identity-Based Encryption (HFIBE) was introduced then it was provided with a formal definition of security
and an implementation method. The security of our proposed scheme is in the Selective-1D security model
under the Decisional Modified Bilinear Diffe-Hellman assumption.
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