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(1) Public numbers (g, p)

s n

® ®
Select a private key: Select a private key:
X1 €(1,2,..,p -2} Xs€{12,..,p—-2}
® ®
Compute the public @Send ¥, ® Send Y Compute the public
e Z 4
key: key:
® B,

Compute the shared Compute the shared
key: key:
K=Yz% mod p K=y mod p
= (g*)*4 mod p = (g*4)*s mod p
= g*4%s  modp =g*+*s  modp
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1- Honest

2- Correctness

3- Confidentiality

4- Traceability

5- One-Known-Secret attack
6- Discrete Logarithm Problem
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Algorithm 1 Initialization phase

Require: No. participants 7, threshold ¢ and secrets
R PO Uy ]
Ensure: n quasi-sharcs such that ¢ sufficc to reconstruct

secrets Sy, S9,...,Sk.

1: If the % secrets are fixed, input and store them in
S8 Sk

2: Otherwise, generate randomly % secrets and store them
in 51,92, .54 Sk

3 r+« (%) v {minimal authorized subsets}

4 Publish T'g; = {A;1, Aj2,..., A} on the notice board

5. Sclect and publish hash function H : {0,1}* — {0,1}7 on
the notice board (H is one-way, second preimage resistant
and chosen target forced prefix resistant)

6: Select large prime number p

7: g +— primary toot of Zj

8 Write (g, p) on the notice board

9: for 7 < 1 to n do

10:  The dealer generates randomly s; as her/his private key

1n:  X; < ¢% modp

12:  Write X; on the notice board

13: end for

14: for i < 1 to n do

15:  Bach P generates randomly s’, as her/his private key

16: Y < a® modp

17: Write Y; on the notice board

18: end for

19: for 7 < 1 to n do

200 {K;}p « YY" modp

21: {h;}p < Hash({K;}p)

22: {h,;}j) < Hash{(h:}p)

23 Write {h;}p on the notice board

24: end for

25: for i +— 1 to n do

26 {K;}p, < X" mod p

27. {h;}p, < Hash({K;}p,)

28 {h;}p, « Hash({h:}p,)

29:  Read {h,}p from the notice board

30:  if {h;}p, = {i;}p then

31 Write “Truc”
32:  else

33: Write “False™
34 end if

35: end for

ol Al e a5 (V) JSb
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Algorithm 3 Verification and secret recovery phases

Require: quasi-shares and public controls
Ensure: The secrets Sy, S,..., S5k

1: for [ < 1 to r do

2. for j« 1tok do

3 for i < 1 to t do )

4 Provide quasi-sharc {h'z(;) p; 10 the combiner ¢
54 end for

6:  end for

7. end for

// The next lines are performed by the combiner C:
8: for [ < 1 to r do
9: for j« 1tokdo

10: for i <+ 1 to? do
in: Yo = BH({19},)
12 Read {hl(;.)’} p from the notice board
4 se (0" (1)
s if {fj’ }. = {h; },, then
14: Write “quasi-share {hl(;)} p. 1s Valid”
15: else o
16: Wrile “quasi-share {hl(;)} o is Invalid”
17: end if o
18: end for
19:  end for
20: end for

21: for [ < 1 to v do
22: for j<« 1tok do

23: for i < 1 to ¢t do

24: diy « KD (RD)) ... |hY

25: dy; + Hash(hy? [|RP] ... |[)

26: Read Cy; from the notice board

27: Sj + i & dy;

28: {S;} « Hash(S;)

29: Read {b;}u on the notice board

30: if {S;},=1{9;}n then

31 Write “the reconstructed secret is Valid”
32: else

33 Write “the reconstructed secret is Invalid”
34 end if

35 end for

36:  end for

37: end for
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Algorithm 2 Construction phase

// The lines are performed by the dealer D:
1: for I + 1 to 7 do

2 for J << 1tordo

3 for I # J do

4 ifAf}ﬂAJZ@ﬂlCﬂ

5t h,,(;) < Hash(h;||7) © {|| mcans concatcnation}
6: else

7; ht(;) + Hash(hy||1]]5)

8: end if _

9: h.l(;) « Hash(hl(;))

10: Write {h{"" } > on the notice board
I dij b IA . [|A)

12 dy;  Hash(hi)) |67 ||(D)

13: Cij « S5 ®dy; > {© means XOR}
14: Write Cj; on the notice board

15: end for

16:  end for

17: end for

18: for j « 1 to k do

19:  §; « Hash(S})

20:  Write {S) }p on the notice board
21: end for
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ABSTRACT

In the multi-use multi-stage secret sharing scheme, the dealer is able to share several secrets among a
group of participants, and the secrets are reconstructed stage by stage such that the reconstruction of se-
crets at earlier stages does not reveal or weaken the secrecy of the remaining secrets. Since the hash func-
tions are quick and easy to calculate, in this paper, we propose a multi-use multi-secret sharing scheme
based on a hash function that makes the method very efficient. This scheme is resistant to the cheating of
participants. Also, by using the Diffie-Hellman key exchange protocol, the dealer and participants com-

municate with each other through a public channel. The structure of the proposed scheme is safe against
one-known-secret attack.
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