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1- Code Randomization

2- Instruction Set Randomization(ISR)
3- Address Space Randomization(ASR)
4- Susceptible

5- Exposed

6- Infected

7- Recovered
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ABSTRACT

Nowadays, malware propagation has become a major threat in cyber space. Modeling malware
propagation process allows us to get a better understanding of the dynamics of malware spreading as well
as helping us to find effective defense mechanisms. Due to the security concerns, software diversity has re-
ceived much attention as a cyber-defense mechanism. In this paper, considering software diversity
approach, an epidemic model of malware propagation in scale-free networks is proposed. Software diversi-
ty as a defense mechanism reduces the malware propagation process in the network. Simulation results
show the effect of different parameters on the malware propagation process. Also, we demonstrate that the
assignment of diverse software packages to network nodes reduces the basic reproductive ratio and mal-

ware propagation speed in the network. Moreover, the effect of weight's exponent on the speed of malware
propagation is investigated.

Keywords: Malware Propagation, Software Diversity, Weighted Scale-Free Network

* Corresponding Author Email: so_hosseini@uk.ac.ir



