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Detecting Integrity Attacks to a Data Stream Management System

M. Ghayoori Sales™, K. Salmani’, M. Haghjoo®

Faculty of Computer, Iran University of Science and Technology (IUST)
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Abstract

In recent years, Cyber Warfare has been one of the most essential war scenes for intelligence and military organiza-
tions. As the volume of data is increased, data stream processing and data security would be the basic requirements of
military enterprises. Although, by data encryption no one can have access to data contents, but adversaries can delete
some records from data stream or add some counterfeit records in it without any knowledge about records contents.
Such attacks are called integrity attacks. Because integrity control in DSMS is a continuous process, it may be catego-
rized in passive defense activities. In this paper, we present a probabilistic auditing model for integrity control of re-
ceived stream results via an unsecured environment. In our architecture, users and data stream owners are trusted and
channels are unsecured. The server is considered a black box and auditing process is fulfilled by contribution between
data stream owner and users. We exploit existing Data Stream Management Systems (DSMS) without any modification.
Our method has no significant cost on users side and detects integrity attacks accurately and rapidly. Correctness and
convergence of our probabilistic algorithm is proved and our evaluation shows very good results.

Keywords: Data Stream Management Systems, Data Stream Security, Data Stream Inetgrity, Query Assurance,
Change Detection
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1 voidEstimateServerQWPosition(int RS#){

2 int RS#, =(RS# mod t) + t // Map RS# to first QW

3 if (RS# < prevRS#) { // GW is changed

4 RS#,, = RS#, - (Lgw mod t);

5 RS#.. = RS#,. - (Lgw mod t);

6 if (RS#.<t) { RS#,+=1t; RS#..+=1t; }

7 } else

8 if ((RS#..-RS#;>n | RS# -RS#.>n)& (RS#.==0 &
RS#..==0)){// some records are deleted or freshness error
9 cer++;

10 if (cer > threshold) {

11 Alarm(“Freshness Error”);

12 RS#.. = RS#;; RS#., = RS#;

13 cer =0;

14 }

15 } else {

16 cer=0;

17 if (RS#.,==0 & RS#.==0){ // First Received
Record

18 RS#., = RS#,; RS#.. = RS#;
19 } else {

20 RS#.; = Min(RS#L, RS#.,);
21 RS#.. = Max(RS#L, RS#,.);
22 }

23 }

24 RS#., = RS#es - ((n - (RS#,. - RS#)) / 2);
25 RS#..=RS#,+n- 1;

26 prevRS# = RS#;

27} // End of EstimateServerQWPositions
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