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A Novel Image Encryption Scheme Using Chaotic Maps
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Faculty and Research Center of Communication and Information Technology, Imam Hossein University
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Abstract

Information security is one of the most important defensive issues that prevents the intruders' attacks to the privacy of
organizations valuable data. Cryptology is one of the most powerful tools of Passive defence that assures the security of
communication and information technology. In this paper, we propose a new image encryption scheme using chaotic
maps to protect the distribution of digital images in an efficient and secure way. The new encryption scheme is imple-
mented using MATLAB to check its efficiency. Moreover, a series of tests and some comparisons have been performed
to justify efficiency of image encryption method. These tests included key space analysis, psychophysical experiments,
histogram analysis, information entropy, encryption quality, correlation analysis, differential analysis and key sensitivi-
ty analysis. Simulation experiment has validated the effectiveness of the proposed system.
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1: Nolt = number of iterations that is number of
plain-image rows
2: For it = 1 to Nolt do
3: [X4, Yul = Vector generated according
to a recursive baker's map

V(it) = x,Hy,

D(it) = Euclidean distance of V
End For
Pmap = Permutation map that is generated

A

from D. Pmap elements € {0, 1}.

£y o QLie u’_asl 9 SOg0s cell Y w.'&.g.)gi"

1: P = Plain-image

2: For it = 1 to Nolt do

3: Vertical permutation = Multiplying the
it-th column of plain-image by Pmap 4:

Horizontal permutation = Multiplying
the it-th row of plain-image by Pmap

@3] Sl e asi ) ps 595!

Nolt = number of iterations that is 256
2: For itl = 1 to Nolt do

3: [Xn, Ynl = Vector generated according
to a recursive Henon map
4. V(it) = X, Hy,
5: SUB(it) = Euclidean distance of V
6: End For
7 For itl =1 to Nolt do
8: Max = Maximum of vector SUB
9: For it2 = 1 to Nolt do
10: If SUB(Iit2) is equal to MAX
then SUB(it2) = —256+ itl
11: End For
12: End For
13: Chaotic substitution = Absolute
value of SUB.

5: End For
b oSy S0 (5ka8 et ol . F ok 5981
1: For it = 2 to Nolt do
2: Shiftsize = The shift amount for the it-th
row of plain-image, that is (Nolt-it+1).
3: C = Circularly right shifted values in

each row of plain-image, by

shiftsize elements.

4: VC= Vertical permutation in C.

5: Diagonally permuted image = circularly
left shifted values in each row of VC,

by (-shiftsize) elements.

6: End For
590 35 il 05 O ity 5981
1: Nolt = Number of iterations that is number of
plain-image pixels
2: For it = 1 to Noltdo
3: [x,, y.] = Vector generated according

to a recursive baker's map
V(it) = x,+iy,
D(it) = Euclidean distance of V
End For
RK = Matrix containing D with
floored elements, the same

AR

size as original image.
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