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Completeness Auditing of Continuous Query Results
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Abstract:

Despite the fact that using the services of outsourced data stream servers has extremely been welcomed, but still the
problem of obtaining certainty about received results from these servers is one of the basic challenges in enterprises.
For outsourcing these services, the user should be assured by a mechanism about the security of communication chan-
nels as well as the correct and honest function of the server, because the server may attack the integrity of the results
due to economic and malicious reasons. In such attacks, some parts of results are not sent to the user or sent after being
modified or delayed. In this article, we have come up with an efficient method for detecting integrity attacks in out-
sourced data steam systems based on auditing the results of cross computation. In this method, the main data stream
has been enciphered by a key and a small part of data has been enciphered by a different key, as a dependant data
stream, and sent to the server. The requested query is applied on both streams and the user judges the integrity of
results by comparing the results. Our method imposes a little overhead on the user and needs no change in the structure
of the server. The probabilistic modeling of the method shows that this method has a high efficiency and the results of
the exprimental analysis confirm this very well.

Keywords: Service Oriented Architecture, Service Elicitation, Identify Service, Candidate Service, Tree Organiza-
tional Goals, Compliance Services
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Algorithm DoCheck
While (True) {
InputRecord<—Recive One Record From Server
If (InputRecord is From Q,) {
Estimate Q, Query Window Using InputRecord(RS#)
If (InputRecord is in Overlap Area)
Enqueue InputRecord(RS#) to Rep. Queue
Else
Estimate Q,, Query Window Using InputRecord(RS#)
If (InputRecord is Repetitive Record)
If (InputRecord is in Overlap Area)
Enqueue InputRecord(RS#) to Main Queue
End of If

If (A Check Trigger is Recieved)
Do Checkintegrity
End of While
End of Algorithm
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Algorithm Check Integrity
Ok Count<—0
Not Ok Count<—0

While (Rep Queue is not empty AND Main Queue is not
empty)
Rep Record RS#<—First Item of Rep Queue
Main Record RS#«— First Item of Main Queue

If (Rep Record RS# = Main Record RS#)
OkCount++
Dequeue First Item of Rep Queue
Dequeue First Item of Main Queue
Else
If (Rep Record RS# < Main Record RS#)
Not Ok Count++
Dequeue First Item of Rep Queue
Else
Not Ok Count++
Dequeue First Item of Main Queue
End of If
End of If
End of While

Delete Ratio = Not Ok Count/(Ok Count+ Not Ok Count)
If (Delete Ration>LSR)
Alarm Error
End of Algorithm
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