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Design and Implementation of a Metamorphic Engine Malware

with Evaluation of Identifing Techniques Performance Approach

M. Khosravi, S. Parsa”

Islamic Azad University, Bruojerd Branch
(Received: 30/10/2012; Accepted: 11/08/2013)

Abstract

One of passive defence principles is the immunization unit against the attacks to computer systems. Large set of attacks
is occurred by malware to computer systems. Performance of existing techniques should be evaluated against malware
attacks. In this regards, one of the approaches in this area is to perform the managed attacks by the produced malwares
through intelligent engines. Most of anti-malware products may apply the detection techniques based on binary
signature code to identify the malware. A family of computer malware called as metamorphic exists whose signature
has been changed in each generation through applying the obfuscation techniques so that they cannot be identified by
binary malware signature based detection techniques. In this paper, a metamorphic engine has been presented on the
basis of learning cellular automata. This engine is capable to confront the detection techniques according to codes
statistical analysis due to its dynamic nature, identification ability and creation of safety program’s similar codes with
high similarity rate. This engine could be a suitable tool for assessing the performance of existing systems to encounter
the possible attacks.

Keywords: Metamorphic Malware, Malware Signature, Statistical Analysis Code, Metamorphic Engine,
Obfuscation, Cellular Learning Automata.
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Algorithm CLAEn

Input : Base Malware
Output : New Generation of Malware

Begin

Choice a Random Benign Code and divided in 10 Block
Divided Base Malware in 10 Block

Initialize CLA with 10 LA each with 5 actions
While (Number of Iteration is down of 100) Do

For each Line in CLA Do in Parallel
Each LA choice one of its action according to its action
probability vector
IF1 (New Similarity in Block > Old Similarity in Block)
Old Block = New Block
Old Similarity = New Similarity
Update Action Vector
Else (IF1)
Update Action Vector

IF2 (Full New Similarity > Full Old Similarity)
Update all Block With New Block in CLA
Run new Iteration with New Block and New Action
Vector
Else (IF2)
Replace all New Block with Old Block
Run new Iteration with Old Block and New Action
Vector

End For
End While
End
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