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Abstract

In this paper, a linear and differential attack to a chaotic image encryption scheme have been introduced and it has
been shown that the intruder can obtain the plain image using these approximations with high probability. Also other
weaknesses as inherent weakness of a chaotic map, improper use of map and weak keys have been presented. A
complete alternative scheme has been suggested and simulated. The experimental results has shown the security and
performance improvement of suggested scheme compared to the original and some other new schemes.
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