. e . PR
L LY r}‘ ) U/z}}“f ¥

VEOYOY Lo IFAF Ll oY o lad et Jlo

Q956 Ol il Hga 1 Lib (5 Lo St Sgag
(U 92005 B AT 5O & o
TG slrwr does dow T g ke o o el B 5LS Ao
i g oKl Lkl —¥ (§) = plal il o&ls Skl —Y Wil wlid ;8 g gmedils -\
QF/YIVY 1o iy QF/-V /- F 1l o)

FRVLCY

v

Cel o g b WSl Cogo o Wilgi o fale ot ol .cwsl lo o5 0 oYL Cownl s 380 romiw a5 libgol, gleaSll (o
s il S )lie yobo 4 a5l )8 5leg S o T o a8 il (S ik i (253 Sgup jslate 4058 adgl ()5 L eSSl
ools Jlojl 4y pladl cunl (5o a5 (0500 (128 eolisial 6l 1 (sloymy gyl el nl b o9l oo (Bme S (o0 Ao | &gl )18
a0, Shee jo PLS] coge Wlgh co Dol 4y aS o0ls oS 5 S e 4y Lale ools Sl )l go3 cpl oS o 5L iS00l oS 5 S e 4 Lale
EM o555 5l oolil L g agili ()0, g lal [l 10 55 05 b callio oyl )0 0095 SSDF L jiomis 00l iy o5 Mo Mol ) 0g
St 0y Slos 39 Nl (soue il Wgd 0 00 oS Canb v Gl Az jo g )5 hale e b, 58T Yl
Jools @l (e wiws SSDF ollex L ablic jshaie & @l al jltel slahy) 4 Cond 05 )5 jpa 50 b (5 Lo

EM (o 551 SSDF whlos o yoen (4] 3955 ey 55y Lio iz g3l )l i Liligr ol y slaasiois :do jlg duls”

Improving Cooperative Spectrum Sensing in the Presence of Malicious

Secondary Users in Cognitive Radio Networks
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Abstract

Accurate spectrum sensing is very important in cognitive radio networks. False sensing results in either waste of
spectrum or harmful interference to primary users. To improve accuracy, cooperative spectrum sensing, in which a set
of secondary users cooperatively sense the presence of the primary user, has emerged. This technique, however, opens
a window for malicious users, who may send false data to the fusion center. This kind of sending false data to the fusion
center, which can severely disturb the network, is called spectrum sensing data falsification (SSDF) attacks. In this
paper, focusing on stochastic behavior of secondary users and using Expectation-Maximization (EM) algorithm,
detection and false alarm probabilities and then the true spectrum state are estimated. Numerical results show
improvement in cooperative spectrum sensing operation in respect of common reputation based methods for defending
against SSDF attacks. The results also show an increasing in system’s speed and a reduction in communication’s cost.

Keywords: Cognitive Radio Networks, Secondary User, Cooperative Spectrum Sensing, Malicious Users, SSDF
Attacks, EM Algorithm.
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7 Spectrum Sensing Data Falsification

® Reputation Metric

° Reputation Based

O\Weighted Sequential Probability Ratio Test
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! Dynamic Spectrum Access

2 Cognitive Radio

®Primary Users
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® Local Spectrum Sensing

® Cooperative Spectrum Sensing
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