((d/:&"/.d by oy (}“ ) Un/ujgv M
" " L ¢

VA=Y e o T8 ol F o)Lt et Lo

Slably ALY (Sl 039 < dad yuwsld o (we )y &0
M@b L, ‘\g‘i’.ﬁ S
STl ot Lokl =Y i)l il lS -

QB YIVE Gy A/ VYA 2l o)
oJdusa

398 tS glaailels o conaih CMSe Sy ol 3585 1iS claalole 3 ulS Slegoge 5l S Sy b
SIS L b ol sl (o o g ol 5l ()l 09000 DV (5LaS (il Sy el &5 el (Sg 0L olawi 0925
@lXen Sep hls g lexiul il eyl cils salsr ganainb 3 Sles jd (e y JB S gl Bds a5 wisly
Vi oz 0598 ghls g osTl e (v aige 5o 3B S O ISt (Jg 00s o Shas Sl sl YL
oS5 lple Sl (2l Sen S oald S8l slaclyx o poe o Ul pae O JSin (Jg Cend Lalsz 03,5 o Cux
b allie ol 50 il anls ol yam s |, Sag il o B0 1500 53 3l 5 ool Kb ks 30 53 51 Wl ce 0,55 50 0]
oareid ailabos )3 gy b Sy Sl (gl guaz (g, «Sls o sS4 (g leninl CulB) o oSl Qe Sles Jlosl
o las o ol ulesl KDDO9 0sls acseme (53) poowal 3,0 (goinaieb (N, b (soleiion (hg -09d 00 4l 3585

Lol (436 YIAY) o) Ko o oo ]38l uizmen o (V/F9) Lale Jloia 5 malS R0/ YY) Lanseid 5 Gl

3485 anteis glaailoles « s w68 6 il auseis o Sy obl (sanail (lave jlg duls

A New Light Weight Intrusion Detection Algorithm for Computer Networks
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Abstract

Feature selection is one of the key challenges in developing intrusion detection systems. Classification algorithms
in intrusion detection systems may be inconvenient for problems having so many features, because the size of the
search space grows exponentially in terms of the number of features. This is while most of the features may be
either irrelevant or redundant. Therefore, considering only relevant features (i.e. feature selection) may have a
significant impact on the performance of the classification algorithms. The Imperialist Competitive Algorithm
(ICA) can be used as a feature selection method with a high convergence, but it sometimes gets trapped in a local
optimum. On the contrary, the Genetic Algorithm (GA) is powerful enough in terms of search for solutions, but it
suffers from late convergence. Therefore, using a combination of both algorithms for feature selection may result in
a rapid convergence as well as in a high precision. In this paper, by applying the Assimilate operator of the ICA to
the GA, we propose a new feature selection algorithm for intrusion detection systems. The proposed algorithm has
been tested on the KDD99 dataset using the decision tree classification. The experimental results show that the
proposed algorithm has improved the detection rate (95.03%), false alarm rate (1.46) and the speed of convergence
(3.82 second).
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