((d/:&"/.d by oy (}“ ) Un/ujgv M
" " L ¢

AL A AIPRIL LTV SYUEPRCEVY W

31 S ¢ (S0 SIS ol 43!::5.; Pe ol Zelaw g
Yd)})}i plley s L%S‘L;W‘ Ls)

(8) o ool ol s Lokl =Y (g 55 (g gaedils —)
QONVYE : 5 pdy A0 AV sl )

oS>

5 e dele e sblay oS 5l T o aile e ply @50 (sl cmlio ailingy Sl g ISl sloailabes ) e Plows 51 (S0
Bei basbels cpl jo s ol o, Slee ol )15 (ial58l el Wlgh o ailidgy cunlio Sl S (b 7,0 2 )l wldes
iile pgal whe STy oshaie (nl sl 9o Sl cenlio Cotal b gl slaailiy ilueskel sln (29, S Alis il 5
Srstal @ildsy poai 1o 5l ealitul bl 0 g0 48,5 a5 ) (g p ailin] o QLBIIL 556 Blate 9208 5 5 555 5 ol S
Slagmile jloats ;55 sla o Shg gl 6l 45 wloe Covsty ol o ailin] s S il 5 gl ol s
gy o 4] gl gl el cilizeo ol oojlé Bhate 1 ool s 35 oo o3l (GLOM) (g S zoblan (s8las o
bl 2 85 gl ond plonil (giludnd 4 4295 L 0,5 0,33 Dglite pgal oSSl ;o g |y Blite (el sl b gl
d PSNR 5 SSIM ewlie )l (515 cigddco wolieisl (6, K50les 6l soliidins (sbo,

G0l aligy «pgal ol grhas ¢y ailiw] (55 Ghie (g3l yon sla Lo (DO SlgIalS

Security Level Determination of Cover Image in Steganography

Based on the Fuzzy Logic

R. Esfahani*, Z. Norozi
Imam Hossein University
(Received: 28/10/2016; Accepted: 12/02/2017)

Abstract

The selection of an appropriate cover to embedding a secret message is one of the main issues in the
steganography. This leads to increasing the performance and decreasing the error from the point of view of passive
defence. In this paper, preparation of a cover image with the suitable security level is described. For this porpose,
some important features such as contrast, energy and the use of fuzzy logic with a selection threshold for Harris
corners have been considered. Firstly, some images with different contrast were obtained but a fixed threshold for
Harris corners from each cover image which extracting the features is done using Gray Levels Co-Occurrence
Matrix (GLCM). Then, the security of images was graded using fuzzy logic. The images with different security
levels can be stored in the different bank of images. According to the simulation which is done, selected images
based on the proposed method, have an appropriate SSIM and PSNR in the steganography.

Keywords: Co-occurrence Matrix, Fuzzy Logic, Harris Threshold, Image Security Level, Cover of
Steganography
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1. If (Img-Contrast is PC) then (Steganography-Security is VHS) (1)

2. If (Img-Contrast is LC) then (Steganography-Security is HS) (1)

3. If (Img-Contrast is MLC) then (Steganography-Security is HS) (1)

4. If (Img-Contrast is VHC) and (Img-Energy iz LE) then (Steganography-Security is VHS) (1)
5. If (Img-Contrast is VHC) and (Img-Energy iz VLE) then (Steganography-Security is VHS) (1)
6. If (Img-Contrast is VHC) and (Img-Energy is MLE) then (Steganography-Security is HS) (1)
7. If {Img-Contrast is VHC) and (Img-Energy is MHE) then (Steganography-Security is MS) (1)
8. If (Img-Contrast is VHC) and (Img-Energy iz HE) then (Steganography-Security is LS) (1)

9. If {Img-Contrast is VHC) and (Img-Energy iz WVHE) then (Steganography-Security is PS) (1)
10. If (Img-Contrast iz HC) and (Img-Energy is VLE) then (Stegancgraphy-Security is WVHS) (1)
11. If (Img-Contrast is HC) and (Img-Energy is MLE) then (Steganography-Security is HS) (1)
12. If (Img-Contrast iz HC) and (Img-Energy is LE) then (Steganography-Security is HS) (1)
13. If (Img-Contrast is HC) and (Img-Energy is HE) then (Stegancgraphy-Security is MS) (1)
‘14. If (Img-Contrast iz HC) and (Img-Energy is MHE) then (Steganography-Security iz LS) (1)
15. If (Img-Contrast is HC) and {Img-Energy is VHE) then (Steganography-Security is PS) (1)
186. If (Img-Contrast iz MHC) and (Img-Energy is WHE) then (Stegancgraphy-Security is HS) (1)
17. If (Img-Contrast iz MHC) and (Img-Energy is HE) then (Steganography-Security is M3) (1)
18. If (Img-Contrast iz MHC) and (Img-Energy is MLE) then (Steganography-Security is LS) (1)
19. If (Img-Contrast iz MHC) and (Img-Energy is LE) then (Steganography-Security is PS) (1)
20. If (Img-Contrast is MHC) and (Img-Energy is VLE) then (Steganography-Security is PS) (1)
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No Contrast Weight Contrast Range Summary
1 Very High Contrast 22.7<Cnt <49 VHC
2 High Contrast 9.5 < Cnt <227 HC
3 Middle High Contrast 47 < Cnt <95 MHC
4 Middle Low Contrast 28<(Cnt <47 MLC
5 Low Contrast 1.2<(Cnt<28 LC
6 Poor Contrast 0<Cnt<12 PC
(<
No Energy Weight Energy Range Summary
1 Very High Energy 015<E<1 VHE
2 High Energy 0.06 < E <£0.15 HE
3 Middle High Energy 0.04 <E <0.06 MHE
4 Middle Low Energy 0.01<E <0.04 MLE
5 Low Energy 0.005 < E < 0.01 LE
6 Very Low Energy 0 <E <0.005 VLE
(@)
No Security Weight Security Range Summary | Pr.
1 Very High 08 <Sec<1 VHS | 4720
Security
2 High Security 0.5<Sec<0.38 HS 6/20
3 Middle Security 0.1<Sec<0.5 MS 3/20
4 Low Security 0.07 < Sec < 0.1 LS 3/20
5 Poor Security 0 < Sec £0.07 PS 4/20
@

! Very High Security
2 High Security
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Imagel : Harris Threshold = 1000 Steg. Embedded = %25 of Capacity

DCSQSde Entropy Contrast Correlation Energy Homogeneity SSIM PSNR
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Imagez2 : Harris Threshold = 1000 Steg. Embedded = %25 of Capacity
Corner Corner Corner Corner Corner Corner Corner Corner
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Image3 : Harris Threshold = 1000 Steg. Embedded = %25 of Capacity
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