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1- Intrusion Detection System (IDS)
2- Firewall

3- Intrusion Prevention System (IPS)
4- Security Information Events Management System
(SIEM)

5- Security Operations Center (SOC)
6- Perception

7- Comprehension

8- Knowledge of them

9- Projection

10- Knowledge of us
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3- Damage Assessment
4- Observe, Orient, Decide, Act (OODA)
5- Enemy Course of Ations (eCoA)
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1- Observables
2- Activities of Interest (AOI)
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5- Suffix tree
6- Virtual terrain
7- Ontology

1- Possible futures

2- Collection Requirement
3- Key differentiating events
4- Off-line
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5- Divisive Hierarchical Clustering (DHC)

1- Human terrain
2- Compromised
3- Breadth first
4- Asset
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3- Maintenance
4- Currency

1- Subject Matter Experts (SMEs)
2- Topology
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4- Frame of discernment
5- Projection score

6- Damage score

7- Reliability score
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1- Snapshots
2- Cognitive
3- Future Situation and Impact Assessment (FuSIA)
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2- Maintenance
3- Degraded
4- Non-operational
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Given a, 5, S,, H
A = the set of attacks with at least one element of S,
forall s € Sdo
if s € S, then
s.score = 1.0
s.reliablity = 1.0

else

forall a; € Ado

m(a;) = ds(a;)
m(s) = Yenc=s m(B)m(C)
B,CEA

s.score = m(s)

s.reliability = 1 — (PL(s) — Bel(s))
end if

end for

forall h € Hdo
S(h) = set of services provided by machine h
h.score = maxgesn)(s.score)
h.reliability = maxgegp)(s-reliability)
end for
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1- Dempster-Shafer rule of conditioning
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3- Conflict Normalization Process

1- Demspter-Shafer rule of combination
2- Ranked belief
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ABSTRACT

Nowadays there are so many tools available for capturing the events and alerts within networks. The
need for a system that could aggregate the information generated by these tools and combine them to make
better decisions is strongly acknowledged. If we could predict cyber attacks and estimate their effects
before they actually occur, we would be able to apply a better defense strategy and reduce the damage to
our critical assets. The projection of cyber attacks is to predict them based on a certain framework using
mathematical methods. One of these methods is the Transferable Belief Model (TBM). In this paper, we
used the TBM to combine capability and opportunity of attackers - which are cyber attacks' projection
components- to project the future situation of attacks. We have also tested our results against our
customized high-level attack tracks dataset. The result of comparison between our algorithm and the
previously presented algorithm at the Information Fusion Centre of Malek-Ahstar University of Technology
shows an average improvement of 7%.

Keywords: Cyber Attacks Projection, Situation Awareness, Damage Estimation, Capability, Opportunity,
Transferable Belief Model
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