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1- System Service Descriptor Table
2- Kernel patch protection



IFAY yliwn ) F 0 )lodh cppminis Jlw € (g yuslw g (Sanig SN wiBloy » gy = code alxo \id

s 0929 (owyyr 4 wporens Jgl Ailfe Lawgi 0adiisygls S
Cod A diaden l8lay /dlgis osley o asly yo len
Mol sol> wns oo lis 1) 395wy Jl3, ol Lyl

g sai Ll oole Layls o a5 el oty (slo e

CrSpred gige &S e Lulil psw adlie o
cod 38y g 0ed e bl 58l sl (sl 08 ST asein
g oo Ll (il dan Laze S5 0 Ll 5 ol

el b Lo 4y sabolom Lyl s ooz 4ilge

Ol sl e l3lam 5 aoee Ll Jleel 51 L3 ol 2
Wloads ools o9 :uﬂ}c )LP u_,l aels! 3 ;\..5(54; s ‘)

((es)
o
L e g a5 Jlas
Jdé 5l

BT
|
|

| L Jilas

| e ain Gl s g &
. P
S e H5ise

P L PO B SR S

o dagl S

[ on
LE pee Jdas s
[oe m i
| s Jilas |
s 38

Wiy y e st

|~ LS s S |4_‘
[

rd ™
[ e )
\ Y.

iy oy, T8 00) S

ad gl leMb| gS)BTé"—‘? 9 Sl —V-¥
Jalos (i aw ol cadsl Sledlbl (5 )5lanz 5 Julos adlse
Al o ol 5o el Joleinnns Sl )5 g Lgy Jelod L
5 ) Al ey e o i bl 452 opdle

o0 (§,910,5 5 dm Jolpe yo Jlod
Sl il et oz opie b 51 ady) Sl

ol 35800 63810,5 (5 S a5 50 Alge Lawg dialga

el Lzl sl o

S =2l sl e 6l rs0g 5 (Bolas s
Db oo S ole) s

' poles gyl —Y-1-¥
Loy o 0disS dpmsbone abyl, 135l b oopoles gyl
4y slocsogyy bl 2 Bre (Fyp Loy, lajeie 095 L
Pebie Sbml Jged Ko o SaS] e 2 sln Sl
Sgdse patuie B639y9 el » 35 s o sl2l Lo
Lyl b 4y base SYoleo solver ob a4 (g)l50 5l oolaiwl L
O sl sln sy Jlaie b wigdie Jo b s 212!

Y] 00,5 Lasein o po

cais g eoled bl p e (S8 wged
Lzl Glr slissse Gkl 5 oSt 5l bsss,s e ol
5os sami 5o ANl sus @il siadgs slalzily
Sam oad gew Goles G2l e by el e
8y Jeod cuz Slesyse lld (e Ll ansas
S ooles Julow b oablie g VA sg sbml 58l
Coghl Cuz @20 50 Sgb oo 03litul S (lupte slaby,
e 5 2L M b ablie sl cpoled sl sl
Ivo] cosl oas @l 1S Log, S (5l

sacsarslid JSae coles sly2! sla by, odes JSine
Gy 3l ol ol St g8, (sl [¥-F] ol il lonal
Iz 52,0 068 o oolaiwl SLISSE gyl lgie cox (6,500
lposinsi LagT L allio sl 5 bl o iy cnl (Koo
S e o3liiul )2l oS 65l sl STl 515l

SOy b sl -
el 0 sols las (V) JSo ye solpin b anls
Sledbl (s y5lmez Lol ailhe aw Jols ansl 3 cnl (IS jsboas

DBl oe bazme Ll 5osS 5 (6 S preal 590 cads]
a3 oslil b aagsl Slodbl (o pglanm 5 Juloo ailse
9 ondyse 9 by Iy Hhisyse bl eyl e PF ol
g bl bl L) ©j50 50 4 Judod amo oo )18 Ll
@l Gl b atle Gulul 1 Ly g ©g0a LU slasl
oolizsl b il ol sl 2 oMl 055 co plol o eols Jyl3
se0iay Jelepiaaw ;0 05 109 oo o ol dile )
655 ym 5 a5t mhw 55 bty Jloyl Jie sl SleSL
Tog S go Ll 1) (bl s 50 Ol g (g yiwd

JORPREPUN I S EINT

S o,l55 elul 5 aS Canl (6, el jgige pg adlbe
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ABSTRACT

Smart malware samples have two different types of behaviors, namely defensive and aggrasive which
they exhibit according to environmental conditions. This article offers a new method for detection of
environmental conditions suitable for exhibition of aggrasive behaviors. Considering the list of system
functions, apparant in the IAT table of a malware, those APIs which are not invoked at runtime could be
identified as grounds for suspecting the executable file as a malware. Analyzing the functionality and task of
these APIs and the ones invoked at runtime, the conditions and resources required for the malware to
reveal its malicious behavior, could be determined. In fact, supplying all the required conditions and
resources requested through one or more API calls, at a run, the malware could be prepared for asking for
the next possible resource in the next run. This process could be repeated as far as no more conditions or
resources are looked for. In order to evaluate the suggested method, three known malware samples are
analysed in our sandboxing environment, Parsa.
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