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6- Web Application Attacks

a.matinfar@chmail.ir :sSsel, oot asbl],*

1- eBay.com
2- Visa

3- MasterCard
4- Sony

5- WordPress
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7- Firefox

8- Mozilla

9- Microsoft Internet Explorer.

10- Apache

11- Internet Information Services (I1S)
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1- Internet Explorer

2- Open System Interconnection

3- Web Server

4- Apache

5- Internet Information Services (I1S)
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Algorithm 1 HTTP GET Flow Count for the N
Participating Clients for Every 20 s Time Window
1: Begin
2: for (Frame.Timei =
strx;Frame.Timei<Frame.Timei +20;i+ +)
3: for (IPj = 1;IPj <N;j+ +)
4:Compute | =(IPj&&IPdst)
5:Compute HGET =
(http.request.method == GET)
6: Compute Final = | && HGET
7: end for
8: end for
9: end
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ABSTRACT

By expanding Internet-based services and developing websites, cyber threats are also increasing. One of
these threats is to perform denial-of-service attacks and interfere with the services of a website. Web or
application-layer service blocking attacks by creation of artificial traffic impose a heavy traffic on the web
server and thus disrupt the Web service. In this research, to detect these attacks, Web server logs are
classified by applying 20 second time windows and calculating the activity level and the entropy of different
IPs in each time window. Using entropy variance, time windows with continuity are determined. In the next
stage, through the backup machine algorithm, the network is trained to store abnormal time windows, and
ultimately IP addresses that lead to blocked service attacks or service disruptions are classified and
labelled. The proposed model was implemented on the EPA-HTTP standard dataset indicating improvement
compared to previous studies.
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