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10- Native API
11- Snapshot
12- Hook

1- Behavioral difference/distance

2- System call

3- Longest Common Subsequence (LCS)
4- Support Vector Machines(SVM)

5- Classification

6- Precision

7- Recall

8- Accuracy

9- Multi-Layer Perceptron Learning
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3- infinite-running

4- guest-crashing

5- Detecting Sandbox-AwaRe Malware
6- Analyzing Unknown Binaries
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1- Uncertain Factors

2- Divergence

3- VM-Aware

4- Interactive Disassembler Pro
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Drstrace NiTrace

NtOpenKeyEx NtQuervInformationProcess(
- e - , || ProcessHandle=-1,
arg 0: 0x001 8520 (type=HANDLE?*, siza=0=x4) o - o -
arg 1: 0x2000000 (type=unsiznad int, siza=0x4) || ProcessnformationClass=0x24
specesded = [ProcasCoolkiza],

=Cas essTnf ion=0x85
sstval: Ox0 (bype=NTSTATUS, size=0xd) Processlnformation=0x3£248,
NiClose Length=4, Raturnl ength=null) => 0
arz 0: Omac (bypa=HANDLE, size=(x4) NtOpenKey( KeyHandle=lx8fled
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ABSTRACT

Given the inefficiency of static analysis methods due to malware techniques such as code polymorphism,
metamorphism, and obfuscation, and self-modifying code, leveraging dynamic and heuristic analysis
methods that are based on the analysis of runtime behavior of malwares, have become particularly
important. Environment-aware malware that attempts to conceal its malicious behavior through dynamic
anti-analysis methods has caused problems for dynamic analysis detection methods in practice. The
purpose of this study is to present an effective method for environment-aware malware detection. Regarding
to split-personality of such malware behaviors, this research has proposed an effective way to detect
environment-aware malware. This method is based on system call monitoring of malicious and benign
samples under the two NtTrace and drstrace softwares with different monitoring techniques and calculating
behavioral distances as training data to create a Support Vector Machine model. Finally, the resulted
support vector machine classifier is used to detect this type of malware with an average precision, recall
and accuracy up to 100%, whereas the evaluation of previous related work shows an average precision,
recall and accuracy 96.85%, 95.68% and 96.12%, respectively.
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Support Vector Machines
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